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This  doc~:ce-t s e t s  Forth the  basic  requi renents  and guide l ines  
f o r  the  preparat ion of System Safety E ~ g i n e e r i n g  Analysis. It 
discusses  t he  philosophy of System Safe ty  and d e t a i l s  t he  various 
a n a l y t i c  ~ e t h o c s  at-ailable t o  the  engineering profession. Appen- 
d i ces  provide a textbook desc r ip t ion  of each of t he  methods. The 
docunent i s  a handbook and should be used as a source of informa- 
t i o n  and guidance. 
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This docment ,  developed f o r  the  Director  of Sa fe ty  (KSGSF) 
~t tho John F. Kennedy S p x e  Center, i s  :, handhook f o r  t h e  
~re~eri:"Ulon of System Safety En; ineer i~f  Analyses. It  pro- 
viCes n gencrzl  overview 0: syater;! e l e ~ ~ a n t s  which a r e  poss ib le  
s-:-zjeat3 f o r  sys ten  s a f e t y  s tud ie s ,  tcd suggests  recormnded 
~ 5 t h o i s  of anelysis f o r  t h e  vxriocs study are:.s m d  t:;pes of 
sc;'ct:~ problezs t h a t  may a r i s e ,  The k i zc  and f c r n  or' o u t p ~ ;  . - c;',:, ,nc inicmation t;hich o2fety s t a d i e s  shouX p:c-::=e z=.z . . i 2en t i f i ed .  Section 4 provides a s m m r y  of t he  tr-3i: E::.c ,ce 
of : ; r ~ ~ l y s i s  tr,d assessmsnt; t hese  discussions &re  e ~ p l i ' k l  5.1 
tzs c l~pc~Zicc-s  f o r  those  who r equ i r e  more d s t a i l  regsrcii:ig 
sui t tb le  appl ica t ions ,  dhta requirements, backgrouna a d  i ; i lary 
0,' cazh netbid,  and the  t l ~ e  of conclnsions t h a t  each rcetkci i s  
cepbble of providing. Credi t  f o r  much of t h e  ~ t e r i e l  i n  t h i s  
handbook i s  due the authors  of t'ne references i n  Section j, 
since these proviued much of the  i n f o r m t i o n  contzir.cL hsre iz .  
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SECTION I 

INTRODWCTION 



En~ineering dovulopment 01' :r systcnl iwquires ays t o m t i c  
identif icatiun and solution of safoty pr0blec.s v!:;.:.'- - A s =  
from hazard potentials  i n  tho t)ystcm. This prol~ .  ,, i ;lti- 
ficcltion and solutiou 2reqr:cntly requires syst , b:Sdt.: 
engineering u u l y s  is of spen,if i.2 s;~'..enls sr.d .!':::-..s+,i~i:s. There 
a r e  3 variety of methoas ~ n d  techniques t h a t  have been 6evel:pod 
for,  o r  are part icularly cpt; t o  system safety  study. These 
techniques enable the pw2crtlrmco oi' systen stfei;j. f : : : g i ~ e i r i ~ g  
hnalyfies +nd when integr?.tcl.i with tot:;l system engiceerizq, 
contribute t o  equipment designs and opemtions which sstit?,\- 
eystem safety requirement8 vithoat compromising t o t a l  systen 
performance, 

1.1 PURPOSE 

The purpose of t h i s  document is t o  guide engineering s;5:izi.l::s 
i n  the  conduct of system safety engineering atuiii.;~, 6r.6 sc 
provide c r i t e r i a  f o r  the control of such s tudies  i n  a cost  
ef fect ive  manner. 

In m ~ y  pro:ects, lack of ew1y plarnimg of system s d e t y  is 
the  principal reason for  tho lack of t rue  cost  effectivezess 
in system safety, Historically new sys tem have been coxx~iveli 
for o p r b r y . m i s s i o n  and e x c l ~ e d  secondary consiesra t ims a u k  
as  safoty,and re l i ab i l i ty .    here is  generally l i t t l e  or  no 
budgetary .consideration given t o  the safety aspect of systens. 
engineering in t he  conceptual stago. D u r i ~ g  the  tie-:slepr.entsl 
and early operational phase most safety probless occur w.2 r=Te 
so11 xi by "brinkmmshipN. That is, allowicg then t o  bescze 
potential ly serious prohlexcs, and therl forging E f i x  f o r  each. 
.This approach lacks the unity of concept fund*rental  t o  good 
COB t effectiveness, 

Safety engineering after-the-fact proves t o  be costly, issues 
become confused and often the f i x  is abandoned dae t o  trade-oZ's 
against  schedule impact. Ti$s p e n d c m  of w o t u l e t e d  -&er- 
awareness t o  the problen and over-reaction c m  be ccntrollef  by 
the  application of sowd systemli sds%y engineering a u r i ~ g  the  
coacoptual or  deve1opntt.l  pbse, 

1.2 SCOPE 

This document provide6 a eeneral overview of syst,ex elements 
o r  functions uhich a r e  possible cubjccts f o r  sys'.5rn sbfety 
study, It iden t i f i es  in t*omt ion  and o u t p ~ t  d ~ t t ;  tht & ~r . r 'e tJ  . 
study should provide i n  ordor tc support ~anagezent  b e c i s i x s  
uith respect t o  systen safety. X o s t  importnnt, i t  iden t i f i es  
+t;~d describes a variety of itnalytic technique6 which arc  :~pplic- 
,:4e t o  tystca  st;::'^ t y  pt.o!~l~.:.:s. Y,t%t* t:. .~-h !.xl!t:i q i e  &scr ikcd  , 
tb!?twc is a' d i s ~ u ~ ~ i o n  of : :vit~h10 : ~ p p l . i c ~ t i o ~ . s ,  input. datc.1 
requirezznts, op~rstio!v:l c;~cy:: i?. :qylicsticjn, c t ! ~ r !  the kind  LI:J 
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1 .2 (Continued) 

Selected technical references a re  c i ted  and technical 
appendices nre included t o  ident i fy  o r  provide more 
detai led infornation f o r  the user. 

1 w 3  OBjECTIVES 

The objective of t h i s  document i s  t o  provide guidelines f o r  
system safety engineering analysis, t ha t  w i l l  allow NASA t o  
achieve standardization and uniformity of the  overall  approach 
t o  nsafetyn by i t s  various suppo-t contractors. 

This document a l so  provides the engineering analyst with a 
selection of analytic tools, with instruction in t h e i r  applic- 
ation, t o  f a c i l i t a t e  the requirement of paragraph 1.5, by use 
of the techniques defined in  Section 4. 

1.4 SYSTEM SAFEm ANALYSIS PHILOSOPHY 

Operational systema have and continue t o  have safety deficiencies 
ir.ad;rertently designed into  them. The best  way t o  resolve safety 
hsz::r?s i s  t o  2esign them out of the system. Tk i s  may be 
ac'hiei-ea by conduc5ing a thorough system t d s t y  a n d y s i s  con- 
si2eriz:g the F O S S ~ ? ~  trade-offs between various design a l t e r -  
natives. The philosophy dictat ing these analyses usually takes 
one of three approaches. The first approach asks the question: 
W-t degree of safety c u  be ~ch i eved  from the  m i n i m  ., nse? 
The senond: What a;axin;.ctm degree of safe ty  can be ac' f o r  
a preselected expenditure? The third: What min im.  nee is  
required t o  achieve a preselected safe ty  level? Wi 14 t h i rd  
approach, caution must be exercised f o r  it is possi, tha t  the 
most effective course of action provides a higher lev01 of 
safe ty  a t  a lower expense than the preselected safety level. 

Inherent i n  the ro le  of system safety i s  the responsibil i ty of 
properly identifying and eliminating accident cauaes before they 
occur. It is a f a c t  t ha t  behind most accidents there is a 
ceuse tha t  can be ident i f ied  and eliminated. 

l . 5  NASA SAFE3Y DIRECTION 

The Office of Manned Space Fl ight  (@MsF) has issued guidelines 
concerning the application of system safety principles t o  all 
mwned space f l i g h t  progrsms. The following is  an extract  from 
e l e t t e r ,  Subject: I~plementhtion and Conduct of NASA System 
Safety Activitiec, d ~ t e d  J a y  24, 1968, and signed by the 
Director of Safety (DY) : 

"This is to  coamnii.:.te the dssired i;pprooch 5n the 
conduct of system safety ac t i v i t i e s  and t o  c lear ly  
delineate the resu l t s  expected. 

i 
SHEET 1'2 
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1 a 5  (Continued) 

PURPOSE 
"The purpose of system safety activities (like all 
safety activities) is the avoid~nce of inSyy to 
people rnd the avoidance of property loss including 
flight hardware) to the maximun practical extent. 

?jSIC APPROACH 

nSimilar to other NASA eafety activities, system 
safety requires a basic approach as follows: 

1. Know the hazardous characteristics of the system 
(including the total environment). Speci'ically, this 
means hazards to people and property ( in~;~dding  flight 
hardware). 

2. Eli-te, insofar as nossible, these hazards, 
If the hazards cannot he d i  ...-.I ated, take all prcctical 
steps to control them. These steps include bc14 hardware 
and software considerations. 

3. Identify the risks remaining as inhersnt in the 
sptem, its processing a d  its operation either in (1) n o m l  
roses or (2) out of tolera&e modes bi.oqht about by failures 
or combinations of failures. These risks are the risks to 
people and property (including flight hardware). 

4.. ASSLU.~ that the knowledge of residual risks identified 
is applied to ihc programmatic decision-makii-4 process. 

5. Recognize that the management responsibility for 
achieving syatem safety flows along program organizational 
lines. 

6 .  Be: r ic ni:.;d ths-> tke desired resdts from system 
safety activities ere the rcininizir; of risks to the 
maximum practical extent and the application of know- 
1ea:e oi ikeee ris:.s Lo m~ia,-sment cecisions. Aiso, assure 
ta understanding tit all mhnagement levels es to tho risks 
bet.:; iir,-zrr;ci q f e s  Ling, trtinsporting or operating the 
system or portions of the. s;ctoci. 

dl system processing activities, through conduct of 
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UIIERE SYm SAFETY ACTIVXTIES ARE REQUIRED 

'System safety ac t iv i t i e s  am3 required in all NASA space 
hardware programs, manned and unarmed, to assure protection 
of people and property from system f l igh t  hardware effects  
*om design inception, through all systems processing 
act ivi t ies ,  through conduct of the mission and including 
postmission ac t iv i t i e s  insofar as hazards arising from the 
mission map require. 

"The philosopby, techniques and tools of the system safety 
approach are recomze3ded, as applicable in: complicated 
industrial safety situations, complex laboratory operations, 
a i r c ra f t  research, and other research activit ies.  

WIIP THE S Y m  SAFET?I APPROACH 

"The reason for  an orgs ized  NASA system safety approach 
inclcde the following: 

1. The complexity of systems, subsystems and components 
under extreme and complex conditions 05 en~ironment and 
application. The inherent complexity of the XASA f l i g h t  
harduare systems demands analytic& techniques of consic?er- 
able sophistication i n  order to achieve probiem identifica- 
t ion and solction. 

2. The need t o  f ix  considerable attention on the safety 
consider~tions arisinn out of t o t a l  s-ntems effscta,  w h e r e  

4. The need t o  assure that  the safety aspects of the 
mission under normal conditions and under mission failure 
conditions u e  aaeqzte. 

5. The need - - t o  assure tha t  system safety rneaslwes a t  all 
s lcps  1els~i:ig iip t o  htld d t e r  the missior, are adequate. 

- 
SHEET 1-4 
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1 .5 (Continued) 

HOW TO MPLEXEXT SYSTEM SAFETY ACTIVITIES 

Wuccessful and, therefore, satisfactory conduct of 
system safety activities include the following points 
oi' bpproach: 

1. Personnel assigned in system safety work are to be - 
a. Qualified to conduct the work 

b. Assigned, exclusively, to the system safety mission 

c. Organisationally placed to assure effectiveness. 

2. Analptical te~hniques appropriate to the situation are 
to be use. 

3. System safety is to teke advantage of all useful inputs." 

It is quite ok ious  from the above quotation that NASA 
mamgement recomzes the need for a systematic analytic 
approach to system safety engineering. This document attempts 
to f o r d i z e  tke KSC-SF implementaion of the ebove req~rsmzts. 
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SECTION I1 

SELECTION OF METHOD 



The system which confronts the analyst may vary considerably in 
complexity from one assessment to the next. Whether the scope 
of analysis encompasses an entire manned spacsflight center such 
as KSC, or whether it is limited to one component such as a valve 
or relay, the "systemn approach is equally valid. The safe 
development and use of a system involves many managerial, 
engineering, manufacturing and operational disciplines, regard- 
less of whether that system is a complete launch f~cility or an 
individual device used on that facility. Application of the 
systems approach assures that the requirements and objectives of 
the system lluserll will be realized in the sflest and most econ- 
omical manner the state of technology will allow. The usefulness 
of the systems approach increases as the complexity of the problem 
to be solved increases. Therefore, KSC Safety management must 
select frcm among the various methods of system analysis available 
that which is required to satisfy the safety problem posed. 

For example, the question may be asked, "What is the numerical 
probability that death will be incurred by operational personnel 
during all phases of assembly, test and checkout of the Space 
Vehicle for Mission X?I1 Answering that question requires a 
complex detailed quantitative analysis s p m n i q  nany facilities 
and agencies. 

Another exawle: A question of quite different character may 
be asked o.? the  system safety analyst. "What specific risks 
to equipent end men must be avoided during the operation of 
hypergolic propellant transfer unit, number abc, during Space- 
craft loading at the launch facility?" This question is not 
only much smaller in scope and complexity, but suggests a qual- 
itative analysis. Relative probabilities may be useful for 
cssessnent fordation and critical risk identification, but 
the absolute statistical analysis required to answer the question 
in the first examp!.e is not necessary or even desirable because 
of the undesirable costs of "over analysis." 

Wlien systern s-.fet,y ecgineers Ere required to perform analyses 
at the same time that the system design is developing, the 
system managers may not provide specific questions to be 
hn6-da;.--.- . . ,,, mi, ~ i l i  ~~ii.1 require a complete ~ssessnent of tha 
level of ss-ety dlowed by the proposed design. Maximum 
benefit is derived from analyses conducted during design ph:.s-Y 
bec:.usc dAerr.ztires and tread-offs can be compared for optirral 
si?&'et -17, x i 2  5i.e best sc lu t ion  cnn be Inccrpor*;.t;eci in the ii;.: 5 
system design without expensive moaification to the complete:! 
system. 

SHEET 2-1 
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(Continued) 

The degree of system design d e f i d t i o n  available t o  the analyst  
may dic ta te  the method of analysis. It is impossible t o  con- 
s t r u c t  a Failure Mode and Effects Analysis (FMEA), or  much of 
a f a u l t  t r e e  when only the  basic scheme f o r  the system is known. 
A Gross Haztirds Analysis, a s  defined i n  paragrsph 4.1, completed 
i n  time m y  demonstrate t h a t  some other design concept is 
essent ia l  i f  a high degree of safety is  t o  be obtained. Gross 
Hazards Analysis provides a quick method f o r  the system safety  
engineer t o  apply experience from detailed analyses conducted 
f o r  other systems which have a reasonable degree of s imilar i ty  
t o  the  proposed system design concept. 

The extent and d e t a i l  of the safe ty  analysis  required ear ly  i n  
the  program i s  largely  dependent on the complexity of the system 
t o  be analyzed and the desired accuracy of the answer, and this 
w i l l  indicate the  best  analyt ical  method t o  be used. 

The d i f f i cu l t y  of matching the s ize  of the  analytical  e f f o r t  
t o  e f f i c ien t ly  provide the required v i s i b i l i t y  of r i sk ,  cen be. 
solved i n  successive steps. II" s..Cicient t i ne  is  dlowed the 
analyst, a preliminary analysis  may be conducted t o  predict  the  
best s n a l y t i c d  metiod t o  ase  fo r  the formal analysis t o  follow. 

The preliminary a n d y s i s  t o  be performed should a t  l e a s t  consi2sr: 

(1 ) The c o n t m x i i l  or  binciing system safe ty  requiremrrts. 
Sow tiac-uately n:st sr;fety be measured? A high degree 
of accuracy implies a detai led,  quanti tat ive analysis. 
Minimm sllow;-iSle accident probabil i t ies may be exp l i c i t  
i n  the contract. 

(2) Iiow haz~rdous cioes the system seem? Does the system 
require a large o r  close man-machine interzace? Are 
high energies stored in  the  system? Are weight or  s t r uc tu rd  
c r i t e r i a  such t ha t  normal safety factors  must be reduced? 
Is the  system operated i n  environments f o r  which it Was not 
designed? Are subsystems required t o  protect  man and 
mchine f rc, c v c r n  n%4ror.~er.t s? A f  f i r m t i v e  answers 
imply highly hazsrdous sydtems. 

(3)  What l eve l  of technology i s  required t o  design and build 
the  system rel3ti-a t o  the skate-of-the-arc? New ideas 
and v2ys 02 so lv ing  system design problems frequently 
imply an unusual element of r isk .  

SHEET 2-2 
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2.0 (Continued) 

(4) What l eve l  of technological skill is  required t o  operate 
the  completed system r e l a t i ve  t o  estimated present s k i l l  
l eve l s  of the  user? A new type of system which requires 
the  user t o  learn  new s k i l l s ,  beyond merely acquiring 
systems familiarization,  implies t ha t  he all also  need 
t o  be amre  of the  new r i sk s  inherent in  the  system i n  
more de t a l l  than users who have already mastered the  
required sk i l l s .  

5 )  If the  user is now operating, o r  i s  about t o  operate, a 
f inished system, he may specify safe ty  analyses which he 
d r e a d 7  knows he needs. The specif ic  problems he poses 
may d ic ta te  the method of analysis  to  be conducted, e i t he r  
d i rec t ly  or by inference. If not, compare his s ta ted 
safe ty  problems with 1 through 4 above, 

The type and character of the  safety problems should be form- 
ulated and the best  method selected which w i l l  provide the re- 
quired outputs, and w i l l  scope the system leve l  f o r  which the  
safe ty  problem i s  formulated. 

Finally an assessment of the  available data must be made to 
deternine the poss ibi l i ty  of providing the required a m l y t i c a l  
outputs with the method selected (see S e c t i o ~  3). After screening 
the  methods i n  such a manner, several methods may still appear 
t o  be practical .  The analysis  method requiring the l e a s t  over311 
e f fo r t  is normally chosen i n  t ha t  case. However, i f  the analysis  
of the immerliate safe ty  problems w i l l  point out additional areas 
where analysis w i l l  be required, then consideration must be 
given t o  using the method which provides a baseline f o r  fu r ther  
analyt ical  work. This may cause the analyst  t o  recommend a 
method which involves a more extansive or iginal  analyt ical .uffor t  
than would otherwise be chosen, so tha t  material savings w i l l  be 
realized i n  future safety  analyses. 

An example of method selection drawn from actual  experience 
on the Apollo Program i s  provided below: 

The combined System Safety organization of NASA, Boeing TIE, 
and Bellcom conducted meetings t o  compile a l i e t  of poseible 
potent ia l  accidents i n  the  Apollo program. The accidents were 
pr icr i t ized on the  basis  oZ program experience, mission c r i t -  
i c a l i t y  and expectations of the  likelihood of occurrence, The 
tap p-'- r '  iy shEet:r problems centered around the Astronauts 
who w r r ;  LO fly each m m e d  mission. The analytical. problea . 
WAS ,. -.,;.L)- ii.;:'ir.i;a i n  cjusj.ltr,ti,-:e terms and, i n  essence, said - 

Itidentify a l l  haznrds which niy cause death o r  injury of 
the  Flight  Crew from thn time of entry  in to  the launch 
p ~ , . ;  :. ' ,  ~ : G - : : - f . ~ , - ~  . ,Sr.,:. - r) Pr.. . I ,, +hL.n- ..> nl.1 ?0!f @w!.w missSon 
~F.P,ECS includinr? splashdolj?. &d recovery from the Cor~wrxi 
KO,: .:le or' the space x: i't. rt 
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(continued) 

Several methods of analysis could provide hazard ident i f ic-  
at ion,  but fewer methods could provide the  re la t ive  c r i t i c a l i t i e  
of the r i s k s  incurred by the Fl ight  Crew a s  they came within 
the  area of influence of each hazard. Some means w ~ s  required 
t o  iden t i fy  those hazards ?or which the praaarrt risks were 
acceptable. The ideal  metbd wovld provide numerical prob- 
a b i l i t i e s  of each hazard causing the  accident t o  be avoided, 
namely death' or  in jury t o  one or  more Astronauts. Faul t  Tree 
(&ogic diagram) and ~ d . l u r e  Mode, Effects, and Cr i t i c a l i t y  
Analysis (FMECA) became the  candidate methods. 

A review of the available data disclosed t h a t  f a i l u r e  data 
would be very d i f f i c u l t  t o  obtain in the  form needed, and 
that i n  some cases the data samole was very small. This i s  
character is t ic  of a system f o r  h i c h  a lo; production quantity 
i s  required, such a s  a research program l i k e  Apollo. This 
forced the  rel iance on re la t ive  assessments of c r i t i c a l i t i e s  
f o r  each hazerd identif ied.  The lack of exacting f a i l u r e  data 
indicated t h a t  a be t te r  perspective of the  problem could be 
maintaiaed with the Fault Tree method ra ther  than the FMECA 
method. The ava i lab i l i ty  of some f a i l u r e  history, equipment 
l eve l  FMEAls and other types of engineering analyses was con- 
sidered t o  f i t  i n to  the Fault Tree method bet ter  than FMECA. 
F -s ther ,  the  analysis team was spread from East Coast t o  West 
Coast and team membership involved several agencies. The Fault 
Tree method provided an e f f i c i en t  communication and analysis 
management tool. The f i n a l  considerations were bnalytical  
resources and the long term System Safety analysis requirements. 

The potent ia l  accident of death t o  the  Astronauts only began 
the  l i s t  of many potential  accidents which the  user, NASA, 
wished t o  prevent. The u t i l i t y  of the Fault  Tree in a complex 
study area, i t ' s  capabil i ty t o  keep pace with the changeability 
e n c ~ ~ t e r e d  a t  this prognm l eve l  and the  de t a i l  analysis  
docuxiznt~tiori it provicks, form an excellent  baseline f o r  
future  analysis. T h i s  baseline allows maximum conservation 
of analyt ical  e f fo r t ,  and thereby minimizes long term mnpowsr 
requirements. Had the stuay areii been confined to a l e s s  
complex system, s..y t:;e S a t ~ ~ r n  Booster, then the  FX3CA appro?>h 
may have been selecied, pzr t icular ly  when consideration had 
been gl-:en 50 the  an:,l;.ses d r e ~ d y  i n  progress fo r  t ha t  l eve l  
of system sk6y ~ i n d  the time hvailable t o  complete the system 
s ~ f  ctj .  ana lp i s .  
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COMCANV 

METHOD SELECTION MATRIX 

Syetem safety studies must provide maaagement v i s ib i l i t y  and 
engineering counsel regarding the safe construction and 
operation of systems. To accomplish t h i s  purpose there are 
several types of analysis r e s i l t s ,  o r  outputs, which may be 
reported singly, or i n  combinations which are  most productive 
in  terms of safety assurance in  a given situation. These are  
l i s t e d  a s  output requirements cn the matrix on pege 2-6. 

The method of analysis should be effective for  the st* srea 
under consideration from the viewpoint of t ime ,  cost, and method 
capability. The study areas are l i s t e d  across the top of the 
method selection matrix. 

The analysis methods are shown a t  the intersecting columns and 
rows fo r  study areas and output requirements. These are  
suggested only as  a guide, and use of the matrix should not 
replace an assessment of each specific ~ i t u a t i o n .  
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3.0 DATA fiVPUTS 

3.1 TYPES OF DATA 

The system safety analyst w i l l  f ind t h a t  data required to conduct 
an analysis of a system are  large  i n  quantity and vary consider- 
ably. The quantity of data required depends on the  s ize  and 
complexity of the system t o  be assessed. However, the types of 
data that must be collected f o r  the  analysis are predictable. 
These types are discussed i n  the following paragraphs. 

System h c t i o n  and Description 

In tne  conceptual phase system specifications should be gathered 
before the analysis  begins. Procurement of the system is con- 
t ro l l ed  by requirement specifications that define the  user ' s  objec- 
t ives ,  design constraints, and requirements such ae  conformance to 
standards o r  codes. 

In  the  developmental phase system design drawings must be gathered 
a s  the analysis begins. Tile most useful  of these a r e  system func- 
t iona l  logic  diagrams or  flow diagrams. In all analyses, great  use 
i s  made of system schematics; and i n  some analyses, module, drawer 
and component l eve l  schematics are  necessary. Ins t s l l a t ion  drawings 
a re  useful whec assassirg t he  possible ef-*ects oi' high energy 
release accidents such a s  high voltage shorts, explosions, and 
f i r e s .  Ins ta l la t ion drawings help i n  the analyses of accident 
control equipment ( inert ing o r  water systems) and i n  assessi-g 
emergency egress capabil i t ies.  Detail pa r t  drawings a re  usually 
not useful except when safety c r i t i c a l  components have been identi- 
f i ed  i n  the analy3is. Analyses which are  co~ducted a f t e r  the  
system i s  bui l t  n J be expedited by reference to technical manuals 
and operation and maintenance manuals. 

%stem Environment 

The system's environment map be determined from requirements 
specificatioxo design cocstraints  . Further er;vironnental 
data may be required a s  tae analysis develops, t o  answer specif ic  
questions about tile e.'iects oi' enviror~nent or. p s t i c u l a r  portions 
of the system. The enviroment m;. not be constaat i n  time o r  
m y  vaqy l'roia one par t  of the system t o  a ~ o t 3 e r  a t  any given 
point i n  time. It w i l l  be necessary t o  col lect  int.erface data 
vhich effects  the systen's fcnctior. re3 7:Yve t o  ST-:, use. Ixstx; - 
l a t ion  drawings are  useful i f  spa t i a l  r e l ~ t i o n s h i p s  are perbir,er,t 
t o  fa i lu re  mode causes o r  effects.  The errerg:: sources i n  the 
s p t e 3  heir;: nr.r.lyzed rs;. zot appear to  be hazardous u n t i l  the 
otner eysterns in  tile accirierii iriduced e n v i m u e a t  a re  known. 
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4.1.3 Failure Data 

Whether the analysis is going t o  be quantitatively evaluated or  
not, some fai lure  data becomes necessary as it dwelop8. . Withougd 
any insight about relative fai lure  probabilities, a l l  fa i lures  may 
be considered equally likely. This w i l l  cause s i ~ g l e  fai lure  
points which are  c r i t i ca l  to safety to appear t o  be the most l ikely 
t o  cause an accident, Strangely enough, th i s  may not identify the 
most c r i t i ca l  fa i lure  potentials. Since the probability that  a 
given fau l t  wil l  occur when it can cause the potential accident 
depends on both the fai lure  ra te  and the to ta l  time it may be 
causative, multiple failures may be more l ikely to create the 
accident than one failure. Therefore, the probable time from the 
actual f au l t  to  the detection of that  f au l t  is  required. I f  there 
i s  no means of "safingn the system upon detection of a c r i t i ca l  
faul t ,  the time from detection to repair can be used. In the case 
of fau l t s  which w i l l  not be detected when they occur the best 
estimate t o  use i s  the time t o  periodic maintenance o r  the t e s t  
frequency. 

k7.y rlrta vhich helps the an-alyst select c r i t i ca l  fa i lure3 i s  con- 
sidered as nfailurett dab. A consideration of the safety factor 
i 2  the  design i s  helpful. I f  components are operated a t  or near 
their  fa i lure  l imits,  the probability of fai lure  i s  greater thm 
i f  a large safetjj cargin has been allowed. If the fai lure  l b i t s  
are cot well defined for  a coaponent because of state-of-the-art 
l i d t a t i o n s ,  then the chance for  a design error i n  establishicg 
safety factors i s  greater than when fai lure  l imits  car! be accurately 
estimated ~ . 3 .  proven i n  t e s t  programs. Usually when safety factors 
cannot be well established fo r  the deaign, high factors are used, 
Thic i n  i t s e l f  can sometimes pose a concern fo r  the analyst. 

If  FMEAts have been conducted for  con;ponents, modules, etc., of 
the sytem, these can bo used to indicate the fa i lure  probability. 
FEIEA1s with quantitative evaluatiob are best, but caution i s  
advised because the fai lure  modes considered may not exactly co- 
incide with tile fsilure mode required i n  the safety analysis. See 
Paragraph 4.5 oa me of FMEA1s as w ~ l y t i c a l  tool. 

Direct, raw fai lure  history obtained during t e s t  and operation of 
tiie &;;sten i s  usel'ul if in  sufficient quantity. Since direct  
histur;; or. the ccr=pol;er.ts is  usually not sufficient i n  i t s e l f ,  t h i s  
raj- be co..rpiercer;ted by generic fai lure  data from PRIIiCE, F'ARADA,% 
or other r e l i a t i l i t y  fai lure  data f i l e s .  These generic rates  are 
hard t o  use f;r t z o  ress2i.s. F i r s t ,  the stated fai lure  rates in- 
clude a l l  knom r,ocas of fai lure  for  that  component. In solie 
cases both prjznry and secondsry failures have been grouped to- 
getkcr, and i n  ot!:zrs or.;:? pi;:ary fai lures  have been reported. 
The analysis normally requires fai lure  ra te  fo r  only a few of a l l  
possible ~ o d c s ,  both pri;  nry and secondary. Scco:..lly, the condi- 
tions un?er whjch t h e  fr?illrres a c t c ~ l l y  occurred 1-1;) be dgr.ifi- 
cantly airYerent than ine operating conditions experienced by the 

See Paragrtipn 3.1.6.2 a and b 
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3.1,3 (Continued) 

component i n  the  system under study. This leads t o  "fudge factoran 
which are  a large  source of e m r  i n  t he  f i n a l  probabil i ty of 
f a i l u r e  of the component i n  question, The selection of the most 
accurate f a i l u r e  r a t e  is therefore quite d i f f i c u l t  and ti- con- 
suming. 

Employment of system simulation tes t ing  and data may provide an 
excellent b a s h  f o r  safety judgments aud design decisions on new 
systems, A reasonable approximation of the use environment can 
be obtained by tes t ing  par t iom of the system which are deemed t o  
be essent ia l ly  indepeadent o r  whose interaction with the  rest of 
the system can be sixnula'ted. Additionally, some cause-effect 
character is t ics  may be developed mathematically upon a physical 
basis. Ttsic can be done with reasonable accwacy for e lec t r i cu l  
netvorks and structv.ral components became of the  accurate speci- 
f ichtion of manufacturing tolerances and the a b i l i t y  t o  express 
theoretical  relationships. 

3.1.5 Other Studies 

When engineerislg studies of subsystems a re  found, they may be 
useful i n  avcidirig a new analysis  of the  same subsystem. The 
analysis i a  more useful  i f  a quanti tat ive evaluation i s  provided 
f o r  tLo pro5crbilit;- of the f a i l u r e  or  fault  event of Lie subs;-stea. 

3.1.6 Scurces of Data 

Much of the data to be collected i s  found i n  engineering l ib ra r ies ,  
drauing f i l e s ,  and general l i b r a r i e s  and information centers main- 
tained by both private a i d  government agencies. The syshrus axalyst 
w i l l  f ir.4, homver, t!*st z ~ s t  of the izfomnation procured from da$s 
cent.ers must be coxplcmr.tsd by infomation gaiaed througk d i r ec t  
ir.terPsce with tl:e ~ r p r - !  zstions vho create +?e data. Well estnh- 
lished coxnunicatioss with these organizations w i l l  f a c i l j t a t e  both 
the ~ ~ 4 e r s t a n d l - g  GL' t::e data collected, and w i l l  ensure t ha t  a 
knoving and r e a l i s t i c  use is mde of the i n fona t i on  obtained, 
!Esusr.l d a t s  c i l . s ~ s  t:.c crcitior, of a?. -2:-?23c;I am.lpis ,  Tile r o s t  
3-portcr.t q1:alit.y of' ar, wiiLysis i s  val idi ty ,  

3.1.6.1 Data Ge~e ra  ti rag Organizations 

a. Design Ezgineerizg 

Ded yz Eyineerinr: is a sourcc of valuable $nfon?.ation on t t e  
operating and f ~ n c t i o n a l  character is t ics  of the  systen. YJLA- 
ledge of proposed charges t o  the eystem can be acquired durirg 
the conceptual axi initial design chango stage, and suggestions 
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3.1.6.1 a. (continued) 

made t o  the designers t o  provide a safer,  cost&l"fective ewe. 
@stem design changes which are  needed for  lmproved system 
s d e t y  can be discuesed v l t h  the designers t o  se lec t  the  most 
effect ive  design a l ternat ive  with respect t o  safety a d  system 
effectiveness. 

The Interface between system safety an t lys t s  and Design 
Engineering requires a "day-to-dayw working relationohip 
between nembers of each organization. The resu l t s  of th i8  c-ase 
re la t ionship  a r e  inherently beneficial t o  both oqanizations.  

b. Maintainability 

Maintainability i s  a design discipline t ha t  provldes f o r  ease, 
economy and safety i n  all ma.'..+,enance functions and the  use of 
maintenance sa,uipment, T:,arerlore, syf f em safety  engineera work 
with Mkhtainabi l i ty  t o  perfor saffety aualyaes on maintenance 
equipment and t o  ce r t i f y  the s a f e t r  of mafntet.9nce equipment 
design and maintenance operations. 

c. Human Engineer i ,~  

H m n  engineering and systlt,;n safe ty  engineers must use human 
f m t o r  s t a t i s t i c s  a s  a pa r t  of the  se-fety analyses. A study of 
man-machine relat ionships complements system eafety by providing 
bdditionsl enphosis on human e r ror  analysis and error  reduction, 
These ,re c, ''ice1 considerations i n  determining potential syetam 
m6ee t ha t  can r e su l t  i n  hazardous conaitions. Ident i f ica t ion 
and analysis of t h e  o v e r d l  hazardous consequences of a givcn 
f a i l u r e  event require an understanding of human capabi l i t ies  and 
l imi ta t ions  6s well a s  ihe interfaces between scbsystems, systems, 
and environ~ents.  Mm-=chine rela~io:.skip 50 be effect:-.-e 
must be integrate$. with system eafety t o  provide a logical  and 
consistent contimcm throughout the l i f e  epan of the aerJspcr:a 
eye tern. 

.4 f c w t i c n  of Re l iab i l i ty  is  system hardware analysis for i'ailrsc 
d-tr.; sx:h 2s fai iure mdels, fhilure efl'ectb, ne-n time between 
L ~ i l u r e s ,  probabil i t ies of failure and aoseoement of system 
fa i lu ras  on mission a c c o ~ p l i s h e n t .  Much or" t h i s  type or' L t . 5  

i s  t s d  fo r  both q - d i t ,  ti.:e 2nd q?mntitc.ti;.e systen sazet:: - 
I : .  t o r  exs:.@e, exis t in t ;  :.nd substsntia*,ei frt'lw-e 
modes and effocts  data is invaluable a id  i n  the q'alitu;i.:o 
3.o;;ic. u i . .~rsa;  anz1::;;i.s 0," a sptem. In  a quantitlitive l o c k  
cir:gr.:n e.::Jcsticc, b..rdu:lr.e f a i l u ~ e  r a t e  dzt:; i s  :i ncjce:'scry 
item. Conversely, the  resu l t s  of a system safety analysis  my 
hive a d i r ec t  inpact upon r e l i ab i l i t y ;  ~ u c h  a s  requiring furtpar . -<:..,* . . r." cV?r t .  i n  ":-ir:i:.:.:re or icprovinq the re1 i a b i l i t y  of a 
par t icular  system element, t o  decrease the likelihood ~ i '  SJ-;~L. 
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damage or  hu~m i r j l ~ r y .  It skould be noted that complete 
numerical parity should not be expected because r e l i ab i l i t y  
%umbersu normally refer to both primary and secondary fa i l -  
ures for  particular failure modes, Thus, it is entirely 
possiiile Tor a systen to k v e  r e l i ab i l i t y  wbich is  t4 ~e corn- 
plement of one fai lure  per 1000 operating hours and a proba- 
Mlity of an injurious or danaging undesired event of one 
per l,OQO,OOCl operating hours. 

e. Health and Safety 

Sgstem Safety is concerned with test, assembly, checkout, 
maintecance and use of systems provide a possibil i ty 
of serious injury, loss  of l i f e ,  loss  of equipent  o r  signi- 
f icant  ewpment damage a s  a resu l t  of the d s t e n c e  of the 
system. Health =d Safety is concerned with providing a safe 
working environment fo r  employees, There is some overlap be- 
tween the two functions and i n  t h i s  case the more stringent 
s tx~ds rds  of accep tab i l i t~  wo-dd applr. 

The Health and Sar'ety act ivi ty  can aid system safety engineers 
bj pmviiiag isordtion arid data on h m  factors, toxic 
mter i a l s ,  antkmpo=?.etric considerations and other speciali.zed 
data related to the h w  working environmect, 

. f .  Quality Assurazce 

The system s i g n i f i m c e  of a particular event or  par t  de ta i l  
c-ot be deterrcined by st-:+? of t'ze desigr. alore. F.arer"ore, 
predictive system safety analyses mst be made from drawings, 
procedures a d  other domested  instructions. The accuracy of 
each analyses and the conclusions derived from them are depen- 
dent on ac t iv i t ies  of quality technicians and inspectors i n  
assuring that  ir,structions are followed. 

Quality requirements are determined and sat isf ied throughout 
a l l  phses  o f  ccxtract prfor -xxe .  TLe Q ~ a l i t j .  Assurance 
Frogran e r 7 - x e s  t h s t  2-dit:; zspects are ful ly  inclcded i n  a l l  
des3p.s m i  thzt high q c d i t y  i s  cbtaine? ir. the fabricated 
article,. Ariy change r eue red  to  improve components, subsystem, 
or  systern xforrance without cornpomising quality, r e l i a b i l i t . ~  
or  s d e t y  should be incorporated a t  the ear l ies t  practical point. 
ix aeveloi_.::.e~.t ax6 fabricatior,. Tte Quality A s s ~ r a ~ c e  prograr, 
provides f o r  the tt:11-I y 2:xi pro!!,pt detection of actual o r  poten- 
t i a l  deficiencies, system Incoxpatibility, narginal quality, sr,d 
t r e ~ d r ;  o r  c 0 ~ 4 i t i ~ : - s  t;:-ich codd resclt. in uzsstisfactory qc4 iQr .  
Objec ti-.-c evic?c:.sc ~f r;~:,ll tj-, cor:fon.sr,ce, inc1udir.g recor2s or' 
inspection and t e s t  results i s  useful 4ata fo r  system safety 
aria: pa to  provide a h i g f l l e v e l  of confidence i n  the represe; trvL- 
1 .  , ? *  ., , . , : k .  - ... . I  . 2 ? ? . -  - , - -  .. - , +... .., - _ *  . . ,I), ..-.: CX: I . c :  ce ir. tl-c asslg.;. 
clf probabilities to  the f au l t  events. 
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3.1 , 6.1 (continued) 

e. Teat Planning and Reporting 

Special tes ta  a re  conducted on hardware end items fo r  
r e l i ab i l i t q  data, qualification, quality assurance, and 
system hardware integration. From these tests consider- 
able data i s  produced which i s  useful fo r  system safety 
evaluation, Conversely, requirements fo r  special 'dsts 
t o  obtain data specifically needed t o  assure system safety 
may resu l t  from system safety analyses. 

System Safety analyses conducted on proposed test plans 
may in i t i a t e  special t e s t  procedures and corrective 
measures to  existing t e s t  plaas. 

h. Configuration Management 

Configuration Management describes, identifies, and . 
controls system coxSiguration throughout the definition, 
development, production and change phases. System safety 
analyses require a well defined baseline confi.guration so 
t h a t  changes i n  configuration may be assessed a f t e r  the 
basic system analysis i s  completed, Establishing the base- 
line configuration engineering data is a function of 
C@nf iguration Management. 

3.1 ; 6.2 Data Storing Organizations 

Specific organizational sources of data fo r  the conduct of 
system safety analyses m e  l i s t e d  in AFSC Design Handbook, 
DH 1-6, Chapter 2. Brief descriptions of Pour large dab  
storage and retrieve 1 orgmiza t ions  are  included here t o  typify 
w h a t  is available t o  systems analysts, 

a. Parts Reliabili ty Information Center 

The NASIL Parts Reliabili ty Informstion Center (PRINCE; i s  
a specialized d a t ~  center 6e-:eloped an2 maintained by the 
George C. P ! r s t s i l  Spwe Fii,h: Cenh-. The PRIIXE prc-:iies 
r.u a - i t x ~ t e d  6it.a s t o r z p  2nd retrievd system contsining 
technical information which i s  useiU t o  r e l i ab i l i t y  
a n d y s t s .  The d ~ t s  conbined czn also be used by system 
safety analysts i n  con.pili:ig specialized fai lwe history 
per. . 7 - - ? i s  e--. -. - , ... 1-27 5icns. 

The E'AIIADA Program docauent i s  a c~r~ponent put "Failure 
R-.te D y t a  f!nrldYookl~ (FARADA). Updating and expansion of 
the data is scconplished by the FARADA Infornation Center 
L;L A-: il. 2. La-, .- i~ld:,n;:~e irrYzr:! .,ory, Curor.&, CL;i , 'cjrnis .  

SHEET 3-6 
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3.1.6.2 (Continued) 

The Handbook contains component and part information 
relative to failure rates generated by contractors and 
agencies engaged in design, development and production 
of military and space program equipment. The failure 
rrtes coatnined in the Esadtcok are obtained from 
specific engineering data and test results. 

c. Defense Documentation Center 

The Defense Documentation Center (formerly ASTIA) is a 
large storage and indexing program of all types of 
scientific and technical information from many sources 
including federal agencies, industrial concerns, ec?u:a- 
tional institutions, and research foundations. Information 
on hardware, software m d  complete systems is available, 
snd many references an3 papers.otl analytical procedures 
and methods are easily found in the Center. 

d. Interservice Data Exchange Prcgram 

Tne 1ni.erservice Data Exchange Program (IDEP) is a data 
e;or~--e c, ani r ' i l i ~ j  ~r:gr~n t;;li.=h caz be used by the 
cr.5.1;-zt. t o  acquire i:?r"c~r=_:%icn for system ssfety assessment 
. t -11 leveis of cc~:.pl.oxi.t;,- 3om co~pnents to complete 
progrms or projects. The objectives of the IDEP program are: 

. To rvcid repe5if lcn o l  t en t s  dressy sztisfactorily 
accomplished. 

2. To provide prompt inhcation of possible failure modes. 

3. To reicce duplicGte expesciitures for develcpmentd 
parts testing and non-stzndard parts justification. 

4 .  To enmlrage stsndardization of methods of test 
anci test reporting. 
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ANALYTICAL METHODS 

This section describes various qualitative and quantitative 
techniques which may be used in safety analysis. A brief 
discussion of data sources available to the safety analyst, 
and methods to resolve identified hazards are included. 

The complexity of present and proposed aerospace systems, the 
number of individuals and organizations involved in their 
development, and the inherent desire for multi-ulssion cap- 
ability all tend to create system safety problems. Increasing 
system acquisition and modification costs require that a system 
safety approach be identified early in the development stage 
s'o that it may have some impact upon design requirements and 
trade-off decisions, The degree of safety achieved in an aero- 
space system is a basic design problem; 'its resolution lies in 
the application of safety engineering and its assessment is 
gained through engineering ancsis. 

Analyzing system and subsystem design is the fundamental act 
by ~ 5 i c h  insight into s~r'ety design eli'ectiveness can be 
accomplished. Without safety analysis, safety design defects 
are exposed by the unpleasmt experience of accident investig- 
ation. 

The various safety analysis techniques to be discussed in this 
handbook are G r ~ s s  I iszaas  Analysis, (4.1); Oper&tiona and Test 
Safety Analysis and Operations Safety Research, (4.2) ; Fault 
Tree or Logic Diagram Analysis, (4.3) ; Fracture Mechanics 
Assessment, (4.4); and Failure Modes, Effects and Cri3aLlit.y 
Analysis, (4.5). 

Cautions in Safety Analysis 

Although various safety analysis techniques may be available, 
theze sko:.iki not be regarzed as tools to be applied to evey 
design problem, particlllarly those where a definite alternative 
is chsrij- ths pr~par so1u;ion. S x  f is:ic::l an5 anal7 t i ~ l  
t a c h n f ~ u c s  era not a replacenent f o ?  ecmcn sense. This is 
psrticd~rly t r u e  in analpzing research and development prozrarns. 
Employment of a rnr.t.hensticn1 technique may indicate that the 
prob::hj.liQr of :L? xdesirable event occurring due to a given 
set of circumtances is 1 x If the ewnt would cause 
loss of ?he syst,er!i ~ r d  can be precluZed without significant 
cost or degrsdation of performance, why accept any risk? Tho 
conzepf of establishin: an acceptable level of risk can result 
in acceptance of unnecessary risk. The purpose of safety 
analysis is to expol;e l i a z s r ~ ~  L:U ;rinld.ze or preclude risk. 
Predictions may be inaccurzte by a mqnitude when an event is 
associated with human behavioral variances. 
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4.1 GROSS HAZARDS ANALYSIS (see Appendix A) 

4.1 -1 Srmmsry Description of Techniaue 

The technique of gross hazards analysis is a comprehensive, 
qualitative hazard assessment applicable to complete systems 
or major segments of a system. The gosss hazard study should 
be conducted early in the design phase or modification phise 
of the system, 

A good gross hazards study willsidentify critical areas of the 
system, product, or end item which should be subjected to addi- 
tional safety analysis or which indicate a nee3 to change a 1 

design requirement. The study will also provide management 
personnel with visibility of the adequacy of safety features of 
the system and information about the likely contingency conditions. 
The study should help to identify routine or special test require- 
ments and will be very wlcable in establishing priorities to 
allow scheduling and manning of the safety effort. A necessary 
result of the gross hazard study will be the establishment of 
cpper and lower limit Sefinitions for standard hazard categories 
in terns of the systen l~i&r study. Controlli~g design criteria 
such as, existing codes, regulations, st=dards or policies and 
procedures may be identified to assure coverage of all gross 
hazards identified in the study. Any gross hazards which have 
been identified, and for which no controlling design criteria 
exist, should be covered by specific criteria in the gross 
hazards study. 

Applications of Grms Iiazards Analysis 

Priorities and Ground Rules 

The gross hazards study - d l  allow the definition of the system 
safety task. With this t?sk defined for the system under study 
it will be possible to establish system safety goals and priorities 
in accordance tritil estitListed missicn or contract objectives. 
The agalyah sche3til.e 7r.d ??snpower requirements may then be 
planned through the program pluses which have been forscast. 

Standard haz~rd categories spelled out in terms of the sgskn 
under stxdy silo~dd be clearly defined. The "- ,er and lower 
limits of each hazard category should be clea~l; defined because 
these will establish the ground rules for setting goals and 
priorities. 

SHEET 4-2 
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4,1.2.2 Design Control Criteria 

Criteria to be applied to the syotem during design activity to 
minimize haaards to personnel or equipment should be identified 
for the designers. This criteria wili include existing safety 
codes, regulations sad standards as well as design standards, 
codes, and procedures applicable to the system, subsyetems and 
components under study. Where existing criteria are inadequate 
for the level of safety desired, planning to correct the in- 
adequacie~l should be initiated. The types cf follow-on safety 
analysis required to continue the systen; safety analysis should 
be specified in accordance with the advantsges, including cost 
effectiveness of each type of analysis. 

Action items which result from groes hazard studies should be 
specifically assigned to assure completion. Assignments for 
specific phases of the analya.ts which nay be performed by 
designers and personnel other than the system safety analysts 
should be planned and prioritized to the level of detail 
necessary to sssure saccessful completion of the study. 

Inout Data Reauired for Gross Hazards Analysis 

The gross hazsrds bnalyst must be supplied with the system 
specifications , diagrams, manuals, procedures, requirements 
and history for use in familiarization, evaluation, and planning 
corrective action. Hazard and failure experience of similar, 
related or interfacing systems should also be obtained, (See 
Figure 3-1 ) . 

4.1 .A Gross Hazards Analysis Proccriure 

The basic gross hamrds enalysis procedure consists of bresking 
the system down into units or' various types, by use of functional 
flow diagrans or other techniques, m d  then subjecting esch :nit 
to analysis for gross hazards. 

Al.1 systsns k-:e z. purpose. To cchiox-e this purpose, oger~tion 
or functioning of the s y s t e n  can be broken down into a series of 
steps or functions. These steps or Tunctions are inter-related 
in such a way as to perform the purpose of the system. The 
functions or steps, and their relationships, can be shown in a 
form comonly known as a Itflow diagram". Flow diagrams can be 
prepared to simw as much detailed information as is desired. The 
amount of detail required in flow diagrams prepared for a given 
systen is a i'unction ot' the depth of c:dysis  reqcired. Conmc:. ' 

Fr::: :l:..c. is tc ~..;L;L with a gross funstional flow diagram t a d  
prepare succeedingly more detailed diagrams until the desired 
level OL' dohii 18 achieved. 

- 
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4.1.4 (Continued) 

Soma flow diagrams may have already been prepared on a syatam 
a s  an - id  to basic system design. However, if the analysis 
must be conducted on a system which is  sti l l  i n  a preliminary 
design stage, few flow diagrams w i l l  have been prepared. P r e p  
aration of necessary system flow diagrams must, therefore, be 
accomplished through the safety analysis function. The process 
of preparing these flow diagrams can provide system under- 
standing, more detailed identification of system hazard areas, 
a basis of communication with other engineering functions, and 
generates informatiou for  more detailed safety analysis. 

When a gross hazardous condition is  identified, the System 
event, subsystem, operation or f a c i l i t y  is l i s t e d  as a safety 
c r i t i c a l  i t e m .  The l i s t i ng  should include a specific deecrip- 
t ion of the hazard. 

Each identified gross hazard should then be eliminated, circum- 
vented or controlled by a recommendation from the system safety 
orgxizat ion fo r  an engineering change t o  the destgn, or  a 
proce&mal change, or both. 

I f  the f a u l t  which leads to  the gross hazard cannot be readily 
determined, a recommendation for  more detailed safety analysis 
should be made. 

SHEET 4-4 
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OPERATIONS SAFETY ANALYSIS (see Appendix B) 

Summars Descriptim of Techniaue 

The technique of  Operations Safety Analysis i s  a mane of 
identifying tasks t ha t  ara hazardous i n  the operation of 
a system. There are  two major areas of con side ratio.^. In 
t h i s  handbook they a r e  divided in to  Operations and Test 
Safety Analysis axld Operations Safety Research. 

Amlicat ion of Operations Safe- Analysis 

The r e s u l t s  of OSAts, specif ical ly  safe ty  requirements f o r  
each task,  can be used a s  e i ther  d i r ec t  input t o  the deta i led 
procedures f o r  the task, or  can'provide a baseline f o r  c r i t e r i a  
standards, manuals, o r  handbooks against  which the detai led 
procedure is  written. 

Input Data Reauired For Operations Safety Analysis 

The operational safe ty  analyst  will require a s  basic data the 
projezt  requirement s p e ~ i f i c a t i o n s ,  the systen specifications,  
the operating procedures and the appropriate safe ty  procedures 
and regulations t ha t  have been established f o r  the type of 
operation being analyzed. In  addition, t e s t  requirements and 
t e s t  and checkout procedwes a re  needed f o r  OSA-I. Many other 
types of data can be useful a& indicated i n  Figure 3-1. 

Operations Safety Analysis Procedure 

Since each of the m j o r  areas of consideration a re  unique, the  
analysis  procedures a r e  described seperately. 

Operations and Test Safety Analysis (0%-I) 

The Operations and Test Safety Analysis (OSA-I) method identi-  
f i e s  operations t h a t  a re  inherently hazardous or ,  which by the  
nature of the function sequences, can lead t o  development of 
hazards in the operation of a system. T h i s  method can be used 
i n  a l l  espects of system cpcration from construction t o  mission 
termination. 

The objective of performing OSA's i s  t o  ensure t ha t  hazards, 
exist ing o r  developing during a par t icular  task, a re  ident i f ied ,  
documented and b r o u ~ h t  t o  t h e  a t tent ion of the proper author i t ies  
f o r  resolution. Such hazhrds may r e su l t  from the task i t s e l f ,  
or  from interaction of other work being done concurrently with 
the t: .sk. The OSAts will include corrective action recommend- 
at ions which serve t o  cliriinate these hazards, or  reduce them 
t o  an acceptable level. Each task is  reviewed and the reaaon- 
ing f o r  a par t icular  safety requirement is recorded to  aubstanti- 
ate'prograrn decisions. 
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Each task (act, process, or test) can be analyzed individually 
to ensure complete investigation of all ~ituatione requiring 
safeguards , special equipment, or specific instructions (e. g., 
cautions, warnings, or verifications) to avoid personnel in jury 
or significant equipnent damage. Previous analyses of hazards 
in specific areas of operation should be used to the maximum 
extent. 

4.2.4.2 Operations Safety Research (0s-11) 

As the name implies, operations safety research involves the 
safety research of operations. In this method, operations are 
researched to determine how to create and use systema in the 
safest manner. The techni~ues used in operations research pro- 
vide a scientific approach to decision mRking that involves the 
operations of a system. The relative safety of alternatives is 
a charactaristic of the system rimilar to reliability, ~ i n t a i n -  
ability, cost effectiveness, flexibility, and cperability, The 
use of operations research assumes that the system user's 
objectives include maximum safety within the constraints of 
minimum cost and other objectives of the missior. 

The principal techniques of operations research which may be 
applied to optimizing system safety are Linear Programing, 
Network Analysis, Oynarnic Programming, Game Theory, Queing 
Theory, Narkov Chains, and the techniques of Simulation. All 
systems engineering analysis methods use these technique8 to 
some degree, because of the fundamental natwe of the problem 
of system analysis and design. This problem is concerned with 
a~hievin~ a balance of many conflicting parameters and variables 
to accomplish the objectives of the system user. I brief expla- 
nation of the Linear Progxmming method and letwork Analysis 
are provided in Appendix B, Part 11. 

4.2.4.3 Human Error Prediction Techniques 

In both of the above O p e r a t i ~ n s ~ ~ e t y  Aeyses, a consideraticn 
or' possible human error pay bs appropriate. 

SHEET 4-6 
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FAULT TREE ANALYSIS (See Appendix C) 

The Safety f a u l t  t r ee  logic diagram analysis method 
c o n e i s t ~  02 three basic analyt ical  elementa; viz: - 
1. System Safety f a u l t  t ree  development 
2. " fl f a i l u re  &?a development 
3. n f a u l t  t r ea  evaluation. 

The System Safety f a u l t  t r ee  is a logic oriented graphic 
representation of independent r"a5lure combinations wach may 
in te rac t  or  may singly produce system fa i lu res  or undesired 
events within normal system operating modes. The diagraa a l o m  
i r r  a qual i ta t ive  tool. When combined with f a i l u re  data inputs, 
an evaluation can be made and dominant paths can be identified. 
The analysis then becomes an effective quantitative approach 
t o  accident prevention. 

The following s tep  tire essent ia l  a s  a basis fo r  a systems 
approach t o  safety and w i l l  enabic ident i f icat ion of undesired 
(hazardous) events which a re  t o  be maintained a t  an acceptable 
level: 

1. Identification of  undesired events; 
2. Structuring of undeaired events into  a logic diagram; 
3. Determination of f a u l t  inter-relationships; 
4. Eva lu t i cn  for  nlikelihoodw of undesired events; a d  
5. Trads-03.' decisions and/or correctiona. 

Steps m e  and two are  necessary to develop a nTopH logic diagram 
which serves a s  a guide showing how and where the t ree  i s  t o  be 
developed (or expanded) by further analysis activity. The "Topfl 

. lpgipdiagram Prpn izes  all 9f the logic relationships unique to  
I.'. . 

a system in to  a pstterxi which provides an or.!erly and logical  
manner f o r  analyzing the system b a r d w e  and software functions. 

The variable logic relationships which a re  unique t o  a eyatem 
and must be structured zre 6uch things as: (1 ) operating modes, 
(2)  mission pha~ies ar,d/or operations, (3) degree of msn/machine 
rel-.t.f o?.ship i n  t h s  s;-s ten (4) lhter-rektionshipa of the Centers 
with the system functions, and (5) functional order of the system. 

Step three is  the development of the f a u l t  t ree  analysis which 
skrts with t h e  ttTopfl 10,:ic diagram structcre  and proceeds 
through hrrdwwe level ,  
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4.3.1 (Continued) 

Step four i s  an evaluation of the completed logic diagMIm f o r  
(a) determining the likelihood of undesired eveqte, and 
(b) deteFmining the ident i ty  and ranking of ser ies  of event8 
and m n t  relationships leading t o  the undesired event (a). 

Step f ive  is  a further asoessment of the analysis resul ts  t o  
determine what corrective action is  required, Proposed corrections 
much a s  design changes, procedure changes, training methods, 
added safety features, etc., can be evaluated i n  .&he context 
of the f a u l t  t ree  fo r  the desired improvement. 

Two points a re  v i t a l  to a meaningful and useful analysis. Firs t ,  
the a t p u t  of an analysis is  only a s  valuable and reliable as  
the e f for t  and information applied to the analysis. Secmd, con- 
figuration control of the hardware and the operating procedures 
m e t  be maintained l e s t  erroneous concluaione be drawn from the 
analysis. 

System Safety f a u l t  t ree  analysis is  dependent and complementary 
to  many other engineering functions. 'l'nese !.nclude: 

1. Configuration management for  a baseline configuration, 
changes, specific;itions, requirements, verification and 
cer t i f icat ion of -ul"actured end items, data on cpxat ing 
t i m e  or cycles, and sske0ules on approved changes. 

2. Doslgn e n ~ i n e e r h g  for  infomation on the operatirig and 
functional characteristizs of tLe system and the proposed 
changes. 

3. Quality assurance fo r  providing a level  of colifidence tha t  
the equipnent and system conform to the documentation. 

4. Test and operations for  plans and data which may be used 
i n  the f a u l t  t ree  evaluation. 

5 .  Reliabili ty for  such fa i lure  data as fa i lure  modes, effects 
and cr i t ica l i t j '  analyses, fa i lure  rates,  uiean-time-between- 
fe i l s res ,  f ~ i l u r e  probabilities, and assessment of system 
f n i l ~ x e s  on m i s a 4 w  ?.nxmplishment. 

6.  Vaintainability for  maintenance functions and use of main- 
tenance equipment. 

7. Humn engineering fo r  equipment design chsrac+dristfce 
providing eff ic ient ,  accurate and safe ut i l izat ion of the 
equipzen L 3y t t e  operators. 

8. Health and safety f o r  proviaions of 8 safe vorking environ- 

0 ment for  employees. 

* 
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4.3.1 (continued) 

While it is recognized t ha t  thei.e is  a s ignif icant  degree of 
inherent compatibility between System Safety analyses and 
r e l i ab i l i t y ,  complete numerisal pa r i ty  nhould not be expected, 
Rel iab i l i ty  f igures r e f e r  to both p r i m r y  and secondary 
f a i l u r e s  f o r  par t icular  f a l l u r e  modes. 

A system my have a r e l i a b i l i t y  which is the  coaylement of 
one f a i l u r e  per 1000 operating bows but the probability of 
a s ignif icant  undesired event (accident) could be one per 
1,000,000 operating hours. It is pcssible t ha t  safe ty  consider- 
a t ions  make i t  necessary t a  attain greater  r e l i a b i l i t y  from 
some equipment even though the system r e l i a b i l i t y  i s  already 
adequate t o  perform the  desired mission. 

Amlications of Fault Tree Analysis  

The f a u l t  t r e e  method i s  g e n e r d y  applicc.ble a t  any l eve l  of 
complexity of system o r  any s ize  of atuqv mea. Tha coa te f fec -  ' 

tiveness of the  f a u l t  t r e e  method remains approximately constant 
a t  a l l  l eve l s  except when analyzing only de t a i l  part3, an? no 
system analysis i s  required. Fault tree-methods are  especial ly 
well adapted t o  large program leve l  nalyses .  When the method 
i s  applied in  program wide study meas,  e x c e p t i o i ~ l l y  strong 
technical .:ommunications between the  analysts  involved must be 
established a t  the beginning and minta ined throughcut the 
analysis. The analysis  of system operatilsg modes and phases a t  
the top of the t r ee  progresses r rxe  slovly than analysis a t  the 
har2~lare l eve l  because of the many al ternat ives  usually encoun ;eyed 
However, the f a u l t  t r e e  d e v e l o p m t  a t  the top levels,  where many 
of the contingenciee and operating a l ternat ives  a r e  sorted out, 
can point out  any large  r i s k s  inherent i n  the systsn. For example, 
i n  fhe Apollo program, the sequence of missions and t h e i r  aasoc- 
i a ted  obJectives great ly  a f fec t  tke r i sk s  incurred by the astro- 
nauts. The top t r ee  may point out  these i ~ c u r r e d  riska,  ard  a 
new sequence can be modeled t o  assess the trade off benefits. 

I n m t  Eats Reauirements For Fault  Tree Analyeis 

After d2 f in in s  t h e  scope of the ny* '- t o  be analyzed, cer ta in  
information nust  be gathered so +,ha; ,.le system may be char- 
acterized md pert inent aspects eimulatoc fo r  analysis. (Soe F3.p.3-1 

4.3.3.1 Sxsten Func5ion and Description 

Sys~eu  speci : ' ic~t ions should be gathered early. These w i l l  not 
only provide a descrir t ion of' the system, but w i l l  explain why 
cer ta in  design ccncepte a r e  used when the ~ n a l y s t  is  stcdying . 

sgstcz locic  Siozr:.c.s, l'low a icgrmc  m d  scke~zitics. Detail par t  
drawings a re  seldom useful, unless the a ia lya t  is t o t a l l y  
unfondliar with the components and modules i n  the system, Analyses 
co::+;:te!? c-fter 3 s j - t t ~ ~  i s  hilt  c m  be expedited by reference t o  
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The system's envircnment may be determined f~om'requiremta 
specifications and design constraints. Further envirom3ntal 
data may be required as  the t ree  develops, to answer specific 
questions about the effects  of environment on partic* portions 
of the s y s t e m .  The environment m y  not be emstant  in t i m e  or 
may vary from one part of the system to  another a t  any given 
point in time. It is ~ ~ f i c i e n t  in the beginning of the analysis 
t o  collect general environmental bta, and gather detailed data 
only a s  required. Since other systems which interface w i t h  the 
system under analysis form part of the environment, it w i l l  be 
necessary t o  col lect  interface data which affects  the system's 
function relat ive to safe use. Installation drawings are useful 
i f  spat ia l  relationships are  pertinent to fa i lure  mode causes or  
effects. The energy sources in the system being analyzed may not 
appear to be hazardous un t i l  the other systems i n  the accident 
induced environment are  known. 

T h i s  inter-system effect  may cause same diff icul ty  if the adjo- 
system is outside the scope of the authorized analysis. A judge- 
ment must be made about the extent of analysis required to complete 
the f au l t  path i n  the other system t o  the potential accident. 
Since a finding such a s  this reverses the basic f au l t  t ree  process, 
a new s t iQ staxld be reccrz~zdeci f ~ r  potential accidents caused 
by the affected adjoining systems. I f - t h e  top potential accident 
is  defined i n  sufficiently narrow t a m  a t  the outset, t h i s  
reversal m y  never occur. It is extremely d i f f icu l t ,  however, 
to t~cm =;-,y frozi a lez i t ica te  shfety concern because it f a l l s  
outside the range of the original task. This facet of fati l t  t ree  
analysis, which seems to lead the analyst, i s  most beneficial 
because it points out problems which would not normally be detected, 
This aspect also poses a proaem to the system safety manager, 
since he must guard against losing s ight  of the originzl problem. 

4.3.3.3 Failure hta 

Whether the t ree is going t o  be quantitatively evaluated or not, 
some fai lure  data becomes necesscry as the t ree develops. Without 
any insight s b o ~ t  relztive f s i l w e  probabilities, all fa i lc res  
rag ke considered e q x l l y  Ekely. This  w i l l  cause single fa i lc rc  
points snd pzths adjoining them'through OR gates to the pctential  
acci2ent to  be cr i t ical .  Strangely enough, th i s  may not identify 
the most c r i t i c a l  paths. Since the probability that a given 
fault will occur whe? it can cause the potential accident depends 
on both the : . a re  ra te  nnd the to ta l  time it may be causative, 
nilitipie ( s i ~ d k m e o u s  , sequential, or random) failures m y  be 
more l ikely to create the accident than one failure. Thcefore, 
the prob-fble t ine from the a c k a l  f a c t  event to  the detection . 

of that faul t  is  required. I;' there is no means of llsafingfi the 
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4.3.3.3 (continued) 

system upon detection of a c r i t i c a l  faul t ,  the time from 
d e t e c t i o ~  t o  repair can be used. Maintainability analysts 
should be able t o  provide accurate e s t h t e s  of the required 
period of maintenance. I n  the case of fau l t s  which w i l l  not 
be detected when they occur the best estimate t o  use is  the 
time t o  periodic maintenance o r  the t e s t  frequency. I f  safety 
is t ru ly  jeopardized i n  the case of undetected failures,  
increased t e s t  or  maintenance frequency may be a sound solution. 
!be addition of a monitoring device may be advisable, i f  it 
does not create an increase i n  the hazard level  o r  increase the 
probability of the occurrence of the  basic f au l t  event. 

Any data which helps the analyst select critical paths i s  
considered as  "failuren data. A t  one extreme, the analyst may 
have some expert provide a qualitative assessment, o r  he may 
have t o  re ly  on h i s  own judgement on each component fai lure  or  
basic i au l t  event. A consideration c.2 the safety factor i n  the - 
design i s  help,"ll. If components are  operated a t  or near the i r  
fa i lure  limits, the probability of fai lure  i s  greater than i f  a 
large safety margin has been allowed. The possible effect  of 
the man-machine interfaces from design through use should be 
"addedn t o  this safety factor rule. 

4.3.3.4 Other Studies 

When engineering studies of subkystems are  found, they may be 
useful i n  avoiaing a second analysis of an undesired event in 
the saaie subsystem using the f au l t  tree. An FMEA of the sub- 
system may include the fai lure  modes needed. The EMEA is  more 
useful i f  a quantitative evaluation i s  provided for  the proba- 
b i l i t y  of the fai lure  o r  f au l t  event of the subsystem. See 
Section 4.5 on the use of MEA1s as  an analytical tool. Engin- 
eering analyses other than WIEA can also be used to  supplant 
further developent of the t ree  for  an undesired event. It i s  
often helpful t o  informally extend the t ree  beyond the level 
that  the cc~irsering a r d y s i s  i s  t o  be used when assessing the 
adequacy of the substitution. Three or four levels of t r ee  
usually are sufcicient for t h i s  purpose. 
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4.3.4 Fault Tree Procedure 

The f a u l t  t r e e  is  a log ic  oriented graphic representation of 
pa ra l l e l  and ser iea  combinations of independent f a i l u r e s  and 
operating modes t h a t  can r e s u l t  i n  a specif ied undesired event. 
The diepram can be quantif ied when required t o  provide a r e l a t i ve  
measure of the  paths leading t o  the  events. 

The term %ventW denotes a dynamic change of s t a t e  t h a t  occurs 
to  a system element, which may be hardware, software, personnel 
and/or the environment. If the  event r e su l t s  i n  not  achieving 
the  intended function, o r  is  achieving an unintended function, it 
is h o r n  a s  a f a u l t  event. Conversely, i f  an intended function i s  
achieved a s  planned, it is known a s  a normal event. 

Fault events any be basic events o r  gate events. Basic events a r e  
independent events whereby system elements (usually a t  component 
level )  go frm an u n f ~ i l e d  s t a t e  t o  a f a i l e d  state a d  they a r e  
re la ted  t o  a speci f ic  f a i l u r e  r a t e  arid f a u l t  duration time. Basic . 
events a r e  used only a s  inputs t o  a logic  gate. 

A gate event is  one which r e su l t s  from the  output of a log ic  gate 
snd is thersfore a dependent eveiit. A s  a f a u l t  t r ee  progresses, 
gate events on one l e v e l  become inputs t o  gate events on the  next 
higher level .  

In f a u l t  t r e e  analysis the inherent modes of f a i l u r e  of system 
elements a rc  referred t o  a s  primary events, secoudary events and 
ccolnand events, snd s r e  depicted on the f a u l t  t r e e  as the combina- 
t ion  of basic events and gate events. Primary, secondary and 
corrrmand fac to rs  a r e  defined as follows: 

Primary Failure: Fai lure  i n i t i a t e d  by f a i l u r e s  within, and of, 
the component under consideration, e.g., 
resul t ing from poor qual i ty  control during 
manufacture, etc., applied only t o  the com- 
ponent during Fault  Tree Analysis when a 
generic f a i l u r e  r a t e  is available. 

Secondary Fa i lwe :  Fhilure i n i t i a t e d  by out  of tolerance opera- 
tlonal or  envircnnental conditions, i.e., i 

cczponent f dLure  can be i n i t i a t ed  by f a i l u r e  
no t  originating within the  c~mponent. 

Command Failure: * The component was commanded/instructed t o  f a i l  
i.e., resul t ing from proper operation a t  the 
wrong time o r  place. 

*Coqonont ray co t  alwclys have command l a i l u r e  mode (e.g. a 
standard bo l t )  i n  which case t h i s  mode may be disregarded. 
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4.3.4 (continued) 

The development of a f a u l t  t r e e  starts a t  the top o r  undesired 
event. The analysis determines what events can cause the  un- 
desired event. These become Inputs t o  the  top event. They can 
be two o r  more events, any one of which can cause the  top event. 
Otherwise, they can be two o r  more events a l l  of which must occur 
a t  the same time t o  cause the  top event. The f i r s t  group pass 
through an "ORn gate t o  ge t  t o  the top event. The second group 
pass through an I!ANDn gate t o  g e t  t o  the top event. The analyst  
then determines what can cause the  input events. Each branch can 
be developed inc:*pendently or  concurrently. A t  some leve l  below 
the  top event the analyst  w i l l  a r r ive  a t  a piece of hardware (o r  
subsystem). Each piece of hardware (or subsystem) can f a i l  i n  
three o r  l e s s  ways (i.e. , primary fa i lu re ,  secondary fa i lu re ,  o r  
commanded f ai lure).  

The dynamic change of s t a t e  is  defined a s  a binary type event, 
being e i t he r  i n  the ON o r  OFF s ta te .  The ON state (or 1)  corres- - 
ponds t o  a f a i l ed  condition and the OFF s t a t e  (o r  0) corresponds 
.to an unfailed condition. By representing events and gates i n  a 
binary manner, logic  diagrams can be analyzed by the techniques of 
Boolean algebra. 

FAULT TREE uC;YMB@LS 

OUTPUT 
I 

AND GATE describes the.logica1 operation whereby 
- cqedstenca 0." in?ut_sv_entsi i?. !equirel-~ 
t o  3rocluca -the output event. When hand sketches 
of f a u l t  t r e e s  a r e  made a dot i s  placed i n  the 
center of the symbol t o  avoid confusion t o  the  

INPUTS draftsman, thus Q . 
OUTPUT 

OR GATE d e f h e s  the s i tuat ion whereby the 
cutput event will ex i s t  i f  one or mora of 
the input  events exis ts .  men hand sketches of 
f au l t  t r e e s  are  made a plus sign i s  placed i n  

ITSPUTS the  center of the  symhol t o  avoid confusion t o  
the  draftsman, thus @ . 

The rectanple iden t i f i es  an event  a ate event) . 

t k t  result's fro; t h e  cmbina5icn o r  f a u l t  
events through a logic  gate. The words describing 

the  event a re  placed wit.hin the box. When machine 
d ra l ' l i : :~  wi; l \  co:..p:,:'icr cur l t rol  is used, the  cc,.. - 
puter procram wi l l  l i m i t  the cumber of character 
spaces t h a t  can be uscd i n  any one block. 
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4.3.4 (continued) 

#The diamond describes a f a u l t  event t h a t  is  
considered basic i n  a given f a u l t  tree. The 

0. possible ciiuses of the  event a r e  not developed 
e i t he r  because the  event is  of insuff ic ient  
consequence o r  the  necessary information f o r  
fu r ther  development is unavailable. It a l so  
can indicate non-developmnt because an -* 

analysis  already ex i s t s  that is or' sa t is factory 
depth and breadth. In any ccee the  reason 
should be s ta ted,e i ther  i n  the  spa1  box or  
i n  cross-referenced notes. 

The c i r c l e  describes e basic f a u l t  event t h a t  
requires no fur ther  development. The frequency 
and mode of f a i l u r e  i t e m  so ident i f ied  i s  de- 
rived from empirical data. The rate of occw- 
rence of such a prlmaxy event i s  normally the  
generic f a i h r e  r a t e  of the  component f o r  the 
par t i cu la r  f a i l u r e  mode. 

I ' +, The t ransfer  t r iangle  indicstes 
t h a t  a section of the f a d t  tree 
i s  drawn once and used i n  more 
than one p k c e  on the tree. If 

A the t r iangle  i s  drawn under the 
event block, it means t h a t  the 
diagram tha t  would ap?ear under- 
neath i s  drawn under some other 

event box i n  the  tree. Since a l l  events and logic  below the  t r iangle  cu 
t rsnsferred f r o m  one event to  another, a l l  necessary and ~ ~ f i c i e n t  
conditions t o  cause both events must be exactly similar. If the tri- 
angle i s  drawn a t  the s ide  of the  event block, it means t ha t  the dia- 
p a n  d r a m  b l o w  i s  used i n  i t ' s  en t i re ty  t o  s a t i s fy  the input condi- 
t ions fo r  more than one event. The event designation within the Lox 
is i?,-::t: x l  or, htk. diagrams. Cross reTerence between a transferred 
d l . i~ram and the events which use it i s  ~ccozpl ished by coding the 
t r iangles  with t h s  same l e t t e r s  or n h b e r s .  

The nmbers and 1et:ers appearing i n  the  symbols a'nove e re  coding 
devices t o  p e r n i t  t!:e di?:;r..ri;,s LO ke 2r::'n-n by a cor.pc:ter controlled . . r . ? ; ~ ? j r  LI.O ;,1z0 ysed to identii'y an e-:ant; i'or 
eample, "the E-4 event on the  I I T  Diagram. 

- - 
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4.3.4 (continued) 

A Sample System 

An automatic pas hoswater 
heater i s  a good example 
t o  use in  i l lustrat ing the 
elements of a system. The 
task of the system is to  
provide hot water in our 
house a t  a l l  times. In 
order t o  perform~.%his task 
a system is  used uhose 
coinponents consist of a 
water tank, a gas heater, 

E;XAMPLE OF A SYSTPi 

(DOMESl'IC HOT WATER SY&) 

Hot Water Faucet 

Pressure 
Relief Valve 

Flue 
Gases 

Cold 
Water 

Check 
Valve 

a temperature measuring 
and comparing device to  
regulate the system, a 
controller (actuated by 
the temperature neasur- 
ing device) to  t u n  a valve 
to  control the f l o w  of the 
gss, a pressure relief 
vdve  ( to  per.it excess 1 Temperature 

Measuring pressure t o  escape i f  the I _ _ -  
heater f a i l s  to shut off) ,  i and 
a cold wster i n h k a  pipe, Comparing 
a hot water pipe leedhg [ Device . - _  - - I  

to  the faucets, and an 
exhaust pipe for the flue I_r__- 

gases from the gas heater. I Controller 
- --- -_- 

F'rom the view of task 
perfomnce, we can Gas - A i r  
examine the system to 
sea i n  k'h;t L-2;'s fail- Figure 4-1 
ure or mlfmc+,ion of the components can stop delivery of hot water wben we 
vL:-,, : -,, J. o r ,  zore inportdntly, when the system d g f ~ t  get out of control and 
the tank rupture or  gas escape. The interrelations of the components are 
app~rent  to ayora  f aa i l i a r  with the operation 02 szch a heater and we can 
trsze thro@ the system tne ei'lects of m y  component breakdown. 

In ~ o r w . 1  operztion the tccx is  f i l l e 6  by cold water. The water temperature 
in tF.5 t2r.k is ranitored l-y the tezperature rr,easzri~,- 2evice and th i s  temper- 
sturo  is  cor;.p;re?, with the preselected terpsrztxre. When the water temperature 
in t he  t?&:& i s  less  t h m  t h e  desired tenperstwe, the controller opens the g:;s 

7 .  y,-l.,-c, 21LG. .., ., .. ., - g:;s t~ i ' l q ~ x '  tc the bircer. When the water in the tank reaches 
the desired te~peratvre,  the contrcller cvuses the gas valve to  close, allowing 
no nore ~ L S  t- -ioycl to the bvxner. The pressure re l ie f  valve acts  as  a safety 
device by venting excessive pressure. 

SHEET 4-15 



NUMBER D2-1190::-1 

7-a BlIIEJrrYC c o ~ r ~ r r v  4 REV LTR 

4.3.4 (continued) 

Now that the system is understood, we should define our undesired 
event. T h i s  would be the rupture of the hot water tank. Having 
determined the undesired event, it i s  necessary to analyze wha t  
could cause it. For the tank to rupture, the water i n  the tank 
must overheat& the re l ie f  valve must be unable t o  open. It is 
now necessary to  determine what could cause the water in the tank 
'to overheat. Either the gas valve f a i l s  t o  close, allowing gas t o  
flow to  the burner, or the controller f a i l s  to actuate the gas 
valve, which would allow gas t o  flow t o  the burner, OJ the ternpee- 
ature device f a i l s  to  actuate the controller, which also would 
allow gas t o  flow to  the burner. 

RUPTURE OF 
HOT UTER TANK 

RELIEF VALVE 
UNABLE TO OPEN i om-HEAT ING 

OF WATER I N  TANK r 

I DEJICB FAILS TO TO ACTIVATE 1 FAILS 
I ACTTATS CCI,iTiiOLL: , I ! TO CLLISE I 

Simple Fault Tree 
Figure 4-2 * 
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4.3.4 (continued) 

The f a u l t  t r e e  i n  Figure 4-2 presents a very simplified 
analysis. T h i s  diagram is a graphic representation of log ica l  
relat ionships,  and these may be expressed in Boolean algebra. 
Only if &h event A event N ex i s t  simultaneously, can 
event M occur, hrents A and N have some probabil i ty of occurrence, 
P \ ~ ) a n d  P(N) respectively. The probability t ha t  M occurs is 
expressed as,  P(M) = P(A) x P(N), 

The fault tre'e in Figure 4-3 shows t h a t  N occurs i f  ang one 
of the events B, C. or  D occur. These eveuts may occur in any 
combination, but only one must occur t o  cause event N. The 
probabil i ty of event N is expressed as,  

A complete derivation of this equation can be found i n  most 
t ex t s  on s e t  theory or  Boolean algebra. 

- In most cases, the  probabil i ty of a f a i l u r e  event i s  quite small, 
i .e, , i n  the order of o r  less .  If 1w2 is  assumed as  an 
upper limit then; 

I n  the  approximation, if 

had been used, a t  most a one percent e r ro r  woilld have been 
introduced. Failure probabi l i t ies  a re  normally much smaller 
than 10-2, and the e r ror  of spproximtion would very l i ke ly  
be much smaller than one percent. 

Therefore, a valid approximation of the probabil i ty of the top 
event M i s  expressed, 

Frequently the d i a ~ r ~ m  i n  Figuro 4-2 is a l l  that i s  needed 
t o  lead the znalyst to a sound conclusion. On the other hand, 
i f  i t  i s  necers-ry t o  trace ou t  poss ib le  f a u l t s  i n  each piece 
of component harawire then t h e  logic  diagram night  look l i k e  
Figme 4.3.Lh. 

-- 
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(continued) 4.3.4 

A f a u l t  t r e e  should be carried down only t o  the point t h a t  one 
i s  sure there i s  no addit ional  s ignif icant  data t o  be derived. 

It i a  pointed out, however, t ha t  if a quanti tat ive analysis  i a  
desired, then the  f a u l t  t r e e  must be carried t o  a l eve l  of 
component parts ,  o r  eubeystems, which have had a f a i l u r e  r a t e  
t h a t  has been determined by t e s t  o r  analyeis. Then by the  
application of Boolean algebra in combination with other f a i l u r e  
probabil i ty computation techniques (Lambda-Tau o r  Monte Carlo), 
a ?robabil i ty of occurrence of the top undesired event can be 
calcula tad. 
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4.4 FRACTURE MECHANICS ASSESSENT (See Appendix D) 

S m m  Description of Technique 

Pressure vessels generally contain emall flaws o r  defects, which 
a r e  e i ther  inherent i n  the materials o r  a r e  introduced during a 
fabrication proceos. These defects can i n  many cases cause a 
severe reduction i n  the load carrying capabil i ty and severely 
reduce the  operationsl l i f e  spans of pressure vessels. I f  the  
flaws a re  large  h comparison t o  t h a t  required t o  cause f a i l u r e  
a t  the  proof pressure s t r e s s  levels,  f a i l u r e  w i l l  occur during 
i n i t i a l  pressurization. On the  other hand, if the i n i t i a l  flaws 
a r e  small the vessels may withstand a number of operational pres- 
e w e  cycles and a numSer of hours of sustained t r e s s~ - : a  loading 
befors the  flaws a t t a i n  the s i ze  needed f o r  fa i lwe  'A occur. 
Fron! an ecocomic staradpoint it is inportant that trie poss ib i l i ty  
of f a i l u r e  of launch vehicle and spacecraft preesure vessels 
during proof tes t ing be minimized. From Cl.o ~ L ~ ~ d p o i n t  of econ- 
omics znd personnel safety, it i s  imperative that operational 
f e i l u r e s  be prevented. 

The p r j . ~ n a ~ j  papose of t h i s  method is t o  s e t  fo r th  a c r i t e r i a  
which, when followed, v i l l  minimize the occurrence of proof test 
f a i l u r e s  and provide assurance against pre-flight and flight 
operai iond f a i l u r e  of launch vehicle and s p c e c r a f t  pressure 
vessels. Within the constraint  of "no service fa i lu resN,  the 
c r i t  - :  is  inter~dz? t o  provide a maximum degree of l a t i t ude  in 
the serdction of m t e r i a l a  and operational s t resa  levels ,  d e t a i l  
design, analysis, and t e s t  i n  order t o  allow weight and cost  
minimization a s  may be dicta ted by specif ic  vehicle and mission 
requirements. 

The method i e  applicable t o  metallic pressure vessels designed 
primarily fo r  in te rna l  presswe. This includes high pressure 
gas bot t les ,  sol id  p r o p e l l a ~ t  motor cases, and storable and 
cryogenic l iquid  propellant tanks - both in tegra l  and removable. 
Pressmized cabins, inflot.able s t ructures  and vessels fabri=a$erl 
from composite matsrials are  not included. 

The three basic considerations i n  tho prevention of proof t e s t  
c ~ r v f  cz  :'n!lv:.t r ~r ' ;.; :.,llL(: p:*c:sxre vessels are, the 

K i t i d  flaw eizes ( K ) ,  tte c r i t i c a l  flaw siaea ( e ,  t h e  
s izes  required t o  ?suse f racture  a t  a given s t r e s s  level (K,,), 
and the  s u b ? r i t i c d  f l n w  ~ rowth  ch?.ractsristizs. The pre7:t$<ion 
of proof t e s t  f a i l u r e  i s  dependent upon the a c t u d  i i l i C i d  flaw 
s izes  being l e s s  than t t e  c r i t i c a l  flaw s izes  a t  the proof r+-oss 
level. In order t o  ;y?rrr+,ce tha t  the vessel k r i l l  not  f a i l  i n  
service, it  i s  necessary to  show tha t  the l a rges t  possible 
i n i t i d  f l au  i n  the vssssl cannot grow t o  c r i t i c a l  s i z e  during 
the required l i f e  span. The basic parameters hffectine c r i t i c a l  
flaw s izes  are  the applied s t r e s s  levels ,  t h e  matorial fract,we 
Lo-:;! :.c.;s t J . ~ e a ,  ~L.~,.:; p:.e.:s..~~~; . C L ; ~ : : ~  ~-:.il LA.: ~;L;::~:S, 3,e -l:..x 
location and the flaw orientation. The deternination of actual  

- 

SHEET 1-20 



NUMBER D2-119062-1 
REV LTR 

initial. flaw s izes  is l imited primarily by the  capabi l i t ies  of 
the non-destructive inspection procedures, however, as w i l l  be 
discussed, a successful proof pressure t e s t  pro-vides a d i r ec t  
measure of the  maxim possible i n i t i a l  flaw size. Subcri t ical  
flaw growth depends upon a number of factors  i n c l u d i q  s t r e s s  
level ,  flew size,  unvironment, pressure vessel  material, and 
the pressure vs . time/cycle ?ref i l e .  

Because of the factors  involved, it is unlikely *t the 
problem of premature fracture w i l l  be completely resolved in the  
Smadiate future. However, during the past  ten t o  f i f t e en  years 
s ignif icant  progress. tm been made i n  aeveral d i f ferent  areaa 
(i.e., mechanics, metallurgy, inspection etc.) with the a c c m p  
liehmenta i n  .:he f i e l d  of f racture  fnechanics being par t icular ly  
significant. Linear e l a s t i c  f racture  mechanics has prodded a 
basic framework and engineering language f o r  describing the  
f racture  of materials under s t a t i c ,  cycl ic  and sustained s t r e s s  
loading. The technical approach used i n  developing the c r i t e r i a  
s e t  f o r t h  i n  t h i s  document i s  based on this framework. 

4.4.2 Amlication of' Fracture Mechanics Assessment 

In  Aerospace work, systems frequently require use of pressure 
vessels, both th in  walled and thick walled. Because of weight 
o r  space res t r i c t ions  it sometimes i a  necessary t o  reduce the 
normal safety factors  useci in the a e ~ i g n  of such vessela, 

Experience indicates that a m d l  flaws i n  the  vessel s t ructure  
sometimes cause reactions of a haeardous nature. Pressures used 
i n  t es t ing  and phenomena associated with the use of gases or 
chemicds ~:- l .cs ths flaws t o  p ro~can t e  u n t i l  damage is effected 
t o  the  vessel and t o  the suro~ulding environment m d  personnel. 
This danger can be minimized and predicted by conducting an 
aasesement of the pressure vessel te  f rac ture  mechanics chwacter- 
i s t i c s .  

404.3 Input Data Recuirements For Fracture Mechanics 

The Fractwe Mechanics teckig.:e requires that infcmat icn f r c s  
8ystecr.s spec!.ficstions, d ia~rcms anci drawings, manuals, proceuures, 
requirements and history fo r  use i n  familiarization, evaluation 
and assessment be pro-dded. Items of information needed incluae 
plain s t r e s s  i n t m s i t y  fuctors and f rac ture  toughness of the  
material, including threshold in tensi ty  level;  the s i ze  and shape 
of the surface flaw; the t h i t kmss  of the plate;  the deeign oper- 
a t ing s t r e s s  and the proof t e s t  stresses; t h e  ultimate tjtronr. .'. 
of the material and yie ld  strength; and data from the proceaurw 
pertaining t o  time and cycles. Hazard and previous f a l l w e  
exparience of similar ,  relatied and interfacing systems rjhould 
also  be obtained. ( ~ o o  Fly -1-C: 3-1 ) 
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4.4.4 Summam Desc r i~ f i on  of Fracture Mechanics Assessment 

This section sets fo r t h  some of the c r i t e r i a  f o r  the  design of 
fracture r e s i s t an t  pressure vessels. Fracture specimen t e s t a  
and f rac tu re  mechanics analyses sha l l  be performed f o r  the  
purposes of predicting c r i t i c a l  flaw sizes a t  the proof and 
operating s t r e a s  l eve l s ,  predicting probable f a i l u r e  modes, 
determining allowable s t r e s s  in tens i ty  r a t i o s  ( L e e ,  K ~ ~ / K , ,  
ra t ioa] ,  determining allowable flaw s izes ,  and a s a i s t h g  i n  the  
determination of allowable design deviations. The speci f ic  
c r i t e r i a  governing each of these arecls a re  a s  follows: 

4.4.4.1 C r i t i c a l  Flaw Sizes 

The c r i t i c a l  flaw s izes  a t  the proof and operating s t r e s s  l eve l s  
shall be dete-ed f o r  the  parent metal and weldments i n  all 
high stressed areas of a vessel. Where the  t o t a l  applied s t r e s s  
l eve l s  a r e  below the material t ens i l e  f i e l d  strength, the  
c r i t i c a l  flaw s izes  shall be calculated using the appropriate 
s t r e s s  in tens i ty  equations, the applied s t r e s s ,  and the measiwed 
plans s t r a i n  f rac tu re  toughness value ( K  ) . Where the t o t a l  
a p ~ l i e d  s t r e s s  exceeds the material yielafstrength,  c r i t i c a l  
flaw s izes  shall be empirictrily Getercined v.st?g z'racture speci- 
mens which contain ?'laws t h a t  simulate those %hat, can be 
encountered i n  the actual  vessel. 

Prevention of proof t e s t  f a i l u r e  requires t ha t  there should be 
no i n i t i a l  flaws i n  the -~ .essei  greater  than the c r i t i s a l  s i z e s  
a t  the  proof s t r e s s  ievels .  Accordingly, if the predicted 
c r i t i c e l  flaw s izes  a r e  smaller than the  s izes  vhich have been 
demcnstrated t o  be r e l i ab lx  detectable by nondestructive inspec- 
t ion,  the vessel design shall be modified eo as to increase the  
c r i t i c a l  s izes.  

4.4.4.2 F s i l w e  Mods Analysis 

A f a i l a r e  mode an:Cpsis shall be performed fo r  evch conpleted 
pressure vessel design. The predicted f a i l u r e  mode (i.e., 
leaktige o r  complete i 'ractwe) s h a l l  be determined k t  the proof 
and maximum o p o r ~ t i n g  conditions. Analytical and experilosntal 
ver i f ica t ion t ha t  the prckable f a i l u r e  mode is leakage ra ther  
than complete f rac ture  sha l l  be required i n  those cases where 
nsa.xsz:e 02 opex.tional l i f e  is not provited by ths  proof t e s t .  

4.4.4.3 AILowlbla Stress In tens i t i e s  

The performarlee d f  cyclic and sustained s t r e s s  uubcr i t ica l  flaw 
growth tents of the parent metal and weldments shall be require- 
ment :'or dl l ~ t a l l i ~  pressure vessels  wsigned for NASA. The 
resul t ing d a t ~  sha l l  be used i n  con unction with the maxirm 
expected service l i f e  requirements ! L e e ,  cycles, t i m e  a t  
prossure, unvironc.cl; L., et;. ) t o  deteraine the d l c i ~ s t l e  i n i t i a l  
stress in tensi ty ,  K l i  and allowsble s t r e s s  inte2sit;l  rnt io,  K - 
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a t ress  in temi ty ,  I i l i  and allowable s t rebs  in tensi ty  ra t io ,  
K ~ ~ / K ~ ~ .  Becaucre of  the major e f f ec t  t ha t  t e a t  and service 
environment can have on sustained s t reea  flaw growth every 
e f fo r t  shall be made t o  accwately  simulate these environments 
i n  the l a b r a t o r y  t es t s .  

For thick W l e d  veasels, the  allowable initial a t r s s s  ,intend.* 
crhall be the  l a rges t  value which cannot a t k i n  the  crLticzt v d w ,  
K l c ,  due t o  cyclic and/or sustained s t r e s s  flaw growth withir. 
the  maxianrm required l i f e  span of the vessel. For both t n i , ?  
and th in  walled vessels, which a r e  subjected t o  prolongea 
preesurizations, the  allowable In i t i a l  s t r e s s  in tensi ty  shdl  
be l e s s  than the sustained s t r e s s  threshold value, K . For 
vessels which nornally experience o d ~  one short  durir 9 ion oper- 
a t ional  cycle (e.g., so l i d  propellant motor cases) the allowablg 
initial s t r e s s  intens4-;y w i l l  be allowed t o  exceed the t; shold 
values providing; t ha t  it has been shown from experimental s t reee  
in tensi ty  versus time d a t a  t h a t  the  i n i t i a l  s t r e s s  in tens i ty  
cannot reach the c r i t i c a l  value during the operational eycle. 

The allowable K ~ ~ / K  r a t i o  t o  be u ~ e d  i n  determining the  proof 
t e s t  factor  (~gp. ~f~sha1.1 be the lowest individual v~ obtained 
from the analysis of the  eubcr i t ica l  flzw growth tes ta  of welds 
and parent metal i n  the  various anticipated service environments. 

Any r'lsus or such oizc, location, ard orientation, uidch r e s u l t  
i n  an applied etresa in tens i t7  equal t o  o r  l e s s  than the  allow- 
able i n i t i a l  s t ress  in tens i ty  F+ the operating s t r e s s  levels ,  
are allowabla i n i t i a l  flaw8 for w e  vessel as it is placed i n t o  
service. Using a proof t e s t  based on the minimunr proof t e s t  
factor (al1owtt;le Klc/~li), the allowable i n i t i a l  flaw s izes  will 
be equal t o  t h e  c r i t i c a l  sizes a t  proof s t r e s s  level. To allow 
f o r  possible flaw growth during proof test ing,  and thus provent 
proof t e s t  fa i lu re ,  the allowtrble i n i t i a l  flaw s izes  pr ior  GO 

prsoP tssting shall be socewhat l e a s  than the c r i t i c a l  si:::s a t  
tho  p r o 3 2 : c u A 2  lr;,..el. The i'lrt; growth a l l ~ v - n x  f c r  slow grcwth 
during proof tes t ing i a  dependent upon the  macerial, texperit.;re, 
c73 er.7ircment and s h s l l  be, estimted from in!~oratory *e s t  d~t,s.  
Nondestructive inspection ~cceptance l imi t s  a h d l  be e d w . t e d  
32s.. . ,.?on t h e  cdcula ted e d  experir?e9tally deterrdned allox- 
abio :'luw oiees. In  gcm-r-l, t t c x  'iini* US s h : X  be ccnservstive 
enough t o  d l o w  l o r  boih t h e  uncsrtsir.5ies ii t-~oi-ied i n  the deter- 
r.nin::ticsn of allowable flaw s izes  and the probable tolerance on 
ti16 ~ . . p & ~ i : i  ty 0:' ti.e nu&s crx ~ i v c t  inspection procedures. 
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4.4.4.5 Design Deviations 

Since design deviations such a s  ra6ial and angrlar mismtch of 
welded jcints resu l t  in increased stresses which in turn can 
reduce the allowable flaw sizes, e f for t  shall be made to min- 
imize these deviations. The allowable design devietions f o r  
each vessel shall be established based on a study of the r e s u l t  
ing stresses, fhe effect  of these stresses on allowable flaw 
eise and nondestructive inspection capability. Joints contain- 
ing the established allomble radiai  and angular mismatch and 
containing the allowaUe surfacle f l a v  (on the high tension 
stressed surface) shall be able t o  withstand the proof pressure 
stresses without failure,  

4.4.4.6 Nondestructive Inspection 

Pressure vessel weldments and parent metal shall be non- 
desLructively inspecteli per the applicable inspection specific- 
ations called out in t ~ e  NASA procurement specification f o r  each 
pressure vessel dasign. The adequacy of the specified acceptance 
limits shal l  be verified based on the allowable flaw size pre- 
dictions. If 5,:e C l o w s a i e  risu sizes (incluaing the effect  
of design deviations) are l e s s  than the specified tieceptsnce 
limits, the ~ e s s e i  aesign s h d l  be modified so as  t o  increase 
the allowable flaw sizes. The specified acceptance limits 
shall not be made more restr ic t ive unless t has been claarly 
demonstrated tha t  the detection of smaller flaws is  w i t h i n  the 
capability of the inspection procedures. 

4.4.4.7 Proof Test Procedures 

4.4.4.7.1 Test Temperatme 

Every pressure vessel fabricated shall be proof tested to a 
s tress  level equal to  or  greater than (1 f allovajle 
x the maximum operating pressure a t  a temperature equal t o  or 
l e s s  th33 the  loues t  ex~ec t ed  operclicg bmperature, except 
as  noted below. 

Where it has been clearly demonstrated from labor~ to ry  t e s t s  
t hLb  the pressure vessel weldments and parent meted have 
increesing plane s t ra in  frscture toughness values with decreasing 
tenperst,ure, the vessel shclll be tested a t  a temperature equal 
to  the maximum expected operating temperature. 

4.4.4.7.2 Test Fluids 

Stress in temi ' ,~  xrs!:s tin9 dnta for  t h e  proposed t e s t  fluid- 
prsssure -.-assel material combination shal l  be obtained prior t o  
performing the p m o f  test. I f  thc threshold s t ress  intensity 
is low (lower thm 0.70), then an alternate l e s s  aggressive t e s t  
fluid shall be used. 
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Presauriaaticn and Hold Times 

The time required t o  pressurize the vessel from lCTH/klc x 
the proof pressure t o  the proof pressure level  shall be 
the ~ ~ p o s s i h l e  a s  dictated by the capabili t ies of %he 
selected pressuizat ion system and shall be maintained fo r  
the minim time possible. 

Depressurization Time 

The vessel shall be depressurized from the proof pressure 
level  t o  K ~ ~ / K ~ ~  x the proof t e s t  l e t e l  as f a s t  as  possible. 
The exact time to  depresswize t o  this pressure level  w i l l  
depend on the flaw growth rates  of material. 

Multiple Cycles 

The general c r i t e r i a  is that  proof tes t ing shall be limited 
t o  a single cycle except i n  the case where special circum- 
stances dictate the need or make it desirable t o  conduct more 
than one proof test .  Such special circumstances include the 
following cases: 

A single proof t e s t  c m o t  be designed t o  envelop the 
c r i t i c a l  operational pressure, temperature and external 
loading combinaticns. 

The vessel has been xcodified or repaired subsequent t o  
the i n i t i a l  tes t ,  and therefore requires recertification 
of proof test .  

It is desired t o  extend the guaranteed l i f e  of +&e vessel 
a f t e r  it has had 3. period of service usage. 

From an economical standpoint it is desired t o  t e s t  
components (e.g. , bulkheads) of the vessel prior t~ 
in i t ia t ing  f ina l  assembly. 

To minimize the  riek of fa i lure  a t  the design temperati-re, 
it has been show (by laboratory experiments on preflawed 
simulated parts or specimens) tha t  a prior t e s t  a t  a 
higher temperzture is  advantageous. 

Combined Loads 

For those pressure vessels which are  c r i t i c a l  for  internal 
pressure combined with f l igh t  loads, . i t  may not be possible 
t o  envelop t h e  operational s t ress  levels  i n  the vessel with 
internal prasssre &lone. In such ctlses the proot' t e s t  s e h p  
shall include provisions to  apply simulated f l igh t  loads 
combined withinternal pressure. These loads shall  be zipplied 
'&:rir,~ t h e  tes. 
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4.4.4.9 Post Proof Inspection 

W e  it is possible that small amounts of flaw growth may 
occur during proof testing, the vessel should not fail in 
service providing the proof test was properly conceived and 
executed. Consequently, re-inspection of the vessel sub- 
sequent to proof testing ie not generally considered to be 
necessary. 
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4.5 FAILURE MODE, EFFECTS, AND CRITICALITY ANALYSIS (See Appendix E) 

4.5-1 Summars Description of Technique 

FMECA considers each functional component of a system in each 
of i t ' s  possible f a i l ed  s ta tes ,  and deduces the effects  of s w h  
f a i l u r e s  on man and the hardware. Data a r e  collected about each 
component t o  predict the  probabil i ty t ha t  ap actual  f a i l u r e  will 
occur. The fa i lu res  vhich have the  greates t  detrimsntal e f fec t s  
and which a re  re la t ively  l i ke ly  t o  occur a r e  l i s t e d  i n  a safety 
c r i t i c a l  pa r t s  l i s f .  In  t h i s  way, a t t en t ion  is  focused on the  
par t s  of the  system which need correction. 

FMECA's a re  conducted i n  two steps; a Failure Mode and Effects 
Analysis (F'MEA) , and a Cr i t i c a l i t y  Analysis (CA). The FMECA 
should be i n i t i a t ed  a t  the  same time t h a t  system functional 
assemblies are  being designed. .As changes t o  the  design a r e  
proposed, these may be incorporated i n to  the  FMECA t o  determine 
the  net  e f fec t  on system. safety. 

4.5.2 Application of n'ECA 

Failure Mode, Effects, and Cr i t i c a l i t y  Analyses (FMECA) have 
been used f o r  determining the  r e l i a b i i i t y  of systems, and may 
be used to  determine system safety  also. A d i f fe ren t  viewpoint 
i s  used, however, because the  goal of r e l i a b i l i t y  d y s i s  is  
somewhat di f ferent  than the goal of safe ty  a n a l ~ s i s .  The objezti-71 
of safety ma lys i s  i s  t o  determine hazards t o  l i i e  a d  equipment, 
and the fa i lu res  tffit  cause the hazards t o  become damaging. 

4-5.3 - Input Data f o r  MECA 

Conducting FMECA's reqcires  t h a t  system requirements, specificas '  
t ions and drawings be gathered early. If there are  trade-off 
studies completed, these shoc.3 be reviewed f o r  background i n  the  
design compromises b e h g  consi2ered. Emluation of FMECA models 
r e q d r e s  t h s t  large  s mounts of f a i h r e  d a t a  a r e  g ~ t h e r e d  and 
ass ini ls tsd .  (see Fig-xe 3-11 

4.5.4 Procedwe fo r  nEC_A 

The i n i t i a l  step of F X C A  is  the construction of a logic  block 
diagrzm shoving ths f -xxt ional  relat ionships of the elements of 
the sj-s t;-x ::l.?sr :.r.-.l;sis, Next, etlcfi compooent is studied t o  
deternine r . 1 1  possi5le mo5es of fa i lzre .  Each f e i l u r e  mode f o r  
each component i s  rse-.re3 t o  QCXT (+.he only f a i l ~ l r e  i n  the 
system a t  the ins t sn t  being analyzed), and the po~3ibl.e eff e c ~ s  
are traced thro-:,-h tke sjrsr,em u n t i l  the f ina l  ei 'fect is  systt.., 
d,xage of a predetercined amount, the in jury or devtn of iatdr- 
facing personnel, o r  uo pre,ep;atlc e f f ec t  on safety. The 
c r i t i c a l  f a i l u r e  modes and oornpments which dr . f ec t  safety are 
then studied t o  determine t h e i r  f a i l u r e  hist? 1, When t h i s  is 

,.. . . , I  estimated, the  probsbAi~ .A .i .,!,.:I, - ~ , ! e  et.y A c:dc..ni; c,','t-ct;, L.., 
ccmr  t ,hr@vrh each c r i t f cu l  cor.potle?lt f,n.ilurs @ode tim ?dccla';sd, 

-. . - -. 
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APD No. 26B 

Preparation of Test and 
Checkout Plans and 
Procedures at KSC 
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Apollo Launch V,. icles and Space- 
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5, - i:er'er.e:.ccs ,.iLch i q -  be ~ s e f ; l l  t o  the s, s t.c:. :;-~i'e l y  e : ;~ ineer  f:, apply:; g 
specialized techniques of each method are in the respective appendix. 
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6.0 DEMMTIONS 

Definitions of par t icular  use t o  system safety er,c?neers are  included 
herein. Where possible, these definitions have been taken f rom:  

a. NASA Publication SP-7, "Dictionary of Technical Terminology fo r  
Aerospace Use,ll 1 st Edition, 1965. 

b. NASA Publication SP-6001, Apollo Terminology, August 1963. 

c. Air Force Publication, AFSC24 127-1 "System Safety Managmenton 

d. NASA Publication, NHB5300.1A, "Reliabil i ty and Quality Assurance 
Program Plan, &ollott 

e . WD Publication, MIL-S-38 
Associated Subsystems and 

130A, "Safety Engineering of Systems and 
Equipment, General Requirements for" 

ABORT - Premature termination of a mission because of exist ing or imminent - 
degradation of mission success accompanied by the  decision t o  make safe 
return of the  crew the  primary objsctive. 

ACCIDEZT - An undesired event occurring by chance and which causes death, 
injury or  damage t o  property. 

.kSSE!BLY - A number of pa r t s  o r  subassemblies or  any combination thereof 
joined together t o  perform a specif ic  function. 

CliECKOUT '(c/o1 - A t e s t  o r  procedure f o r  determining whether a person o r  
device i s  capable of performing a required operation or  f'unction. When 
used i n  connection with equipment,, a checkout usuelly consists  of the appli- 
cation of a se r ies  of operational and callbrational  t e s t s  i n  a cer ta in  sequen 
with the requirement tha t  the response of the  device t o  each of these t e s t s  
be within a predetermined tolerance. For personnel, the term checkout i s  
sometimes used i n  the sense of a briefing o r  explanation t o  t he  person 
involved, rather than a t e s t  of t h a t  person's capability. 

COMPONENT - An a r t i c l e  which i s  a self-contained element of a complete opera - 
-Ling unit and which perroms a iunctioil necessary t o  the operation of  t ha t  un 

CZ::?O!:E':T AT:D PART &.F?J?LII - A cocporerit o r  par t  i s  re l i ab le  when it w i l l  
operate t o  a predccemined level of prob.ibility -i;nder the maximum rat ings a t  
zost severe combination of environments fo r  which it was designed and fo r  
t h e  lergth of time or number of cycles specified. 

COI'FO;;E,T STRESS - The s t resses  on component par ts  are t'.ose factors  of us-;* 
or t e s t  which tend t o  a f fec t  the fa i lu re  r a t e  of these parts. This includes 
voltage, power, temperature, frequency, rise time, e tc ;  however, the principa 
stress, other t i a n  elec; ur;cal, i s  u s ~ ~ l l j t  t h e  t1:aml-en\drorsjo:ital s t ress .  
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6.0 (continued) 

CREW - A  group of ground and f l i g h t  spec ia l i s t s  who perform simultaneous and - 
sequential duties and tasks involved in the  accomplishment of an assigned 
operation, 

CREW BAY - Any portion of f l i g h t  hardware which wi l l  be environmentally 
controfIled fo r  crew habitation. 

CREW SAFETY - Ssfe re turn of crew members whether o r  not the mission is 
completed. 

CReW SAFETY PROBABILITY - The probabil i ty of f l i g h t  crew return without 
exceeding prescribed emergency limits. 

CREW SAFETY SYSTEM (CSS) - Consists of the  necessary sensors, test equipment, 
and displeys, aboard the spacecraft t o  detect  and diagnose malfunctions and 
to  allow the crew t o  make a reasonable assessmsnt of the  contingency. For ' 

emergency conditions, the CSS is capable of i n i t i a t i ng  an abort  automatically. 

CRITICAL DEFECT - A defect t ha t  j cdpen t  and experience indicate could r e s u l t  
in hazardous or unsafe conditions f o r  individuals using o r  maintaining the  
product or c d d  r e su l t  i n  2 a i h r e  in accomplishment of the ultimate objective, 

CRITICALITY - Assignment of re la t ive  importance t o  hardware or  systems. 

CRITICALITY PARTS LIST - A l i s t i ~ g  o f  thcse par ts  whose f a i l u r e  'would cause 
a degradaticn i n  mission success or crew safety. 

DESTRUCT - The action of detonating o r  otherwise destroying a vehicle after 
it has been launched, but before it has completed its course. 

DETECTION DEVICES - Sensors used t o  sense and monitor conditione, e.g., 
open or  closed val'ves, temperatures, flow ra tes ,  etc. The s t a tu s  of the  
condition i s  usually displayed on cont,rol consoles, such as, Hazard Monitoring 
Panels. 

EJVIROR.XST - The aggregate of a l l  the conditions and influence which a f fe3 t  
i t -  .., r. cpr-;;on of e y . i p m n t u  ard cc~ponents. 

EQYI?:4E!!T - One or  more assenblies, or  a combination of i t e m ,  capable of --- 
inaependently performing a complete function. 

EQYIFEKT FAILZRE - When an equipzent no longer mee+,s the minimum acceptmle --.* -.-em 

s p e c i f i e i  p e r f o x ~ . n c e  and cannot be restored through operator adjustment oi' 
controls. 

-9, f -  r IA,^L;PLE - Tke i n a b i l i t y  of n systcz, subsystem, component, or  pa r t  t o  perform 
i ts  required function. 
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6.0 (Continued) 

FAILURE ANALYSIS - The study of a speci f ic  fa i lu re ,  which has occurred, i n  
order t o  determine the  circumstances t ha t  caused the f a i l u r e  and t o  a r r i ve  
a t  a course of corrective action t h a t  will prevent i t s  recurrence. 

FAILURE MECHANIlM - The physical process which r e su l t s  i n  a par t  o r  equipment 
fa i lure .  

FAILURE MODE - The physicel descript ion of the manner in which a f a i l u r e  
occurs, the operating condition of the  equipment a t  the  time of the fa i lure .  

FA LURE MODE, EFFECT AND CRITICALITY ANALYSIS 

..FAILURE CRITICALITY ANALYSIS - Study of the potent ia l  f a i l u r e s  t h a t  might 
- occur in any part of a space system i n  re la t ion  t o  other pa r t s  of the 

system i n  order t o  determine the  sever i ty  of e f f e c t  of each f a i l u r e  i n  
terms of a probable resu l t an t  safe ty  hazard, and acceptable degradation . 
of performance, o r  l o s s  of mission of a space system. 

FAILUiiE EFFECT ANALYSIS - The study of the  potent ia l  f a i l u r e s  t h a t  mieht, 
occur i n  any ;art  of a space system i n  order t o  determine the probzble 
e f f ec t  of each on all other pa r t s  of the system, and on probable miasion 
success. 

FAILI!! MODE ANALYSIS - The study of a space system and working in ter-  
relat ionships of the parts thereof under various anticipated conditions 
of o p r ~ t i o n  (ncrrs': and hbnorml) ic order t o  determink probable 
locat icn  and ms:hanism where f a i l x r e s  w i l l  occur. 

FAILURE RATE - Rate a t  which f a i l u r e s  occur as  a function of time. If the 
f a i l u r e  r a t e  is  constant, it i s  frequently expressed as the reciprocal  of 
mean-time-between-failure (MTBF) . 
FALL-BACK AREAS - Locations i n  v ic in i ty  of launch pad affording b l a s t  
protection through use of wall, revetments and bunkers o r  su f f i c ien t  
distance. 

FAULT TRES ASALYSIS (LOGIC DIASRAhf ANALYSIS) - A logic  oriented graphic repre- 
sentz~ticn 2:  tke  p r . r ~ l l e l  and styles :o:.tinations of independent personnel o r  
equipment S.. IS.S~S t& and cocpone~t f 3il :-re e.nh norm1 oper?.tir4 cc3es tht 
crin res iLt  i n  a specified undesired event. T h i s  representation can be 
quantified t o  provide a r e l a t i ve  m2asure of the paths leading t o  these events. 

FFASTRIT,ITV SY?Y - The phase during which studies a r e  made of a proposed --.---...--- 
LLc is  &r Lsi:.:i;G-e t o  determine the ~ e p e e  to which it i s  practicable, 
advisable, and adaptable f o r  the intended purpose. 

Ci,IG!IT - (1) The no-;exn+. of an object  through the atmsphere o r  through 
space, sustained by aerod.vnaclic, aeros ta t ic ,  o r  reaction forces, o r  by 
o rb i t a l  speed; especially, the mo-~ement of a man-operated o r  man-controlled 
, . -. .. . . , L . .  ,., k s  :: ....-.I--+ r U L * . ~  ", 1: sr.::ze probe, a space -:eiJ.clq, or a i rc ra f t .  
(2) An ins tmce  of sach a movemnt. 
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P I G H T  Cm - The Apollo f l i g h t  crew consists  of three men who are cross- 
trained t o  be capable of manning any of the Command Module (CM) duty 
stat ions.  The three crewmen are designated commander, navigator, and sys+Jems 
manager. The CM commander i s  a l so  the Lunar Excursion Module (LEM) commander. 

-MISSION - Within a proj&, the speci f ic  technical o r  s c i en t i f i c  
objective t o  be acconplished by a given launching of a space vehicle o r  
launch vehicle. 

FLIGHT TERMINATION SYSTEMS - Devices o r  means f o r  ending f l i g h t  of space 
vehicle, e.g., propellant tank rupture, ordnance and explosive separation 
devices, etc. 

GROUND OPERATI3NAL SUPPCIRT SYSTEM (GOSSL - The equipent, excluding the 
l aumh vehizle, spacecraft,  an3 launch complex, reqvired t o  be i n  operation 
f o r  d i r ec t  support of the mission being accomplished, This equipment 
sha l l  iilclude t h a t  used t o  provide o r  suppmt mission control,  guidance and 
navigation, tracking, telemetry, communications, l og i s t i c s ,  and recovery 
operations. 

GROKJD SjPP3RT EOUIPMDJT (GSE~ - T . b t  equipment on the gro.md, inciuding all 
iq lements ,  tnols,  and ae-rices (mobile or  f ixed) required t o  inspect, t e s t ,  
adjus t ,  ca l ibra te ,  appraise, gspe, masure ,  repai r ,  overhaul, assemble, 
disassemble, t r a n s p r t ,  safeguarc, record, otore, o r  otherwise function i n  
szpport of a rocket, spz'ce vsi,';;ie, o r  t h e  l i ke ,  e i t he r  in the research and 
development p b s e  or in an c p e r ~ 2 c r . d .  p h s e ,  o r  i n  s - ~ p p ~ r t  of the guidance 
eyritem used with the missi le,  vehicle, o r  the l ike .  

The GSE is  not  considered t o  include land o r  buildings; no? 10-s it include 
the guidance-station equipment i t s e l f ,  but it does include the  t e s t  and 
checkout equipment raqdrec? f o r  operation of the guidance . a tLon en_uipment. 

HAZARD - A source rjf danger o r  r isk.  - 
JiAZARDOUS CONDITION - )  A s i tua t ion  involving r i s k  of in jury  t o  personnel o r  
dauge  t o  property. 

L'~.7?F.90T'S n?DLTTPN -- - Specific operstion ih-hlving r i sk ,  

p(?!.n-FTQII - An 5nterrcption i n  the countdown previous t o  igni t ion fo r  l i f t -o f f .  

TI:r)T!ST?.T~.T1 9.FSTY - The s3fety o f  individcal and indepeneent manufacturing - -- 
prc -.el :.cci L::I ix.:.'sf,ri11 r : I ~ ~ r i ~ ~ ~ ,  eqi:ipnmt, a2;d f ~ c ~ i i  ties. Indiistr is i  
Srifety i s  a l so  t ha t  orpmization which creates and administers safe ty  require- 
cents pe r t i nen t  t o  m n u f a c t u r i r ~  o r  indcs t r i a l  operations, protective eqrip- 
nint ,  en2 c:..jrCcr.ry proxl,:res tr.J o~~i;..-..ir,l. The s..r'e',:r re;.,Arerc?cts crc..+ed 
by Indast r iz l  Safety r e s u l t  fron: d i r e c t  observation of indus t r i a l  a c t i v i t i e s ,  
kcciaen t s t a t i s t i c s ,  bio-medical studies, and equipnent and material 
' , ,  .. .-',-: ,... - - -  - . :c1:.s. 
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6.0 (continued) 

JNTEGRATED SAFETY PROGRqPl - A oaf e t y  program f o r  asaernbly, checkout, t e a t ,  
and operation a t  the Launch Center. This progrsm promotes exchange of infor- 
mation and incorporates safety c r i t e r i a  in procedures and operatime tha t  
have been developed a t  other Centera and contractors. 

- The junction points or  the points within o r  between systems o r  
subsystems where matching o r  accommodation must be properly achieved i n  
order t o  make t h e i r  operation compatible with the  e u c c e s s N  operation of 
all other functional e n t i t i e s  i n  the  apace vehicle and i t s  ground support. 

JAUNCH COMPLEX - That area which contains the space vehicle launching 
f a c i l i t i e s ,  including the launch  ad and servicing structures,  the control 
buildings or  blockhouse, propellant t ransfer  equipment, support building, 
and all other f a c i l i t i e s  in the  immediate v ic in i ty  required t o  support a 
space vehicle launch or l i e s  within the preiaunch hazard area. 

MAINTAINABILITY - The quali ty of the combined features  of equipmsnt design 
and ins ta l l a t ion  t h a t  f a c i l i t a t e s  the  accomplishment of inspection, t e s t ,  
checkout, servicing, reptiir, and overhaul with a m i n i m  of time, s k i l l ,  
sn;i r e s m c e s  i n  the planned mintenance environments. 

FIAIYTENIUJCE; - The function of retaining material i n  o r  restoring it t o  a 
serviceuble condition. 

BISSIq - The objective, task, or  purpose which c lear ly  *indicates the action 
t o  be t a l i e~ .  

MSSION ANALYSIS - A comprshensive evaluation of a l l  the parameters which 
a f fec t  t h  emnts  of a mission. 

MISSION OPERATIONAL SAFETY - The essent ia l  safety qua l i t i e s ,  considerations, 
and c r i t e r i a  necessoy i o r  a s&fe mission. 

MISSION PROFILE - A graphic o r  tabular presentation of the  f l i g h t  plan of a 
spacecraft showing a l l  pertinent events scheduled t o  occur. 

MISSION SiCCESS - The attainment or' a l l  o r  a majbr par t  of the s c i en t i f i c  
obje:tives of the f l i g h t  with no crew in jc ry .o r  loss  sf l i f e .  It has some- 
tirncs bee? defined es  a s s fe  return o f  a l l  three astronauts from a completed 
lunar landing nissicn. 

MISSION TASK - The specified purpose f o r  whizh a device must perform. 

2 %  - -- - (1) A self-contained mit. of a l amch  vehicle or  spacecraft which 
ser-:es as a building block f o r  xhe overs11 strccture. The module is usually 
a d s i p x i  teS by i t s  prinitry f ~ n c  t i o n  a s  ccczar,ci module, lunar landing module, 
e t ~ .  ( 2 )  i one-p::ckqe assembly 6,' fw.2 t l cna l ly  associated electronic p&ts, 
usually a plug-in uni t ,  so arranged as to fmc t ion  a s  a system o r  subsystem; 
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6.0 ( continued) 

I.JDULE (continued) - a black box. (3 )  The s ize  of some one par t  of a rocket - 
or  other structure,  as the 8exnidiameter of a rocket's base, tsken a s  a unit 
of measure f o r  the proportional desigr~ and construction of component parts .  

OPERATING T I N  - The time period between twn-on and turn-off of a syetem, 
subsystem, component o r  par t  during which time operation is  as specified. 
Total operating time i s  the  eummation of al l  operating t i m e  periods. 

OPERATIONS SAFETY ANALYSIS (3Y4) - An orderly examination of specified 
operations (or  tasks) with the purpose of identifying s ignif jcant  hazaraa 
generated by t ha t  operation ( i .  e. , pe~p le~hach ine  interface).  Each 0% 
includes those features Qr preventive measures necessary (Requirements) t o  
eliminate o r  preclude ident i f ied  hazards. 

OUTGASSING - The r e l e t s e  of gasses (when pressure drops) t ha t  a r e  entrapped 
i n  materiala. 

PAD SAFETY - That portion of space vehicle safety concerned with vehicle 
operation i n  th6 area of the launch pad. This includes the  exercising of 
pre=.autionary measures on fixed ~ e h i z l e  f x i l i t i e s ,  grc.3.d handling gear on 
the pad, and the vehicle itseif t o  the point of l if t-off .  

PART - (1) One of the constituents i n to  wM ch a thing n-,: be divided. Appli- - 
cable t o  a m j o r  assembly, subassenbly, or  the smallest individual piece i n  
a given thing. (2) R6strictive. The lease  subdivision of a thing; a piece 
:?9t f ~ ~ t f c s s  i n  interacLicn k i t h  other e1ener.t~ of a thing but is i t s e l f  
r o t  o r d h a r i l y  subject t o  dieassembly. 

PL'BLIC S A E X Y  - The protection of l i f e  and property of people i n  o r  close ?o, 
but not associated with the  whole area of the range. 

G;-'ALIFIED MATERIALS - Materials tr,d a r t i c l e s  t h a t  -by_ determination of t e a t s  
nr.3. examinations of documents and processes verify tha t  materials and 
a r t i c l e s  a re  capable of meating performance  requirement^. 

RANGE - Space which I s  u t i l i zed  t o  conduct a launching operation. The Range -- 
=p:.ie fo r  in-fl ight  phase of 6p;;iO vehicle ceases cl t  orb i t a l  in ject ion and 
xi11 vary z;x.r,ir.; 13 the ;.e;A:.e:.:est,s c - d  c b . r ~ ~ t e r i s t i c s  of individual 
epnze vetLcles an2 ix specifinn!qr deficed f o r  each ~ L s s i c n .  

FJ,..T.!CE S I F F Y  - The process of minimizing hnzards t o  persons o r  property 
attendant t,o sprce vehicle opera tiona and associated ac t iv i t i es .  Range 
Snfc t y  in::lr:cics PC;! S z f e t y  and Flight  Safety. 

2 ----- FUiIGE USFR - a *  agency having an overall  management of u program requiring 
I...;? uca L: Test.. Racge f a c i l i t i e s  i;l support of space vehicle operations. 
I; ,13i  is  a trsxge i'scr. 

0 
2 h 
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(continued) 6.0 

REDUNDANCY - The existence of more than one mane f o r  accomplishing a giver 
task where a l l  means f a i l  before there i 3  an overall  f a i lwe  t o  t h s  system 
(NPC 250-1). 

Para l l e l  redundancy applies t o  systems where both means a r e  working a t  the  
.rpaw. time t o  accomplish the task and when oi ther  of the systems is capable 
of handling the jcb i t s e 1 f . b  case of f a i l u r e  of the other system. Standby .. ._- 
redundancy applies t o  a system where there is an a l t e rna t ive  means of . '- ,-c 

accomplishirs the task t h a t  is switched i n  by a malfunction sensing device 
- 

when the primary system f a i l s .  

RELIABILITY - Of a piece of equipm,nt or  a aystgm, the probabil i ty of 
specified performance f o r  a given period of tima when used i n  the spbcified 
manner . 
RELIABILITY ASSESSMENT - An analyt ical  determination of numerical r e l i a b i l i t y  
of a system or portion thereof witholrt ac tual  demon, .-&tion teg?!-ng. Such 
~ssessments usually employ r;attenatical modeling, v.+a of a v a Q ~ b l 6  w e t  
r c s d t s ,  and solce use of e s t im ted  re l ie .b i l i ty  f i p e s .  

SAFETY - Freedom from those conditions which can muse in,uy or death t o  - 
perscrinel, damage t o  o r  loss  of eqxipnent, or properLy. 

SAFETY CHECKLIST - A l i s t i n g  fo r  verifying safthy aspects of equipment, 
prc xc;ir.es, :r,5 cl.sruticrs. 

SAFETY DATA - Recorded 'knowledge f o r  reference or application i n  safety and 
accident prevettion f ie ld .  This i n e l ~ d e s  i n t o m i l  and external d i rect ive  
and procedural information, and safe ty  c r i t e r i a  generated in ternal ly  and 
externeliy such as reports, studies, summaries, panel, and committ.e6 phi~tee .  

*&?ETY - SURVEILLANCE - Observation of eesignated hazardoue 'dangerous operatdone 
by a safety representative t o  insure adherence t o  safety principles, and a m -  
pliance with operating plans and p r o c e d ~ e s  , technical data, safety di rect ives  
and checklists. 

E?ACR S v $ T !  - A ~:~stern consis+ling of launch vehicle, spacecraft,  grolmd 
E.:C~:: '+ ,  en*:i~r..ert, and t e s t  bsr.?wr,re xsed ir i  I s c r ch ing ,  operating, axx3 
maintaining the vehicle o r  c r a f t  i n  space. 

SPACE VEHICLE .- - A launch vehicle and i ts associated spacecraft. 

STKXSX:.! - A major functional silk~ssembly or  grouping of items or  equi~ni.::L --- - . . 
wb~2:i i s  e ~ s e c t l v l  to  cperatioiml. completeness of a eystem. 

s rC?E2: - 
Y -.. A (1) A:.:. org;nized .-rrar.gc=.er,+, in v3:h er.;li 2rmponent purt ac t s ,  
reacbs, or  in teracts  in accordance with an overall  design inherant in  the  
srrangemcnt. (2) Speclf'ically, a ra jo r  component of a given vehicle s u t h  
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6.0 (continued) 

SYSrPi (continued) - as a propulsion system ox. a guidance system. Usually - 
called a major system to distinguish it f r o m  the  systems subordinate o r  
auxiliary t o  it. 

The s y s t e ~  of sense 1 may become organized by a process of wolution,  a s  in 
the  solar  system, or  by delibarate act ion imposed by the  designer, a s  in  a 
missile systen: o r  an e l e c k i c a l  system. 

I n  sense 2, the system embraces dl its own subsystems including checkout 
equipinent, servicing eqaipment, and assocdated technicians and attendants, 
When the term i s  preceded such des i@~¶ tbg  nouns as propulsion o r  guidance, 
it clearly re fe rs  t o  a zajor conpcnent of the missile. Without the designat.tng 
noun, the term may becone ambiguous. When modified by the  word major, however, 
it loses its ambiguity and re fe rs  t o  a m j o r  conponerit of the missile. 

CYSTEM SAFETY - lhe  optimum degree of safe ty  within the constraints  of - .  
operaiional effectiveness, time, L~LU cost  a t ta ined through specif ic  appli- 
ce5ion of system safety ex ineer ing  throughout dl phases of system deve lop  

- .  .. - 
nent and u t i l i z ~ l i o n .  

S S F !  ST'? !?%Tn";P.IT:S - C.1 elezez". 'of s p f a s  m;;nsf;ement thrc-qhout the 
prcgram life q:le icvcl-.-ins the application of sc fen t i f i c ,  engineering ard 
~ n s g e m e n t  prir.=iples f o r  t 3 e  t i m l y  i&nt i f i cs t ion  of those actions 
a jescary t o  prevent o r  control hazards within the system. 

TEST - (1) A pzocedzre c r  zz t ion  taken tc deterrcine x d e r  r e d  or  simulated - 
co~cii t ions the capabi l i t ies ,  l imitat ions,  character is t ics ,  effectiveness, 
r e l i a b i l i t y  or  su i t ab i l i t y  of a mterial, device, systen, o r  method. (2) A 
silmilar procedure o r  action taken t o  determine the reections, l imi ta t ions ,  
~ . b i l i t i e ~ ,  or  s k i l l s  of e person, other a n i m l ,  or  organism. 

WARNING DEVICES - Sensors that monitor or  detect  conditions and provide 
v i d b l e  i;nii/or a c i i b l e  a l e r t i n s  signals a s  desired f o r  selected events. 
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APPENDIX A 

Gross Hazards Analysis 

1 ,O m P  DESCRIPTION OF TECHNIQUE 

Gross hazards analysis is a comprehensive, qualitative, non- 
mathematical hazard assessment of a product or syatem. 

The use of gross hazards analysis allows an early assessment 
of the inherent safety of the completed system. Early design 
changes, and early procedure changes which are made to eliminate 
or control hazards minimize costly modification after the system 
is built. The gross hazards analysis is accomplished in steps 
as follows: 

1) Identify a l l  gross hazardous events, 

2) Prepare functional flows for fault event analysis, . 

3) Evaluate functional flows for fault events or hazards, 

4) Make design chsnge recommendations, , 

5) Evaluate all procedures for hazards, 

6) .Prepare safety procedures as necessary, 

7) Evaluate all proposed charges, 

8) Make design change recommendations on changes, 

9) Make procedure change recommendations on changes. 

. ---- 
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APPLICATIONS 

The gross hazards analysis technique is applicable to complete 
systems or programs, or to major segments of a system or program, 
where it is necessary to identify safety critical areas, identify 
the hazards involved, establish the controlling design criteria 
that will be used and provide recommendations for hazard elimina- 
tion or further hazard analysis. The gross hazards analysis allows 
program management to define the system safety task for the life of 
the program and plan for manning and budgeting as well as to estab- 
lish goals and priorities. 

SHEET A-20: 
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3.0 JNPUT DATA REQUIREMENTS 

Data 'useful for gross hazard analysis studies woyld include 
the following: 

1 ) Requirement specif icatione 

2) System specifications 

3) Detail specifications 

4) Flow diagrams 

5 )  Schematic diagrams 

6) Installation drawings 

7) Detail drawings 

8) Operations and maintenance manuals 

9) Technical operating procedures 

10) Test and checkout procedures 

1 1  ) Test requirements 

12) Standards 

13) Waivers and deviations 

1 4) Safety codes, procedures and regulatbns 

15) Failure reports 

16) Critical parts lists 

17) Analyses of similar systems 

SHEET A-301 
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4.0 PROOURE FOR GROSS HAZARDS ANALYSIS 

1 ) Operations : 

A.Identify all gross hazardous events. Known safety critical 
areas are identified first using existing design guidelines 
such as: 

1. Company Standards 
2. State Codes and Regulations 
3. Advisory Codes 
4.  Range Safety Guidelines. 

Considerations in this hazardous events identification would 
include but not be limited to: 

1 . Propellants (fuel, oxidizer, mono, solid) 
(a) Characteristics 
(b) Hazards - (Personnel, system) 
(c) Handling Requirements 
(d) Storage Requirements 
(e) Transportation Requirements. 

2. Explosives 

(a) Hazard Classifications 
(b) Characteristics 
(c) Handling Requirements 
(d) Storage Requirements 
(e) Transportation Requirements. 

3. Pressure Piping and Vessels 

4. Other energy sources in the system. 

5. Environmental constraints 

(a) Radio Frequency Fields 
(b) Temperature requirements 
(c) Pressure requirements 
(d) Vibrction requirements 
(e) Crash worthiness requirements 
(f) Rescue, Egress and salvage requirements. 

6. Opnrstor and Maintainor Human Factors and 
Training Requirements. 

7. Material compatibility 

8. Maintainability. 

9. E~cer.~eri;y cnp-.bili ties 

SHEET A-401 .. 
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4.0 (continued) 

Other areas where hazardoua conditions a r e  l e s s  iunmdiately 
obvious w i l l  require separate analysia and investigation t o  
ident i fy  all c r i t i c a l  areas. 

B. Prepare functional flows f o r  fault event analysis. Major flows 
might be as follows i n  a manned f l i g h t  system. Each major event, 
system,operation o r  f a c i l i t y  should be ident i f ied  in  the  flow. 

1. Mission events c r i t i c a l  t o  crew/equipnent sa fe ty  
2. Cr i t i ca l  systems 
3. Cr i t i ca l  operations (manufacturing) 
4. Cr i t i ca l  operations ( t e s t )  
5. Cri t i ca l  f a c l l i t i e s .  

C. Goaluate functional flow diagrams f o r  f a v l t  events and h~narda.  

1. Mission events c r i t i c a l  t o  crew/equipment safety. 
Events such a s  the  following should be examined to 
ident i fy  potent ia l  hazardous conditions. 

(a)  Grouad t o  vehicle power t ransfer  
(b) Stages f i r i n g  and separation 
(c)  Launch escape sequence 
(d) Ground control and comnunication 
(e) In-fl ight  operations and t e s t s  
( f )  Re-entry 
(g) Recovery. 

2. C r i t i c a l  Systems 
Systess such as the following should be examined t o  
ident i fy  potent ia l  hazards. 

(a)  Explosives 
(b) Propellants 
(c)  Power sources 
(d) Pressure .systems 
(e )  L i fesuppor t  
( f )  Propulsion 

3. Cr i t i ca l  Operations (Manufacturing) 
Operations, such a s  the following, should be examined 
to ident i fy  potent ia l  hazards. 

(a )  Toxic o r  reactive materials 
( b) Welding 
( c )  Cleaning 
(d)  Handling 
(e )  Patriclting, Forming, Mzchining 
( f )  Assembly. 
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4 s  (Continued) 

4. Critical Operations (Test) 
Operations, such aa the following, should be 
examined t o  ident i fy  potent ia l  ha~arda.  

(a)  Qualification and Proof Tests 
(b) Sgatem Functional Teats 
(c)  Explosive Testa 
(d) Transport and Handling 
(e )  S t a t i c  Tests 

5. Cr i t i ca l  Fac i l i t i e s  
Fac i l i t i e s ,  such as the  following should be examiL.ed 
t o  ident i fy  potential  hazards. 

(a) Pneumatic 
(b) Propellant 
(c)  Assembly 
(d)  Ordnance 
(e)  Special Test 
( f ) Environmental 
(g) Launch 
(h) Manned Item Support. 

D. Make design change recommendations. 
For each f a u l t  or  potential  hazard, a sui table  permanent 
solution should be proposed f o r  review by design author i t ies ,  
I n  some instances a temporary work-around proposal may be 
ne5essary t o  allow fui-ther study of a permanent fix. 

E. Evaluate all Procedures f o r  Hazards. 

1 . Ins ta l l a t ion  
2. Operations 
3. Maintenance 
4. Test 
5. Ercergency. 

F. Prepare Safety Procedures LS Necessary, 

1. Explosives Control Procedure 
2. Confined Spsces Entry Procedure 
3. Fhdioac t ive  f i t e r i a l .  Control Procedure 
4. Toxic P r q e l l a n t  Control Procedure 
5. Toxic ?I-t2rials  Control Procedure 
6. Radiographic Opelaations Procedure 
7. Flammable Liquids Control Procedure 
8. Pressure systems Control Procedure 
9. Material Disposal Procedure 

10. Emergencies - Medical - Fire  - Explosion 
0 t he r  

11. Other s p e ~ i a l  area proceuues. 

SHEET A 4 0 3  
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4.0 (Continued) 

G. Evaluate All Proposed Changes 

Ae ayetern is modified, redesigned, or updated, the gross 
hazard analysis of each change should be perfomed well 
in advance of change implementation. 

H. Make Design Change Recomxnendatione On Proposed Changes. 

I. Make Procedure Change Recommendations On Proposed Changes. 

2) Documentation of Analysis 

Documentation of a gross hazard analysis can take several 
forms. It should be a working document and may include: 

(a) A list of safety critical systems 
(b) Explcslve components list 
(c)  Radioactive components list 
(d) Corrective action list 
(e) Work-around action list. 

A worksheet ~sefal in sunmarizing the hazardous condition 
or conditions, the hazard category designation, and 
recommendations for action to be taken, including further 
analysis, for each safety critical item may be patterned 
after the sample worksi~eet ahown in Fig.ure Al. 

Gross hazards analysis is generally considered to be a rapid 
analysis method which will identify areas of concern from a 
gross standpoint which m y  then be further analyzed by a more 
de k i l e i  q - d i t a  ti-,-e axi,'or qantitative techaiq~e. 

SHEET A-501 
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Appendix B . 

Par t  I 

Operations and Test Safety Analysis (0%-1) 

INTRODUCTION 

The Operations and Test Safety Analysis (O%:I ) method iden t i f i e s  
operations t h a t  a re  inherently hazardous or,  which by the nature 
of the function sequences, can lead t o  development of bazards in  
the operation of a system. This methad can be u s e  i n  all aspects 
of system operation from con.str&ction to f i s s i o n  tersination.  

The objective of performing OSBts is to ensure that hazards, 
exist ing o r  developing during a par t icular  task, a r e  it5entified, 
dccumented tu~d brought t o  the a t tent ion of the  proper au thor i t i es  
f o r  resolution. &ch hazards xuay r e s u l t  from the task i t s e l f ,  o r  
from i n t e r ~ c t i o n  oi other work beitlg done concurrentlr with the  
task. The O a t s  u i l l  h c l u d e  corrective action recommenciations 
which serve to eliminate these hazards, o r  reduce them t o  an 
acceptable level .  Each task is  ieviewed and t he  reasoning f o r  a 
par t icular  s i4ety  requirement i s  recorded t o  substantiate program 
decisions. 

&ch task (act ,  process, o r  tes t )  rhall be analyzed individually 
t o  ensure carcplete investigation of a l l  s i tuat ions  requirPng safe- 
guards, special  equipr-ent, o r  specif ic  instructions (e. g., cautions 
warnings, o r  verif ications) t o  avoid personnel injury or  signif- 
ican t  equipment damage. Previous analyses of hazards in specif ic  
areas of operation should be used to the maximum exc&nt. The 
following method provides a means of accomplishing a comprehensive 
analysis qi each task. 

The resu l t s  of O S A t s ,  specif ical ly  safety requirements f o r  each 
task, am. be used a s  e i t h s r  d i r ec t  input t o  the de t aued  pro- 
c e h r e s  fo r  the task, or  aan provide a baseline fo r  c r i t e r i a  
standards, manuals, o r  handbooks agaics t  uhich the  detai led 
procedure i s  w i t t e n .  

Data useful f o r  Operstions ar~d Test Safsty Analysis would 
include the following: 

1 )  Test and Checkout Plan and Test Requirements 

' d l  l a * * - C Y  t 6.  
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1 .O (Continued) 

2) Test and Checkout Procedure* 

3) End-to-End Schematics of Test Equipnent and Item 
Being Tested** 

4) Instal la t ion Drawings of Test W p n e n t  

A useful method of organiz ix  this data is to establish 
a matrix of the equipment components that  must be operated 
and monitored versus the t e s t  steps. Each step has require- - 
ments as  to  the configuration or' the hydraulic valves, 
e lectr ical  switches or  mechanical positiuns. The safety 
engineer can then analyze the hazards involved should any 
element not be i n  the required mode. See Figure B.1. 

Caution should be observed to:ensure tha t  schematics re f lec t  
a l l  detai ls  of the as-built equipment. 

Component 2 3 4 5 N I 
I I I I 

lvalve u v  11 Closed 1 closeti 1 open I Clmed 1 closed 1~tc. l  
I i I I ! I 

off On off :off  On ~ t c .  
I i i I I 

I[ Latched I Open Open Latched 

Etc. I( I I I - 
I i I t 

- i 
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ANALYSIS METHOD 

3.1 WORK SHEET 

The actual  analysis  may be prepared on a work sheet as shown 
i n  Figure B2. It can be prepared i n  long hand by the analyst 
and retained f o r  reference. The work sheet should include 
the  following: 

3.1 01 Task C o l m  

This c o l ~  is  used t o  itemize the  tasks  required t o  complete 
the  operation o r  t e s t  being analyzed. It should evolve from 
an examination of every ac t ,  function, and associated equipment 
t h a t  is  a par t  of the opera%ion. I f  new procedures are  added 
by the  safety requirements they w i l l  a lso  be entered i n  t h i s  
column, then analyzed fo r  eldst ing o r  potent ia l  hazards. 

I n  dividing the operation in to  d i s t i nc t  tasks, the separation 
must be sxff ic ient ly  exp l ic i t  t o  ensure complete v i s i b i l i t y  of 
possible hazards. The task description should include, where 
appropriate, a brier" statement of the  fmc t ion  o r  e f fec t  of the 
operation witXn tLe sys'eni. Fkcki task w i l l  be ident i f ied  by 
numoers a s  shown i n  Figure %. 

3.1 .2 Hazard C o l m  

The Hazards Column contains a description of the  hazardous con- 
di t ions  t ha t  are  revealed k;- exanination of the  procedures. It 
also  includes hazards known t o  ex i s t ,  although they may already 
have been resolved. To a id  i n  the  search f o r  hazards, ident i fy  
energy sources and energy transmissions. Use appropriate sequence. 
numbering t o  corre la te  t he  hazards with the  correct  s teps  of the  
procedures (Figure %) . Appropriately indicate those proceciural 
s t e p  ia which no hazard can be found. Explain hazards as  ? d l y  
a s  possible. The questionw: what, where, when, how, and why w i l l  
be answer3d a s  applicable. The analyst should consider possible 
h m a n  errors  d u r i ~ g  normal operations and maintenance. Emergency 
s i tuat ions  should be considered t o  ensure t ha t  such conditions 
can be Icitigated . 

Lis t  requirements i n  procedures, processes, m a t e ~ i a l ,  or  equipment 
necessary to  reduce, or  eliminate, the  ident i f ied  hazard(s). I f  
addition21 tasks are  generated by these requirements (Safety 
Reqirements) , ttiey can be added t o  the  Task Column. Each of the 
new tasks must be e x d n e d  t o  determine i f  they create new hazards 
axl  subsequent safety reqxirecenbs; .'an2?5ory sequence of tasks 
result ing from the  analysis can ':,s dp-scribed i n  t h i s  cclumn. 

If sequencing becomes too csmplex or  confw'.lg, a safety sequencs 
c k r t  she-!ld ?x dt:,. l lci +::i ,.o S:IIOW t h e  prcscrikcd snluence o' o p . ~ . . !  :o , .  
from a safety standpcirt.  See Figures 83 and fo r  symbols and a 
sanple "b!andatory Srl.iety Sequence Chart", respeclively. 
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3.1.4 Jus t i f i ca t ion  Column 

Pert inent i n f o m t i o n  such a s  data calculations, standards, 
ideas, and concepts leading to the iden t i ty  of a hazard, and 
the subsequent development of safe ty  requirements a r e  l i s t e d  
in the  Jus t i f i ca t ion  Column. 

Information sources used to determine t h a t  a hazard exists 
and t o  develop safety requirements must be recorded. This 
column can l is t  background and reference data such a s  
material speciifications, compatibility factors ,  and logic  
methods used i n  arriving a t  a par t icular  conclusion. 

3.2 HAZARD DETERMmATION 

Tasks from procedures requirements idll be ref lected in  the  
Task Column of the  0%. Each of the deta i led tasks w i l l  be 
examined t o  determine functional and nonfunctional relat ion- 
ships with associated equipment, t e s t  components, operators, 
maintenance personnel, and the system a s  a whole. Based on 
the  elements of each task,  any action producing an event o r  
e f fec t  t ha t  would be detr inenta l  t o  the system w i l l  be identif ied.  
This could be developed i n  general terms of energy control. The 
analyst  w i l l  look f o r  such things as  ur.controlle2, or  misuse of 
mechanicd, e lec t r i ca l ,  olectro-magnetic and chemical energies. 
Springs, levers,  pulleys, power supplies, radar antennas, pro- 
pel lants  and acids a re  typical  of the nany sources of in ju ry  t o  
personnel, or  damage t o  equipment. (see Section 4, .Page BI-401) . 
Specific safe ty  requirements will be established to  i l l u s t r a t e  
the need f c r  re~o-ring,  o r  effectively red-xing, the effects ,  
o r  potent ia l  ef fects ,  of ancontrolled energies, 

~ 0 3  SAFETY SEQUENCE CHARTS 

Development of a Safety Sequence Chart allows easy communication 
of safe ty  requirements t o  the operations plsnning groups. The 
Sequence Chart fur ther  provides a baseline analysis  which can be 
e f f ic ien t ly  modified when task objectives a r e  changed, or uiien 
iden t i i i c s t ion  of new hazards indicates t ha t  new operational 
requirexmts a re  desirable. 

The safety requirenents shown on the Sequence Chart can be 
indicated on the  analysis report  sheets i n  the tl%equirementsn 
column and cross referenced f o r  ident i f ica t fon on the chart. 

Description of the tasks t o  be accouiplished can be found i n  the  
t e s t  requirements documentation end i n  the t e s t  and checkout 
pliiu. Ir' the analysis i s  conducted l a t e  i n  the  operations planning 
phase, d r a f t  t e s t  and checkout procedures can provide m r e  inform- 
a t ion about the equipment involved, anu w i l l  r e f l e c t  those eufeiy 
raqa i rc :  . s i t s  Lre,dy c s  t ~ b i i s k e d .  . 
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3.3 (continued) 

The Safety Sequence Charts can be developed after all of the 
tasks are defined, and the required sequence/ parallel accomplish- 
ment is based oil a knowledge of the hazards in the equipment used. 

3.301 SYMBOLOGY FOR SBFEm SEQUE3u'CE CHARSS 

EXAMPLE NUkIBER 1 

Operations that may be performed in 
any sequence, but not concurrently: Step B Step C 

EXAMPLE NUMBER 2 - 
Operations which may be performed 
concurrently, or consecutively: 

EXAMPLE NUMBER 3 

Operations which must be 
performed concurrently: 

Operations which must be 
performed in a mdatory 
sequence: (~ll operations Step B 
prior to an arrow must be 
accomplished before pro- 
ceeding to next operation. ) : 

EXAMPLE NUMBER 5 

Example 5 is a combination 
of exanples 2 and 4: 

Block 1 must be accomplished before Block 2, 
Block 3 must be accomplished before Block 4. 
Blocks 1 and 3 may be accomplished concurrently or in any 
sequence. 
Xocks 2 and 4 mag be accomplished concurrently or in any 
sequence. 
Elock 4 m y  Le a;:osplishcd Lcr'ora Block 1, 
Block 2 may be accomplished before Block 3. 

Figure B3A 
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3.3.1 (Continued) 

W L E - 6  

Tasks which have'no safety sequencing r--- 7 
requirements mtr 'be shown a s  dashed l ines:  1 Step x I 

L - - - d  

EXAMPLE NUMBER 7 

I f  there a r e  a l ternate  tasks  t ha t  may be performed t o  accomplish 
%he same functions, each may need dif ferent  safe ty  requirements. 
This may be represented symbolically by: 

Step A 

Alternate #1 A 
Alternate #2 

I I 

I I 

I 
I 

Etc. I 
NOTE: Sequencing requirements must be shown but all possible 

acceptable sequenchg need not be noted. 

Figure B3B 

KIALYSIS REPORTING 

The analysis  report  may be typed on a form similar  to  the wo~k 
sheet exclud!.ng the jus t i f i ca t ion  c o l m .  It should include, 
however, a correlat ion column comprised of a notation of where 
the  safety requirement was documented. 

Each safe ty  requirement, resul t ing from the analysis  should be 
provided t o  the responsible orgsnizatjon before the t e s t  so  tLt 
it can be properly entered i n  the appropriate document. Inclusion 
should be ident i f ied  i n  the correlation.column a s  s tep  XX of 
XX-XXIM. I f  a par t icular  safe ty  requirement is rejected,  the 
Correlation Column should s t a t e  the reason f o r  i ts  re ject ion and 
be forwarded t o  the center safe ty  office. 
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3.4 EXAMPLE OF METHOD (KSC) 

The Test and Checkout Requirements document provides the test 
. t i t l e  and a very brief description of each tes t .  It include8 
equipment e f fec t iv i ty  and pert inent notes adv i shg  of cer ta in  
cautions t ha t  must be observed. 

The t e s t  checkout plan contains an integrated t e s t  sequence flow 
chart showing the overlap, i f  any, t ha t  w i l l  occur between the  
various t es t s .  In  the  example, (Figure BS and 56) the Space 
Vehicle Cutoff and Malfunction Test f o r  AS-533 does n ~ t  overlap 
with anr preceding o r  subsequent t es t s .  The TWO Plan lists each 
of the t e s t s  that  w i l l  be conducted under this plan by t e s t  number 
(v-~0021 ) , stage contractor responsibi l i ty  code (oontractor m e ) ,  t e s  
t i t l e  (space Vehicle Cutoff and Malfmction ~ e s t ) ,  and by the t e s t  
catalog sheet revision (Rev. A).  

The task column of the OSA sheet  w i l l  be f i l led  in  from the  Test 
and Checkout Plan sheet(s) ,  functional flows, drawings, and spec- 
if ications.  Each Act, procedure, or  task w i l l  be analyzed t o  
determine the poss ib i l i ty  of personnel iniux-y o r  property damage. 
Each hazard w i l l  be described i n  de ta i l ,  The safety requiremnts 
w i l l  t e l l  vhich actior. cr..st be taken t o  prevent the occurrence of 
the l i s t e d  hazard. This calm will include specif ic  note, caution 
and warning c i t a t ions  deemed necessary f o r  d i r ec t  input t o  d e t a i l  
procedures. 

EOTE: A p ic to r ia l  d iagr~m(s) ,  i f  available, k - i l l  be included a s  
r,pplicable i n  each anaiysis t o  define the locs t ion(s)  of the opera- 
t ion or  task being analyzed. 

The f i n a l  analysis  sheets ( ~ i g u r e  B6) w i l l  be formally documented. 
An Operations and Test Safety Analysis (0%) w i l l  contain: 

1 ) T i t l e  Page 

Includes c n a l y ~ i s  ~ m b e r ,  operation t i t l e  and signature fo r  
preparation and approval; 

2) Active Record SLeet 

Includes a l i s t  of every page i n  the document k i t h  proper 
ic?entification of added, revised, and deleted pages; 

3) Revision Sheet 

W i l l  he blank on i n i t i a l  release. Includes ti record of added, 
revised, a:ld deleted pages w i t h  a notation t e l l i ng  why change 
was a&. Ea:h re:ision w i l l  require the i n i t i a l s  of approving 
individual. 

- - - 
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Table of Contents 

Includes contents of document plus a l is t  of tables, figurea, 
and charts. All tablee, figures, and charts will be assigned 
a figure number beginning with 11111 and follow consecutively 
through the document, Figures are added with subsequent revisions 
w i l l  be: a , I ,  .2, following the preceding figure number (e.g., 
3.1, 3.2, 3.3) ' 

Analysis w i l l  include: 

Introduction (Figure &) 

Scope 

Summary of Analysis 

Ref: Test md Checkout Plan Sheet(8) ( ~ i g u r e  & )  

Test Sequence Flow Plan 

Source Material 

Operations Sequence Require~ients 

Equipment (or operation) Loctltion Charts (Figure 9 f ~  ) 

Analysis Sheets (Figure B6) 

A drcument number system w i l l  be established a t  each MSF Center. 
If numbering systems exist ,  they w i l l  be used as applicable. 
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. SAFETY ANALYSIS OF SPACE VEHICLE CUTOFF AND MALFUNCTION TEST - APOUO/SATURN 

This document contains the technical safety ~ n a l y e i s  of t e s t  
No. V-20021, Space Vehicle Cutoff and Malfunction Test developed 
by (name of orgariratian perfarming analysis) on (date!. 

ANALYSIS SUMMARY 

T h i s  summary shows the most important safety requirements develops2 
in t h i s  analysis. They must be implemented before the test .  
(Describe the effects >n the t e s t  if requirements are not met. 
I f  none, so s tate , )  

R E F r n J C E S  

TEST AND CHECKOUT PLAN 

TEST SEQURdCE FLOW PLA3 

EQUIPMEN' LOCATION CHARTS 

SOURCE MATERIAG 

OPERATIOIdS SEQGNCE REQUIREMENTS 

These are the  secpexe requt, - -- * ts  which reault from 
the  aafety analysis. 

A N G f  SI S -: 'EETS 

Extlm$le - Operations Analysis Format 

FIGURE 05 
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SkF'ETY ANALYSIS GUIIiE 

GENERAL 

The following guide, containing hazards t o  be considered during 
the analysis  of a task, is only a partial l i s t i n g  and represents 
the type of areas to  be questioned. It is not pract ical  to  
attempt a comprehensive l i s t  of all possible conditions o r  hazards 

.at tendant f o r  a given t e s t  before completing the  analysis. The 
prime fac tor  in accomplishing an operation and t e s t  safe ty  analysis  
i e  knowledge of . the  equipment involved and its rela t ionship  t o  the 
surrounding equipment o r  system. 

REPRESENTATIVE CONSIDERATIONS FOR OSA 

Consider special  safety bar r ie r  requirements f o r  modification 
work; 

ounding o r  disconnection requirements f o r  work on . 
equipment; 

Determine t ha t  operation i n  one area, or  on one item of e q u i p  
rent ,  w i l l  not creste or  induce a hhaard i n  another area, or  
on associated items of equipment; 

Consider special  o r  addit ional  l ight ing requirements f o r  
rnodificstion work; 

Consider need fo r  special  personnel protective clothing and 
equipnmt (e. g., safety harnesses, breathing apparatus, o r  
goggles) ; 

Consider a l l  hazards associated w i t h  welding operations (e.g., 
t r ans iea t  currents, e l ec t r i c a l  interference, f i r e  and air 
contamination) ; 

Consider the need f o r  specia l  vent i la t ion requirements f o r  
personnel working i n  closed area,  oxygen def ic ient  conditicns , 
or  i n  contaminated a2r. ( e. g. , inside, tanks, o r  performing 
painting, welding, or  cleaning operations; 

Consider d a q e r s  associated with persomel workhg i n  proximity 
t o  high voltage; 

Consider the need f o r  backup power when working on primary 
power source; 

Wen dr i l l in ;  or  chipping concrete, investigate the poss ib i l i ty  
of contacting %r darcsging embedded pipe o r  conduit; 

- 
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4.2 (continued) 

11 ) Determine the probability of any task restricting egress 
from the work area by Socking passageways or doors w i t h  
equipment; 

12) Investigate hazards associated with installation and iemoval 
of explosive ordnance devices and electrical connec$ion to, 
or disconnection from, ordnance devices; 

13) Consider the need for special retest instructions; 

14) Consider the need for special entry/exit procedures; 

15) Ensure that provisions have been made to communicate w i t h  
personnel in isolated areas;. 

16) Review requireme~cs for warning placards; 

17) Consider safety precautions to be observed by personnel working 
on or around exposed electrical equipment; 

18) Consider the hazards involved when personnel are working 
around caustic, poisonous, or cryogenic materials; 

19) Establish special precautions for connecting or disconnectbg 
cables ; 

20) Consider electrical interference hazards stemming from use 
of electrical powered +&oh; 

21) Consider tha effects of status monitoring, or communications 
interruptions; 

22) Determine if spscial procedures are required to prevent 
induced faults when workina on primary power equipment and 
switchgear; 

23) Consider requirements for equipment isolation when working 
on elestrical or electronic power equipnent. 



NUMB€ R D2-119062-1 
REV LTR 

Appendix B 

Part I1 

OPERATIONS SAFETY RESEARCH 
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Appendix B 

Part I1 

OPERATIONS SAFETY ElESEARCH 

Linear Programming has had a wide variety of uses, but a common 
characteristic for all has been the optimum allocation of limited 
resources to accomplish a defined objective. The optimal com- 
bination of operations minimizes cost, period of performance, 
system output errors, number of operations required, nunber of 
operators required, and is least likely to cause system damage 
or personnel injury. The resources used to operate a system can 
be allocated so as to optimize system safety. 

1 a 2  DESCRIPTION OF TEiE LINEAR PROGRAMMING METHOD 

Linear Pro,aramming is a mathematical model which describes a 
characteristic of a system. For system safety engineers, this 
ckaracteristic is operational safety. Use of this meibhod 
requires tha$ all mathematical functions in the model must 
either be, or closely approximate linear, or be closely approx- 
imated by linear flmctions. Use of the model allows the pro- 
gramming, or planning, of activities to obtain the optimum 
level of safety. 

Line- programing is generally divided into six steps: 

1. Define the measure of effectiveness, 

2. Construct the model, 

3. Evaluate the model for optimal.results, 

4. Test the model and it's solution, 

5 .  Define the controls to ensure optimum results, and 

6 .  Assure that controls are b-plemented. 



1.2.1 Measure of Effectiveness 

The operational safety problem may be stated in two ways; 
(a) The degree of safety may be chosen, in which case the 
solution of the math model should be maximized. (b) If risk 
is chosen as the meawe of effectiveness, the solution of the 
linear model must be minimized. Note: For the discussion 
that follows, risk will be assmed as the measure of effectiveness.* 

1.2.2 Construction of the Linear Model 

It is necessary to find the values of the variables XI, x2, x3 ... 
+ which minimize the function of risk 

R = c 1 1  x + c2 x2 + ... cnxn. 

Where could be the hazard associated with each resource consumed, 
and ci% the increase in r for each unit of y. 

Constraints on the variables take the form of inequalities 

The limits bl, b2, ... can be the total available resources 
for the achievement of e task objective. This could be total 
manpower, pounds of propellant, electric pwer generation capa- 
bility, etc.. The coefficients all, a12, 
of each resource consumed by each unit of 

could be the BTU1s per pound of propellant, TNT explosive 
en rgy equivallency per pound of propellant, or amperes avail- 
able at man-machlne interfaces per w a t t s  of power available at 
the test equiporent. The specific units of aij depend on the 
he.zard, 3, and the resource bj. 

iiEnch tine the system is operated, there are two possible 
outcowes. Cne is that the tasks are performed without any 
equipment aware or personnel injury. The other outcome 
may be that sone injury or damage occurs. The probability 
of safe perfowmce e .  no danage, etc.) is P(s), and 
the ~ m h b i l i t > -  of an accident is P(A). P(A) is the risk, 
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1 .2.3 Evaluatina The Model 

The moat common method of solving linear programming problame i s  
the Simplex Method. To il lustrate this- method, a k m e  the linear 
model, 

Z = 31, + 5x2 

with constrictions, 
XI 5 . 4  

x; <- - 6 
3 9  + 2x2s 18 

X1 10, x 2 W *  

The possible values of ( x l ,  x2) coordinates are shown below. 

The 
F i g u e  3-7 - Possible Values 

shaded area represents a l l  possible combinations of x i ,  and x2 
-!. -.- sht  l c :' ths ?.w--.-alities xl 4 and x2 (, 6.  
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Adding the m a x i m  of the constraint 3x1 + % 5 18 yie lds  
the shaded domain shown below. 

Figure &8 - Maximum Value 
\ 

The maximum value for  the objective function, 

ex i s t s  i:: t h i s  domin, and could be found by trying some value8 
,'or 2 .  li' Z i s  X I ,  the l i n e  20 = 3x1 + jx2 l i e s  well i::slde the 
domain, ald there are pairs (xl, x2) which sa t i s fy  the con- 
st.rsir.ts k .  ci t,! e 0'- ,e :ti:.e s'i.:r _ tion. 2 must be higher i n  value. 
T?.e opti-:,- rslue will have 0x3:~ one pair ('., , x:) which u i l l  
solve the llr,a$r ?unction. 
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1.2.3 (continued) 

Figure B-9 - Optimvm Value 
The value of Z which i s  the optimuin i s  36 = 3x , + 5x2; and 
4 = 2, x i  = 6 a r e  the  desired values f o r  the  L p u t  variables 
which w i l  produce the  optimum. 

It is feas ib le  t o  use the  graphic approacb f o r  l i n e a r  program 
solut ion with up t o  three decision variables, X I ,  x2, and x3. 
Most object ive functions w i l l  have more than th ree  var iables  and 
the  solu t ion  can be found by use of a computerized Simplex Method. 
The sol?;tl.o?. by corputer i s  more complex thar. i l l u s t r a t e d  i n  the  
above example; however, most t e x t s  on Operations Research w i l l  
provide the  d e t a i l s  of d e t e r i c i n g  the op t i ea l  so lu t ion  by means 
of t h i s  a t h o d .  

1.2.4 TestS?? The Hodel 

Test the pa r t i cu la r  l i n e a r  model and the  optimal solut ion t h a t  has 
t ecn  deternined t o  ascer ta in  i f  it predic ts  sa fe ty  o r  r i s k  f o r  each 
a l t e rna t ive  combiration of operations with s u ' f i c i e n t  accuracy t o  
p e r r i t  va l id  decisions. If a t  a l l  possible, use h i s t o r i c a l  data f o r  
tLe s:rster wdsr study t o  simulate plst operations which have known , 

outcones (i.e., accidents,  incidents ,  o r  safe operation). Compre 
these outcomes with the  r e s u l t s  using the  l i n e a r  model with the  
historical data subs t i tu ted  i n t o  the object ive function. Much care 
G;,L-~LI  !2 ci;erci;ed t o  tls-srs t).rt the  mr.st,rnints derlved f o r  t h s  
8:-stem a t  present  were t r u e  when the  h i s t o r i c a l  datn was generated. 

- - 
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Define the controls on the system operation which the linear program 
indicates have a bearing on optimizing safety. Controls may take 
the form of safety standards or safety operating criteria. The 
requirements that certain operations must occur in series, in some 
ordered sequence, or concurrently form controls which can optimize 
saf ety. 

Asaursrce of Control Implementation 

When tyetems managers impose the recommended controls, monitor the 
system operations to determine that they do in fact tend to reduce 
risk. Review c f  accident and incident reports before and after the 
controls were implamented may be helpful. Direct c m c a t i o n  with 
the system operators is virtually essential throughout an entire iinear 
programming analysis, and is especially beneficial during the aeaur- 
ance phase. 

SHEET B I1 - 106 
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Network Analysis has been applied very succeasfdly fo r  increasing 
the efficiency of maflufactwing processes, decreasing the handling 
and shipping delays encountered i n  product distribution systems, 
and maximizing the probability of meeting program schedules, The 
method is very general and fundamental to  the simulation of systems 
or  combinations of operations. Applications may be possible for  
system safety analysis if analogies can be made between appro- 
pr iate  system characteristics and the concepts of flow and path 
length. For example, the object of an emergency egress system 
is to evacuate as  many people a s  possible i n  the shortest time 
possible, and i n  the safest possible way. The l a t t e r  objective 
considers the vulnerability of the escapees to  the accident created 
environment (heat, pressure, etc.) as well as  the inherent safety 
of the egress system in  use. The analysis of such an egress system 
would require three networks: one to  maximize the flow of people; 
one t o  minimize path leagths from work stations to  the defined safe 
area; and one t o  minimize vulnerability of the escapees within the 
constraints of each possible accident i n  the work area, I'he opfi- 
mum network must then be chosen, using the method of Linear Pro- 
gramming if necessary. 

The following paragraphs w i l l  summarize the network model and three 
uses of the method t o  ojtimize flow, path length, and path al ter-  
natives. 

2.2 GRAPHIC MIDEL 

'Ihe representation of the rea l  system or  s e t  of physical operations 
used i n  !Istwcrk Analysis i s  a graph consisting of junctions, called 
%odestt and connection l ines  called "branchest1, The junctions re- 
present ?~.nctional poi3ts i n  the system and the branches indicate 
the existing interfaces or interdependancies of tho functional 
points, If a flow i s  associated with each branch, the graph i a  
considered a nnetworku. In the graph example the junctions m e  
circles  and the branches are  the interconnecting lines. A ttchaintt 

F j  p r e  1-1 0 - GRAPH EXAMPLE 
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2.2 (Continued) 

i s  a ser ies  of nodes and branches that  comer; riact; ir of nodes. 
For example, one possible chain between 1 ar . 3 i s  (A .. '1, (2 ,4) ,  
(4 ,6) ,  (6,8) or the reverse (8,6), (6,4), (4,2), (2,l). If a 
dt-ection of flow through the chain is  specified, it is called a 
"path1#. A ci-sin ccnnectinq a mde to  i t s e l f  i s  tarried a vcyclan. 
A graph for  which-every pair of nodes are connectee through a 
chain i s  cdtled a nconnected graphR, A connected graph which does 
not contain any cycles is  a ntreen. One graph theorem s ta tes  that  
a graph containing n nodes i s  connected if it has (n-1) branches 
and no cycles, Suzh a graph would also be a tree. A branch i s  
ndirectedn jf a sense of direction i s  associated with it 80 tha t  
the node a t  one end can be considered a source and the node a t  the 
opposite end can be interpreted a s  a sink. A connected graph i n  
which all branches are directed i e  a ndirected graphn, If a 
directed graph i s  a network, the direction i s  assumed to  be the 
feasible direction of flow in each path. A network is nct directed 
i f  flow can occur i n  both directions along one or sore paths.' The 
ncapacityn of flow i s  the maxirmua feasible flov i n  one direction. 
Capacity can be any non-negative number from zero t o  infinity.  
If c a ~ a c l t y  i n  cat. c i i r a~ t io~r  aLcng a ~ a t h  i s  zero, the branch i s  
directed. If  all paths connected to a node are directed away from 
the node, it i s  a source. If all of the comected paths flow into 
the node, it is a sink. 

2.2.1 Maxinrm Flow Problems 

Consider a network with a source at one end and a sink a t  the other, 
anb assume no loss  of flow a t  sach internediate node. The ooject 
is  to  ietermine the feasible steady s t a t e  flow pattern which maxi- 
mizes the flow from the source t.0 the sink. 

w 
trMI?.'AL FU)W PFQELDl 

Figure B-7 1 . 
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Ihe flow capacity Is indicated fc-r each path by t h e  node from which 
the flow enters the, path. For example, the flow from 1 +& 2 can 
be 7, but the flow capacity from 2 t o  1 is zero. The solution of 
the notwork is  accomplished by the i te ra t ive  process of assigning 
and reassigning a feasible flow f o r  each chain from the source t o  
the aink un t i l  the positive flow capacity has been used i n  each 
chain. The to t a l  flow obtained this w c l y  w i l l  be opt-, but is  - not necessarily the only optimal flow pattern. 

One possible flow in the example is  3 along the chain 1, 2, 4, 7. 
Since only net flow through a path is significant, it i s  possible 
t o  assign f i c t i t i ous  negative flows i n  the reverse direction. The 
remaining capacity i n  each path of the chain is found by decreasing 

....the positive flow capacity on each path by the assigned flow valuo 
of the smallest capacity along the chain. The example then becomes 
the network shown below. n 

w 
NETWORK WITH A F U W  OF 3 THROUGH 1, 2, 4,&7 

Fi e El-12 
b s i g n  a flow of 7 thou&? 1, 3, 5 ,  7; a flow of 2 through 1, 2, 5 ,  
4, 7j a flow of 2 through 1, 2, 6, 7; and a flow of 3 through 
1, 3; 6, 7. The resulting network i s  o p t i ~ a l  i n  this case, since 
the to ta l  capacity of the sink, 17, i s  assigned. 

RFSVLTT!!? WlblORK WITH P, TOTAL FWW OF 17 

Flrure B-13 a 



NUMBER D2-119062-1 
REV :TR 

2,2,1 (Continued) 

l h i e  is a special case of the %uc-;'low min-cutn theorem which 
s ta tes  that,  fo r  any network w i t &  s single source and sink, the 
meximum feasible flow from source to sink equals the minimum cut 
value for  all the citts of  the network. A minimal cut is ahom 
below. From the thecrem, the valae of any cut provides an upper 
bound t o  ihe flow, ;- a the l eas t  uppep bound would then be the 
nmximm possible flow, 

iJETWORK WITd MINIMUM CUT SHOWN 
Figure B-14 

Had the mininnun cut been recognizrl a t  the beginning, the solution 
process could have r e w  shortened, and each chain would not have 
to be worked out. 

When networks become comp!.ex, it is  desirable t o  dhorten the 
solution by use of the c01f.p-~ter, This may be done h;r programming 
the computer t o  sum successive zuta through the network u n t i l  the 
m i r h u  cat i s  found, c r  by having the ccmjxter solve the feasibl3 
chains and assign flows un t i l  no positive flow capacity i s  l e f t  
i n  t i e  net::crl-.. 

A corre:ation t o  the cmorgency egress problem may be made i n  which 
the source i a  t h  location of the escapees a t  the  t ine of the alarm, 
lbe netmrk r s p r ~ s e n t s  t h e  alternate r m t e s  that the people my 
chc;cse, ~ r d  the sink may be the point a t  which a uafe environme%t; 
is  availatle,  This problem closeiy represents an escape situation 
where medical or rescue terns must stay together during eercape. 
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Consider tihe connected network shown below i n  which the length 
each branch is known. Ihe object is to  determine the shortest  
route from +Ae origin to  the terminus. 

Min+um Path Network 
m e  s%o%t%&oii of fmding the minimum path is to  start at  

of 

the 
origin and successively select the shortest paths to the adjacent 
nodes in ascending order of the i r  distances, When the terminus 
i s  reached, the shortest path should be identifzed. 

The distance f r o m  node t o  node is shown below in  tabular form. 

F i p r e  E l 6  - Distance Node t o  Node 

Step 1: The shortest distance to the clcsest adjacent node is 
7 t o  -4. Circle OA-7, write 7 over A node's column, 
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cross out the branches leading & A, as shown below. 

7 
NODE 0 A B C D E F G H T 

Figure B-17 - Step 1 
Step 2: The candidates for the next nearest nodes to A and 0 

are B and D. The comparison of distance fram 0 yields 
8 for B and 13 for D, so select B. Circle O M ,  write 
8 above B node's column and cross out a l l  branches 
leading to  B. Circle the node column when all choices 
have been considered. 

DL7 W 
Figure B-18 - Step 2 

Step 3: Candidates for nodes closo,st to 0 and B are D and E o  

E e  skizrtest route fron 0 to D i s  7 + 6 = 13 through A, 
and the distance to E from 0 is  8 + 4 = 12 through B. 
Select E and change m e  l i s t  as belcw. 

- 
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2.2.2 (Continued) 

B R A N a - ~ r n ~ C D - 2  DG2 m FD-2 GC-3 186 
LENGTH 

BW BD-6 CF-3 DF-2 EI-6 PC3 GF-5 H G 8  

F i g u r e B -  19 - S t e p 3  
Step 4: The distance t o  D from 0 through A i s  U and through B 

is 14, and from 0 t o  H t h o u g h  E is 12 + 6 = 18. 
Select D because it is the closest  to both E and 0. 
( G  is not a candidate because of the length 9 from EG 
and the length from 0 t o  G compared- to 0 to H OF' 

. 

0 to D). 

Figure  B-20 - Step I 

Step 5: Candidates f o r  new nodes closest t o  both D and 0 are 
C, F, 2nd H. The distance to  C from 0 is 7 + 8 = 15 
t h r o ~ i l .  A. The shortest distance to  D from 0 has been 
shown in step 4 to be 13, so the dist=ce t o  C and F 
through D is U + 2 = 15 i n  both cases. The shortest 
distance t o  H is through E, The distance OH i s  then 
12 + 6 = 18. Ncdes C and F are equidistant, so select 
iioth. Use the chain OAC o r  OADC since the distances 
are  equal. me modified table i s  shown below. When 
looking at C cross cut ail paths into C, other than 
frcs A c r  D uxi ;.!;en looking at F crcss out paths 
to  it  otner than from D. 
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2.2.2 (Continued) 

7 8 15 U 12 15 

Figure B-21 - Step 5 
Step 6: New nodes c loses t  of 0 end C ars F and G. Path CF 

has been elhinated in step 5, but Gis still a 
candidate. E e  distance to G from 0 through C i s  
15 + 3 = 18, and th-ough D is 13 + 6 = 19. The 
path from 0 to H through E has not yet been elimi- 
mted, and it ties with the other OACG path at 
12 + 6 = 18. Because o f  the equality select both 
node G (through C) and node H. 

7 8 15 13 12 15 18 18 
NODE @) 0 @ F G H T 

Figure B-21 - Step 6 
Step 7: Consider no2es F, G, and H. The next new node i s  T, 

tile termi.ms, 2 ;e  di.slances through Fy G, ~ind H t o  
T are 15 + 9 = 24 for F; 1.8 + 8 = 2b for G; and 
18 + 8 = 26 for i?, Tha shortest  path is, therefore, 
?. t .xo~$~ F. I h e  find t ~ b h  appears k e i c w ,  'ille 
minimal path through the network is ident i f i ed  and 
is  O,A,D,Z',T. 
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(Continued) 2.2.2 

7 8 1 5  3.3 3.2 15 18 18 24 

Figure EL23 - Step 7 

The correlat ion of the xnhimum path network to the emer ncy escape 
problem depends on t he  assumption that the  egress r a t e  f o r  the  
velocity of the  escapees) is the  same f o r  all paths. The objective 
i s  t o  se lec t  the  shortest ,  and, therefore, the f a s t e s t  path t o  the  
safe  place a t  tha terminus. The escape r a t e  may not be equal f o r  
all paths. In t h i s  case, use time instead of distance to  s e l ec t  
t he  quickest path, which may not be t h e  shortest  in distance. 

2.2.3 Minimum Spanning T r e e  

A variat ion of the Minimm Path Problem is the sslection of the 
minimum path f o r  a t r ee  connecting all nodes. T h i s  t r e e  could be 
used during the  design of sn egress system to  assure the  optimum 
placement of egress equipment r e l a t i ve  t o  the  work locations of 
personnel. A s  an example network, r e f e r  t o  the  one used i n  t h i s  
appendix i n  section 2.2.2. If there a re  some constrs-hts  t o  the 
salen3.on of roctes of ezress, these should be defined a t  the  
start of the  analysis. A typical  co~s 'u rs in t  m y  be the  flow 
c.:p,-:*v,v along each brznch. Another constraint  ray be the  degree 
of vulnerabil i ty of the escapees in each r o - t e  re la t ive  t o  l i k e l y  
accident induced envirr -onts .  To simplify the solution explana- 
tion,no c o n s t r ~ i n t s  w i l l  be considered. 

The nir.irr.1 spsming t r ee  can be determined in a straightforward 
manner. &<inning with any node, the  f i r s t  s t ep  i s  t o  pick the 
shor tes t  possible branch t o  an adjacent node. The second s tep  is 
t o  f i n d  t h e  new node which i s  c loses t  t o  e i the r  of the two connected 
nodes e3d add t h e  appropriate branch. This process i s  continued 
u n t i l  a l l  nodes have at least  one branch connecting them t o  the  tree.  
The result ing network derived i n  t h i s  way i s  a minimum spanning tree.  
Further, the f i r s t  noce selected has no bearing on the result ing 
t ree ,  i f  brencb length i s  the only variable. I f  constraints must 
be considered, orientat ion o r  cer ta in  node pairs  m y  need t o  be 

i 4  f& 1 .-.... . . , . Gi.1.c :: iij. come ., ce .. . L-. hi; "... L $  :, LC &id L::J ,~:.s 1Jr..,:5;, 
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2.2.3 (Continued) 

to the network, and then solve for the minim spanning tree in 
the remaining portion of the network. 

EgANPLE MINIMUM SPANNING TREE 
~ili3ll-e B-24 

Us,ing the example from section 2.2.2, the minimum spanning tree 
connecting all nodes eppears as above. This represents the 
smdlest totrJ. branch length that w i l l  connect all nodes. had 
the path DC been preclcded from choice by some constraint, the 
branch CF would have been used to connect C into the network. 
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Appendix C . 

FAULT TREE ANALYSIS 
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FAULT TREE ANALYSIS now 
ANALYSIS ACTIVITY 

The following problem solving step are consiCered essential for 
a systems approach to safety. These steps will enable the risk 
of undesired (hazardous) events identified in the system to be 
maintained at an acceptable level. Starting with the System 
defkition and information pertaining to the system configuration, 
then the step are: 

1 ) Identification of undesired events; 

2) Structuring identified undesired events into a fault tree; 

3) Determination of fault inter-relationships; 

4 )  Evaluation for Wkelihoodw of identified undesired eqents; 

5) Trede-off decisions and/or corrections. 

As depicted in Figure C1, steps i) and 2) above are necessary to 
develop what is commonly known as a nTopn logic diagram. The top 
logic aiagram plays an essential part in performing a system safety 
fault tree analysis. It is a swt ing  guide which snows how and 
where the fault tree is to be developed (or expanded) by further 
analysis activity. It organizes all of the system unique logic 
relationships into a pattern whereby the system hardware and softr 
ware functions can be analyzed in an orderly and logical manner. 
This means that the top mu~t be structured so that, the end analysis 
is complete in satisfying what is defined by the top undesired 
event(s) . 
System unique logic relationship variables which must be care- 
fully s+,rucbxred are things such as: a) systeiil operstion modes, 
b)mission phzses and/or opera",oons, c) the degree of man/machine 
relctionrhip In ths sys\en, d) inter-rslationuhips c;" the Centers 
with the system functions, and e) functional order of the system. 

This list, of relationship variables covers the top structure 
gross consideratioris, sr.2 in9i':~tcs the tj-pss of sztivl. ty in-;cl;.e?.. 
The system unique logic relationship variables will vary with the 
different systems beic~ analyzed, with the decree of difference 
depending upon the similarity betueen systems. 

As already stated, the top logic diagram is a strrting nguiden 
for a complete system fault tree dysis. This means that once 
the top is started it is not necessarily "cast in concrete", but 
is subjest; to change as analysia activity progresses. Experience 
has shown that as an analysis proceeds to completion, more 
system information and understanding is gained. As system inform- 
ation arid uri;&rstcs.Lirld &-;olop, mouification to the top logic 
diagram is required to reflect this ccrrent knowledje. 
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1 .I (Continued) 

Step 3) is the actual  develoynnt of the  logic  'diagrm- This 
Is the point where analysis  a c t i v i t y  proceeds from the top 
logic  diagram structure and continuas through the hardware level. 
Thie s tep  is  the foundation of a f a u l t  t r e e  analysis. The f a u l t  
mode relationships, once correct ly  snd completely structured, 
w i l l  usually never change - unless hardware design changes occur. 

Step 4 ) i s  an evaluation of the  completed f a u l t  t r e e  f o r  the  
purpose of: a )  determining the  likelihood of ident i f ied  events, 
and b) determining the  iden t i ty  and ranking of nchainsa of events 
and event relat ionships leading t o  the iden t i f i ed  undesired 
event(a). Evaluation can be accam ished by rigorous mathematical 
processes (quanti tat ive evaluation P' or  from in tu i t i ve  (inductive) 
methods. However, the results obtained (quantitative/inductive) 
w i l l  only be a s  complete a s  the  applied rigor. U s e N  r e su l t s  
can be obtained from evaluations made during the  course of 
development of the  f a u l t  t r e e  analysis. 

Should a quanti tat ive evaluation be wquirad, an equation can be 
writ ten f o r  the en t i re  f a u l t  t ree.  I3y use of Boolean algebra, 
Lambda Tau methods o r  Mon+,e Carlo methods the equation can be 
s iup l l f  ied and solved t o  give a meaningful solution. Except f o r  
very small t rees ,  the  use of a computer i s  required. See the 
l is t  of references f o r  sources of information on employing these 
mathematical solutione. 

Szep 5 )  If it is determined through the  evaluation of the f a u l t  
t r e e  (or  as a r e su l t  of other analyses) t ha t  corrective action 
is  required, the f a u l t  t r e e  ~ s a l y s i s  itself is a valuable source 
of i?rfonnation f o r  change decisions. Proposed corrections such 
a s  design changes, procedure changes, etc., can be evaluated i n  
tho context of the fault t rea t o  detsrmine a ro ia t ive  measure of 
improvement. 

In order ts rchieve a meaningful and useful analysis, two 
i ~ p x b t r i t  ~ o i n t s  must be enphasized. F i r s t ,  the  output of an 
~ r ? . ? ~ ~ i s  i s  only cw ..-CL::a? , l e  and re l i ak le  ar; the  qual i ty  and 
quantity of e f fo r t  and information going in to  the analysis. 
Second, hardware and operating procedures configuration control 
must te rnainisinej a t  all times t o  avoid erroneotls conclu~ions  
baing drawn from the analysis. 

1 .2 PROCRGM ASTIVITY 

The Fault Tree technique can be uaed t o  perform a complete 
system-integrated aaalysis ,  or  ?or J. ~ m l l  problem containing 
l e s s  t h r n  ten c - ~ e n t s .  In  any case t h e  :'low sequence of analysis  
w i l l  follow the outl ine t o  same degree as described below. 
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1 .2 (Continued) 

Tho flow of activity necessary for a complete ~ystem-integrated 
fault tree analysis should follow a gattern as shown in 
Figure C2. This flow takes h t o  consideration the eteps required 
to perform an analysis, along with the difficult task of con- 
solidating the event analyses into one complete system/mission 
oriented analy sir. 

As shown in Figure C2, the first step in the analysis program 
development is the structuring of the top logic diagram. After 
a suitable top has been structured and agreed upon by all involved, 
each of the analysts is assigned specified portions of the fault 
tree for further development. While the analyses are being con- 
ducted, the task of reviewing the output of each analysis and 
combining the output into one complete systemr; a&jsis ie per- 
formed by those who de-doped the top diagram. *&en the analyeis 
for systec safety is complete, it will be documented. 

An important factor necessary in accomplishing a system-integrated 
analysis is effective c o d c a t i o n s  on a nday-to-day11 basis 
between all the e..ysts inolved. 

I 1 .3 FAULT TREE I - 

.The following guidelines may be used to achieve a consistency 
of approach and t~ assure analysis completeness. 

1) Structuring should follow the rules and symbolism used in 
this appendix, since they are well standardized throughout 
the aerospace industry. 

2) Each fidiamondn event should have the following information 
and reason for ardysia termination of the event: I 
(s) Insignificant (with rationale), or 

I (b) Lack of system information, or I 
(c)  Identification of other analyses which satisfactorily 

endyze tt3 failure modes and system effects for that 
event, 

3) Development informstion sources should be identified by 
s$hen~tia, flow, tins, mschanical, electrical. operation, 
wintenanre drcuing atd,"or document numbers, The revision 
date and/or number m x ~ t  be included for each sowcs. This 
source information must be included as part of each submittal. 

J 
SHEET C-104 
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. 1.3 (continued) 

4) Each analyst must utilize the fault t m e  alphabetic code 
assignments made in the computer draw program, if oae 
t. king us&. . A . . L - *  

5) Revision codes should be included by each analyst and can 
be based on the standard practice of assigning progressive 
alphebetic characters beginning With A. 

6 )  Identify all components and subsystems by part number. 

1.4 Drawing the Tree 

In some cases, the analysts may make hand sketched trees, and 
docu~v~nt the avaluation and conclusions. In other cases, where 
more compliccted trees are involved, and presentations to sub- 
stantiate the conclusions must be made to managment, then 
formal drafted trees may be prepared. Where complicated integ- 
rated systems are being analyzed, there are computer controlled 
drsfting systems available. See the list of references for 
sources of information on these aystew. 

. 
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A f a u l t  tree i a  a diagram of the logical  relationships of perallel 
and ser ies  combinations of independent personnel o r  equ ip~ea t  s u b  
system and component fa i lu res  and noi.mal operating modes that can 
resu l t  in a specified undesired event, T h i s  diagram can be cuanti- 
f i ed  to provide a re la t ive probability of causing the specifmd un- 
desired event by means of each path leading t o  t h a t  event. Paths 
baving high re la t ive  probability are considered dominant over paths 
of low probability. 

The following sections discuss basic rules, definit ions and methods 
of the f a u l t  t r ee  technique. 

m DESCRIPTION 
The term waventw denotes a dynamic change of state tha t  occurs t o  
a system element, where an element i s  i&lusive of harduare,' software, 
personnel and environment. If the change of state is such that the 
intended function of the particular element is  not achieved, o r  an 
unintended function is  achieved, the event i s  an ahnornal systen: 
function o r  "fault event." I f  the change of state is  such tha t  the 
inteaded function occurs a s  p l m e d  (designed), the event i s  then a 
normal system function or  "nard event." Thus, two types of events 
ex i s t  -- those which are not intended and those which a re  intended. 

Fault events can be divided into two categories: basic events and 
gate events. Besic evmts  are  events whereby system elements (usually 
a t  the component level)  go from an unfailed s t a t e  to a f a i l ed  state, 
and are  related t o  a specific fa i lu re  r a t e  and f a u l t  duration time. 
These events a r e  used only a s  inputs to a logic  gate (never a s  out- 
puts) and a re  therefore independent events. On a f a u l t  tree,  basic 
events are  depicted by a c i rc le  or a diamond. A gate event is the 
event (or system fai lure)  which resu l t s  from the output of a logic  
gate. Since the gate event i s  dependent upon the input events and 
the type of logic gate function, it is therefore a dependent event. 
It must be noted tha t  the gate event is not the logic  gate i t s e l f ,  
b ~ t  L3e r e su l t  of the lc& &e knc t ion  and the input .events. The 
gate event is  depicted 57 a rectangle above the logic  gate. A s  f e u l t  
t ree  developaent progresses, gate events on one l eve l  become inputs 
t o  gate events on the next higher level. (see Section 2.3 f o r  
examples. ) 

In the f au l t  t ree  anslysis of a system the inherent modes of fa i lu re  
of system elements are  delineated a s  pr imry,  secondary and commanu. 
These fa i lu re  modes a re  referred t o  a s  "primary events," "secondary 
events," snd vtcomnd eventsn respectively, and a re  depicted on the 
f a d t  t ree  as the cozbinstion of basic events and/or gate e ~ ~ e n t s .  In 
other words, these events a r e  generally ident i f ied a t  a gate event 
level,  and depending on the leve l  of analysis, a r e  further developed 
ur.t41 tke e-,-e?.t can be i d s n t i f f e ?  i n  t e r m  of &sic events. 

SHEET C-201 
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2.2 (continued) 

In a fault t r e e  analysis, the  dynamic change of s t a t e  t h a t  occurs 
t o  a system element is defined as a binary type event. That is, 
a mystem element is always i n  one of two states, ON o r  OFF. The ON 
s t a t e  (or  1 ) corresponds to a f a i l ed  condition and the  OFF s t a t e  (or 
0 )  corresponds t o  an unfailed condition. The example below i l lus -  
trates the  binary manner of a system element. The element operates 
normally (OFF s t a t e )  until f a i l u r e  occurs (ON s ta te ) .  After the  
fault event occurs (dpamic change of s t a t e )  t he  element remains 
failtrd (ON state) u n t i l  repair of some s o r t  has been effected. When 
repair  is  accomplished, the  element re turns  t o  the unfailed s t a t e  
(OFF). By representing events and gates in a binary manner, f a u l t  
t rees  can be analyzed by the rigorous techniques oE Boolean algebra. 

Bmnt Duration Time Event Duration Time 

ON 1 
P - 

STATE OF 
ELEMENT OFF 0 I I I 

C D 

A - Time of 1 s t  f a i l u r e  
B - Time Ist f a i l u r e  is repaired 
C - Time of 2nd f a i l u r e  
D - Time 2nd f a i l u r e  is repaired 

2.3 SYMBOLS 

Rectannle 

The rectangle iden t i f i es  an event (gate event) thst resu l t s  from 
the combination of fault events through a logic  gate. The rectangle 
is  a lso  csed t o  describe a conditionel i n ~ c t  t o  a functional condi- 
t ion  IKHTBIT gate 

Circle - 
The c i r c l e  describes a basic f a u l t  event t ha t  requires no fu r ther  
development. The frequency and mode of f a l l w e  of items so ident i f ied  
is  derived from empirical data, The rcte of occurrence of szch a 
pr;rar;- eve2t i s  r ;omdly  the ceneris  f a i l u r e  r a t e  of the cocipor.ent 
f o r  the psrticLLar f a i l x e  noite. 

SHEET C-202 
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2.3 (continued) 

House - 
The house indicates an event t ha t  mast occur (cr i s  expected 
to  occur) due to normal operating conditions i n  the  sptom. ':he 
house does not  indicate a fault event, In example is a pi?ase 
change in a dynamic system, such as the landing, f l i gh t ,  u d  t.-.ke-off 
phases of an a i rc ra f t .  

The diamond describes a f a u l t  event t h a t  is considered basic in a 
given f a u l t  tree. The possible causes of the  event a r e  not  developed 
e i iher  because the  eve3t is  of i n ~ ~ f i c i e n t  ,tome:uence or thb 
necessary infomation f o r  fu r ther  deve2.0pment i s  unavailable. It a l so  
can indicate non4eve lop~ent  because an analysis  already ex i s t s  that  
is  of sa t is factory depth and breadth. Whish of the  three uses t h a t  
applies, should be indicated f o r  each diamond on the  tree. 

The oval i s  used t o  record the  conditional input t o  a random condition 
INXBIT gate. It defines the  s t a t e  of the  system tha t  pemnits a . 

f a u l t  sequence t o  occur, and may be e i ther  normal t o  the system o r  
resu l t  from fa i lu res ,  It is  a l so  used k indicate the necessary 
sequexe of events required t o  pass through an "ANDn or an llORfl gate 
function. 
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2.3 (Continued) 

Double Diamond 

The double diamond is used in the simplification of a f a u l t  t ree  
fo r  numerical evaluation. The event described results frm the 
causes tha t  have been identified, but are not shown on a particular 
version of the f au l t  t ree  being examined. 

"ANDtt Gate 

The "ANDn gate describes the logical operation whereby the co- 
existence of a l l  input events is required to  produce the output 
event. The f au l t  duration time of an "ANDn gate is expressed in 
terms of the input fau l t  duniiion times. 

Example of "AI?DI1 Gate Usage: 

Circuit 

Light 
nCn Off 

FAULT TREE 
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2.3 (Continued) 

Another example of "ANDm Gate Usage: 

Circuit 

Light "C" u 

FAULT TREE 

The nORm gate defines the situation whereby the output event 
will ex is t  if one or more of the iriput events exists.  The 
fault duration time of an ltOiill  gate is expressed in terms of 
t i e  input fault duration times. 

Ci.i 2 or wore Inputs 

SHEET C-205 
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2.3 (continued) 

Example o f  tlORn Gate Usage: 

Circuit 

Light "C" '7 

FAULT TREE 

Another exam1 -, of "ORtt Gate Usage: 

Light "C" 13 

FAULT TREE 



2.3 (continued) 

nPRIORITY AND" Gate 

T h e  "PRIORITYAND" gate performa the same logic function as the 
"ANDn gate with the additional stipulation that sequence aa well 
ae co-existence is required. 

"CONSTANT FAULT DURATION ANDn Gate 

The "CONSTANT FAULT DURATION ANDn gate symbolized describes the 
same logical function ao the nANDtl gate except that the fault 
duration time of the output event is not dependent upon the fault 
duration times of the inputs. The fault duration time of thts gate 
is determined as a function of the system operation. 

! ,r- Output 
;-= . 

i I--- ,.. 
. 2orKore Inputs 
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2.3 (continued) 

Examle of nCONSTANT FAULT DURATION ANDn Gate Usapes 

Consider the undesired event "Rocket Motor Inadvertently Ignited.'t 
Assume the llarmedn resu l t s  in a warning l i g h t  prompting immediate 
repair  action. If the "aruiedn event occurs and the warning system 
is working, the f a u l t  duration time is one unit. I f  the llarmedtl 
event occurs and the warning system has fa i led ,  the f a u l t  duration 
t im is  naturally.longer, being dependent upon how often the monitor- 
ing system i s  hmctio&lly checked. 

Inadvertently 
Ignited 

Saf e-Arm Ignition 
Mechanism Current 

Arrred Present , 

A c 1 Unit Fault Duration 

I I Time 

Missile Missile A t =  1 Unit Fault Duration 
Armed Time + Monitoring 

A ' System Functional 
Check Time 

I ~a16t-I 
Dura~ion ( 3  Monitoring fi " System & Check 

Time) 

Missile Hec hanism 
 ioni it or System 

Fa i lu re  1 .  

FAULT TREES . 
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2.3 (Continued) 

"EXCLUSIVE ORn Gats 

The "EXCLUSIVE ORn gate functions as an OR gate with the r e s t r i c t i on  
t h a t  s p c i f i e d  inputs cannot co-exist. This gate w i l l  not respond 
t o  the co-existence of Two o r  more specified Input events. 

Rest r ic t ion 

- 
Example of nE.'YCLUSIVE ORn Gate Usage: 

Aasymetric 
Thrus t 

Assume: Twin, aide mounted engine vehicle. 

The nCONSTANT FAULT DURATION ORn gate performs the same function a s  
the nORn gate except that the f a u l t  duration time of the output event 
i a  not dependent upon the fault duration times of the inputs. The 
f a u l t  duration time of the output event i s  s t r i c t l y  dependent upon 
system operaticn variables, and rcust be determined from system 
information ra ther  than i n  terms of the input event f a u l t  duration 
times. 

2 or  More Inputs 
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2.3 (Continued) 

VNHIBITn Gates 

nINIiIBIT" gates describe a causal relationship between one f a u l t  
and another. The input event direct ly  produces the output event 
i f  the indicated condition is  satisfied. The conditiond input 
defines a s t a t e  of the system that  permits the f a u l t  sequence to  
occur, and mapk either n o d  t o  the ayetern or result from failures. 
The c o n d i t i o d  input i s  represented by & oval i f  it describes a 
specific fa i lure  mode and a rectangle i f  it describes a cocdition 
that  may exis t  for  the l i f e  of the system. The conditional input 
i s  further described on the following pages. The logical "INHIBITn 
functions a re  symbolized in f a u l t  t rees  a s  follows: 

Condition 

Input 

tlFUNCTIONAL CONDI'I'ION INHIBITv Gate 

The "FUNCTIONAL COIdXTION IiiXIBITn gate provides a means fo r  
applying conditional probabilities t o  the f a u l t  sequences. If the 
input event occurs and the 'lconditionn is satisfied, an output event 
w i l l  be ~snerated.  The duration t i m e  of the output event may be 
either the duration time of the f a u l t  input or be separately 
generated. 

Condition 

Input 
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2.3 (Continued) 

Example of HFUNCTIONAL CONDITION I N H I B I T H  Gate usage: - -  

by B l m u t  
an&,-dat Road 

that Road 

Cause Blowout 

VfANDOM CONDITION I N H I B I T n  Gate 

The nRANDOM CONDITION I N H I B I T n  gate is the same as the nFUNCTIOI?AL 
CONDIPION I N H I B I T n  gate except that the status of the conditional 
i n p ~ t  "Va u wPa;LI'3M C3h'DITIOEr I N H I B I T n  gate is  variable while it 
remains constant i n  the flFLUCTIONAL COHDITION I N H X B I T n  gate., The 
fault duration t ime  of the output event 13 always generated within 
the gate, 

Example of llRANDOM D?HIBITn Gate Usage: 

pGiq 
Line Broken in 
Wheel Well I n 

... . 
Tire ~ x ~ l o s i o n  
in Wheel Well 
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2.4 SPECIAL SPMBOLS 

2.4.1 WATRM"ate, Introduction 

Variable Trw I 

Tbe WTRIXn gate is w e d  to d e x r i b e  a s i tua t ion  i n  which an 
output event i s  produced f o r  cer ta in  combinations of events a t  
the Inputs, A matrix shoving the event combinatlone t ha t  produce 
the  output event accompanies each usage of this symbol. 

Examle of WARIABtE TYPE MATRIXm Gate Usaae 

ire A l ,  A2 or A3 f 
h a  voltage on it I* 
and shor ts  to Wir 
b 

Faults Allowing 
A l p  A2, A3 t o  
Short t o  B 

- . - -  . .. . -  
I I 

A1 Shorts t o B  1.0 0 0 
4-- . 

A? Scrts  to B 0 --- 
A3 Shorts t o  B , 0 . -. 

Faults Allowing 
Power on A2, A2, 
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I Airplane 
Crashes jitm:.-1 'T' 

3. Pitch 

Airplane 
Faultr 

Feu1 t s Causing 
Rudder to Jam 

Roll 

Pitc?. 

Faults Causing 
Aileron to Jam i 

- 

Faults Causing 
Thro%tle to Jam I 
on High rpm u 

-.- -- 
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2.4.2 Introduction t o  Advanced Concepts in the Usaae of the Matrix Gate_ 

In f au l t  t ree  analysis of systems A d  subsystems m m y  f au l t  events 
are  used repeatedly in order t o  denote the prcIper sequence of logic 
leading t o  an undesired e ~ e n t .  Frequently the redundant f a u l t  events 
are related t o  one tacothe? by a second fau l t  event, resulting i n  a 
unique combination of events. When tfiase combinations are  expressed 
by conventional f au l t  t ree  techniques, the result is  usually long 
and repetitive. The Matrfx Gate is a method by which f au l t  t r ee  
diagram construction is simplified w i t h  reference t o  permutations 
of redundant (or similar) f a u l t  events. 

It must be emphasized that the Matrix Gate is not a unique logic 
operator i n  f a u l t  t ree  analysis techniques. The Matrix Gate is  
merely a simplified or abbrevjated representation of an already 
existing portion of a f a u l t  tree; the existing portion of a f a u l t  
t ree  being a ser ies  of two-input AND gates (with related inputs) 
summed together by an OR gate. 

Uhenever the Matrix Gate is  used it is accompanied by a m&, 
whose elements are the redundant (or similar) f au l t  events. 'Ibis 
matrix is necessary i n  order to  denote which comaA.nation of events 

' 

are applicable t o  tilt. analysis, the to t a l  nunber of combhtions,  
and the probability of a particular combination resulting in the 
undesired event. 

In order fo r  the M ~ t r i x  Gate to  meet all possible situations it i s  
necessary for  two types of gate to  exist; the variable type Matrix 
Gate and the conditional type Matrix Gate. The variable type gate 
handles situations where both of the inputs t o  the gate consist of 
f au l t  events ( f au l t  events being referred to  a s  variables). The 
conditional type gate handles situations where one input consists 
of fau l t  events (variable) and the other input consists of condi- 
t ional evants. 

Example l ( ~ i g u r e  ~ 3 )  i s  a gene~alized case using the variable 
type Matrix Sate. Fault events A 1  , A2, A3 and A4 are unique but 
similar and fau l t  events B1, R2, B3 and B4 are unicpe but similar. 
The Boolean Expression derived fron the sample f a u l t  t ree  agrees 
with the Boolean expression extracted from the Natrix Gate m d  i ts  
associated matrix. 

2.4.2.1 Variable Type Matrix Gate 

Example 2 (Fluore CL)  is  a typical problem ip which a four-wire 
cable is t o  be analyzed. The wires ere identified as  Al, A2, A3 2nd 
B. :':;Car st..r,?L;.- cperstiag conditions, asstime that  none of these 
wires carry v o l t n ~ e ,  and furthersore, tbst wire 3 13 an ord2ance 
l ine  and wires A l ,  A2 and A3 carry vol tage at cer'tain discrete time 
intervals. T:?e lndes i red  even; is wire A1 , A2, or A3 shorting to 
wire B and a t  the same time having voltage on it froa a f a u l t  
condition a t  the voltage source. 
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In t h i s  example the events which cause wire A1 t o  shor t  t o  wire B 
w i l l  be similar  to  the events which cause wire A 2  t o  shor t  t o  wire B 
and wire A 3  t o  shor t  to wire B. For example, they coul2. be shorts  
caused by an insulation f a i l u r e  o r  a primary wire fa i lure .  The rb  
fore, the  f a u l t  conditions of these three wires a r e  unique, y e t  
similar. Since they a re  similar ,  they a r e  drawn only once k t h  the 
Matrix Gate, instead of three  times under conventional techniques. 

The fault events which allow power onto wire A1 may o r  m y  not be 
similar  t o  the  events which allow power onto wire A 2  or  A3,  depending 
upon the c i rcu i t ry  involved. If the fault events a r e  similar ( o r  
the same) the Matrix Gate can be u t i l i z ed  eas i ly ,  with the  f a u l t  
event drawn only once. However, if the f a u l t  events a r e  completely 
differena f o r  each wire, the Matrix Gate becomes more complex, and 
each d i s t i nc t  f-:At event must be dram (with l i t t l e  saving over 
conventional techniques). Since the  c i r cu i t ry  a t  the voltage source 
is  not developed i n  t h i s  example, an assumption w i l l  be made , t h a t  
the f a u l t s  a r e  similar  f o r  each wire. 

The 3 x 3 matrix drawn i n  Example 2 points out  the combinations of 
i n t e r e s t  i n  t h i s  par t icular  analysis. The boxes which contain a 
I1onel' a r e  the  combinations of concern. These boxes, f igurat ively  
speaking, say t ha t  Itthe f a u l t s  allowing power on wire A l "  a re  ANDED 
with "the f a u l t s  causing wire A1 t o  short  t o  wire BI1, and Itthe f a u l t s  
allowing power on wire A211 a r e  ANDED with Ifthe f a u l t s  causing wire 
A 2  o short  t o  wire Bny and Ifthe f a u l t s  allowing power on wire A j n  
are  ANDED with Itthe f a u l t s  causing wire A 3  t o  shor t  ta wire Bn which 
a re  a l l  s m ~ e d  together by an OR gate. 

The significance of ueing a Matrix Gate in Example 2 m y  not be 
readily apparent, but suppose the  four-wire cable had been a 50 wire 
cable. Instead of drawing 50 i t e ra t ions  of wire shorts  combined with 
f au l t s  allowing power on tine wire, tbd Matrix Gate requires only one 
i t e ra t ion  cf the combination. The tediousness of drawing and r e s d h g  
superfluous informa.tton has been eliminated, ye t  the necessary 
information i s  not los t .  

Condition Type Matrix Gate 

ExqCe 2 de~ons t ra ted  the h t r i x  Gnte with both of the inputs zs  
variables. That is, both of the inputs t o  the gate consisted of . 
f a u l t  conditiona. A s e c o ~ d ,  and s l i gh t l y  di f ferent ,  way of using 
the Matrix Gate is with one input a s  a variable and the other input 
as a coniition. This type of usage i s  f i t t e d  f o r  s i tuat ions  whereFp 
t h e  Matrix 5 ~ t e  is emplo::ed t o  replace i r h i b i t  Gates which have 
similar or  redundant inputs. Example 3 depicts  t h i s  type of ussge. 

- 
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(Continued) 

Example 3 (Figure ~ 5 )  deals with a car  and highway situation. I n  
t h i s  example a car is  analyzed f o r  the undesired event "car wrecku 
and the  only f a i l u r e  modes being considered are: 1)  blowout, 
2) l o s s  of steering, and 3) brakes locking. In addit ion t o  analyzing 
the car  t o  determine the causes of theae f a i l u r e  modes, cer ta in  road 
conditions a r e  placed on each f a i l u r e  mode. These conditions are: 
1) the road being wet, 2) the  road being dry, and 3)  the road being 
icy. 

A s  is  apparent from the f a u l t  t r e e  shown i n  Example 3, the  variable 
inputs t o  the Inh ib i t  Gates a r e  redundant, and r e s u l t  in  a unique s e t  
of combinations. T h i s  unique s e t  of combinations r e su l t s  i n  a long 
and repet i t ious  f a u l t  t ree ,  which can be effect ively  reduced i n  s i ze  
and complexity as shown. 

The 3 x 3 matrix shown in Example 3 demonstrates t h a t  nine unique, 
but re la ted combinations r e s u l t  from this par t icular  example.. Fur%her- 
more, it shows which f a u l t  event i s  combined with which conditional 
event, and the  cumber of times each event i s  combined. 

The Efatrix 

Now tha t  the Matrix Gate has been exemplified in a simple and concise 
manner, a small adjustment fac tor  must be introduced. This adjustment 
factor  involves the "one" and "zerow placed inside the boxes of the  
matrices. These numbers a re  i n  ac tua l i ty  probabil i ty numbers which 
represent the probability of an I d t i b i t  Gate allowing each combination 
(of f a u l t  events) t o  r e su l t  i n  the undesired event. To be specif ic ,  
an Inhibi t  Gate is located betweexi each AND gate combination and the 
c-LuTiming OR Gate. This ffhiddenu Inhibi t  Gate does not  appear in the  
f a u l t  t r ees  of Examples 1 ,  2, and 3 because the probabil i ty of a 
par t icular  combination resul t ing i n  the  undesired event has been 
assumed a s  one or  zero. When the pmbabi l i ty  was zero f o r  a cer ta in  
combination t h i s  meant t ha t  the combination was e i t he r  impossible o r  
not d e ~ i r e d  f o r  analysis. When the probabil i ty was one f o r  a cer ta in  
combination t h i s  meant that  when the two events occurred, the  undesired 
event was immediately realized. The ,mobability of the combination 
resul t icg  i n  t i e  end event i s  not always one or  zero, but frequently 
sone value in-between. 

Example 4 (Figure C6) i s  a continuation of Example 3, except the 
"hi6denff Inhibi t  Gste is  shown i n  the diagram. This example demon- 
s t r a t e s  the probability involved fo r  real iz ing a car wreck given tha t  
a car f a u l t  occurs and the  appropriate road condition i s  fu l f i l l ed .  
Tnke f o r  exnmple the fa.J.t t r e e  path "blowout on a wet roadff. When a 
blowout occurs and the road is  wet it does not necessarily follow tha t  
there w i l l  5e a car wreck. There i s  a cer ta in  probabil i ty irLvolred 
fo r  a blowcidt on a wet road t o  result i n  a w e & ,  and t h i s  probabil i ty 
is  represented by an Inhibi t  Gate condition. The probabil i ty of t h i s  
condition is placed inside the matrix which accompanies the Matrix 
G f  t r .  
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(continued) 

The probability numbers i n  the matrix should not be taken aa the 
probability of two f a u l t  events being combined together. These 
numbers indicate the probability tha t  two combined f au l t  events 
w i l l  resul t  in  the undesired event a f t e r  they have s t a t i s t i ca l ly  
been combined. Example 5 (Figure C?) shows the generalized case 
and the mathematical equations involved. 

Conclusion 

The preceding discussion provides evidence tht the Matrix Gate 
and its associated matrix successfully represent a condition of 
similar or redundant fault event combinations i n  a sircple and 
concise form while a t  the same time yielding all of the qualitative 
information involved. 
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204.3 Transfer Symbols 

The "transfer" symbol is used t o  allow continuity'between two 
parts of a f au l t  tree. A l i n e  drawn into the side of a tr iangle 
transfers everything below t h a t  triangle to  another location, 
which is  identified by a triangle with a l i ne  drawn fsom the apex 
and containing matching nomenclature and identifying symbol. The 
methodologj is  illus5rated below: 

ails close 
d a y  XK 12 
a i l s  close nomenclature 

43 identifying 

hro types of transfer symbols exist. The nintelmalll (local) transfer 
symbol transfers portions of a f a u l t  t ree  within a particular 
diagram. The idea behind th i s  being tha t  whenever the development 
of a certain portion of fault t ree  is  identical in two or more places 
on the eame diagram, it need only be developed i n  one place. 

The "externaln (global) transfer synbol transfers a portion of a 
f i d t  t ree  to  another, ent i rely separate, f a u l t  t ree  diagram. This 
happens when a development i s  identical fo r  one event on two separate 
diagrams. Also, when a diagram is developed unti l  there is no longer 
room for  farther expansion on the sheet (or it i s  desired t o  end a t  
a particular place) an external transfer is  used to  continue develop 
ment on another sheet. This is the method by which new fau l t  t ree  
developments ( subdiagram) are  started. 

Figure C 8  i s  an example of transfer synbol usage. It shows the 
correct use of both internal and external transfers. 

-- 
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Figure C8 
Transfer Symbol. Usage 
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An e l l i p se  with a l i n e  extending out along the major axis l a  used 
when a component appears several  times a t  the ~ a m s  place (sag., a 
l b s t a g e  counter where all 10  stages can be represented by illus- 
t ra t ing  one stage). Only one of the inputs is  drawn to encompass 
the output. This indicates t h a t  the f a i l u r e  r a t e  of t ha t  event is 
to be multiplied by the given fac to r  (times 10 f o r  the l b a t a g e  
counter) f o r  an QOR" gate o r  ra ised to a given power and mult ipl ies 
by the  expressioq (n n-1) f o r  an gate. This symbol is  
i l l ue t r a t ed  below. 

2.5 EVENT IDENTIFICATION 

A l l  events comprising a f a u l t  t r e e  must be iden t i f i ed  by a code. 
This is necessary f o r  four  reasons: 1 )  easy and p r e c i ~ e  referencing, 
2) f o r  purposes of machine draft ing,  3) in order f o r  a log of events 
t o  be maintained, and 4) f o r  purposes of quanti tat ive evaluation. 
The means by which events a r e  ident i f ied  i s  generally dependent upon 
the requirements and objectives of the pa r t i cu la r  a n a l y ~ i s .  A 
standardized procedure should be s e t  up and adhered to f o r  an en t i r e  
analysis  program. 

The s ize  and complexity of aerospace systems has demanded that a 
unique method of event iden t i f i ca t ion  be ut i l ized.  A method has been 
developed t o  satisfy the requirements and objectives of the Apollo 
system f a u l t  t r e e  analysis, plus allowance f o r  fu tu re  expansion o r  
quanti tat ive evaluation. 

A i l  events a r e  c lass i f i ed  i n to  one of two categories. These two 
categories a re  referred t o  as wgloballl evento and wlocaln events. 
C1ot;;:l eve:,ts are defined as events which a r e  used on ~ r o  thin c m  
f a u l t  t r ee  ciiagrtlm, and l oca l  events a r e  defined a s  events which e r e  
unique t c  one f au l t  t r ee  diagram. .The notat ion (o r  code) f o r  events. 
allova ezch event t o  be uniquely represented, a t  the sam time 
dif ferent ia t ing between global  and l oca l  events. The standardized 
notation i s  shown i n  Figme C9. 
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(Continued) 

&OCAL EVENT 

PO1 
thru 
v99 6 
W01 
thru 
u99 

X01 
thru 
x9? 

z01 
thru 
299 

YO1 
thru 
Y99 

01 
thru 
99 

GLOBAL EVENT 

Vl 00 
thru 
v999 

Yl00 
thru 
Y999 

AAA 
thru 
zzz 

Figwe c9 
Standardiaed Event Notation 
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2. 5 (Continued) 

From Figtre  C9, it can be readi ly  discerned that' the alpha 
character ident i f ie8  the type of event. That is, indicates 
a house, nXn indicates a c i rc le ,  n2" indicates a diamond, any 
nYn indicates an oval. Local events a re  numbered from 01 through 
99 f o r  6ach and every diagram. For exampze, diamond6 on the AAA 
diagran a re  rardonly ny-bered a s  201, 202, 231, stc., and diamonds 
on the RAA diagram a re  a l so  runbered a s  201, '"1, 233, etc.. The 
only way t o  d i f fe ren t ia te  between loca l  events is  ty bdlr.atbiag 
the f a u l t  t r e e  .-ram on which they a r e  located. Global mencs 
are numbered from 100 through 999 and an index mist bo 1 . ~ 4  tc 
locafa diagrams on which thene events appear. 

For the ident i f ica t ion of global t ransfers  ( s~bd iag rams)  a three 
character a l p h  system is  uti l ized.  Using three alpha chcracters 
allows i d e n t i o w  nomenclature fo r  a possibility of 17,576 
diagrams. In  c o n i ~ x t i o n  wit5 this method, a brsakdot!. :an bc 
established which immediately iden t i f i es  the  source of each diagram. 
This breakdown conaists of delege-thg the  first l e t t e r ,  of all ' 

three l e t t e r  combinations, t o  a part iculnr M S F  Center, contractor, 
or  analyst. 

A s  shown, loca l  t ransfer  symbols are  numbered fron! 01 through q9 
fo r  each f a u l t  t r e e  dlzgram. When referr ing t o  a par t icular  l oca l  
transfer,  the diagram on which it appears m e t  a lso  be given. 

2.6 BASIC DIAGRAM METHODOLOGY 

The development of a f a u l t  t r e e  diagram commences with the 
def ini t ion o r  ident i f ica t ion of the top ffundesired eventff t o  be 
anelyned. Tbe top undesired ,.vent can be an encompassing event, 
auch as flmission loss",  indicating a complete system d y s i e ,  it 
coiild be a l imi t ing event, such a s  "crash due to engine fa t lu re ,  
or  it could be a apecifi:: event, such a s  ' ' a ~ p l i f i c r  f a i l s  resul t ing 
i n  low outputn, indicetin5 analysis  beginning a t  a hardware level. 
Once def ini t ion of the undesired event has been accomplished, the 
system is analyzed using the fcllowing ru les  and definit ions of 
f a u l t  t r e e  diagramming to determina and model the inter--=elation- 
ships end conbinations of Foth norrrial and abnormal system functions 
which could cause the occurrence of the top undesired event. 

The next s tep i s  to divide the system opera tkg  modts into phases. 
A phese i s  t h a t  incrercent of a system's l i f e  which can be an~ lyzed  
inaependectly, yet  recognizing that there may !XI commonality of 
a n d y s i s  Setlieen any of the pknses. Systsm phase ~1rer;kdown should 
continue (corr.espc;r.tis ?o syste:n eyincer ing I u c t i o n a l  analysis)  
u n t i l  the  environnent stays re la t ively  consttnt  through the phase 
element and system operational character is t ics  do not change t h e  
f:i*At en-,rirc,nr:en:. The dc-:elo~z..r.t cf  a f a u l t  t r e e  proce2ds throu$, 
the ident i f ica t ion and combination of the  system events (normal 
and f3u l t )  util n l i  f a u l t  events a r e  definable in terms of basic 
I 5 w t i f i o b l e  hrdvzre :*vrlts, t o  w h i ~ h  f r i l c r o  r a t e  data can be 
applied . 
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2.6 (Continued) 

FiguFe C1C shows the general relat ionship of faUt t r e e  
segments. Although shown a s  d i s t i n c t  elements, it should 
be noted t ha t  the segments will, to  a ce r ta in  extent, nmirrn 
together throughout the fault t r e e  structure. 

S s s t z m  Phases - ~b~ 
Structure 

I 
- 

I ,  Major Wstem ~ l o v  
h 

Ident i f ica t ion of Cause 
Sources ( f a u l t  flow) 

I Prirmry, Secondary k Command Paths I 
! ~ e t a i l e d  Hardware Flow 

I 

I Primary Event Ident i f ica t ion I - 
Figure C10 

Faul t  Tree 

Developing the "faul t  flow,n o r  cause and effe..t re la t ionship  
of events t h r c q h  a system, requires deductive reasoning a t  
each "gate eventn or l e v e l  of the f a u l t  tree. T h i s  deductive 
reascning basically involves the answering of f i v e  questions: 
1)  necessity, 2) sufficiency, 3) primary, 4) secondary, and 
5) cormand. These questions e z e c t i v e l y  develop the s t ructure  of 
the  f a u l t  t r e e  on a progressive, o r  level-by-level, basis. 

To cnswer t h e  qcestions "n~;essit.ytt and llsuZficiencyn requires 
an --,. d .  .,..juior, 7 . . - ~  oi' t h e  system f o r  nonral and a b n o d  functional 
event relationships. This evaluation determines the system unique 
events, and logic  gstes combining them, t o  r e s u l t  i n  the undesired 
event, This i s  acconplishzc! by looking a t  the  undesired event and 
askin.:, t W . i t  i s  necesscry and suf f i c ien t  t o  cause this undesired 
event?" For exszpl?, an ordnance device w i l l  bs act ivated when 
two evc2ts o c c ~ r :  1 ) the ordnmce device Safe 31.9 A r m  mechanism . 

closes, ttAivGtl 2) energizing power is  available on the ordnance 
device ignition l ine.  These two events a r e  a l l  that is nnecessarytl 
and nsufficientt l  'XI cause act ivat ion of the ordnance device. 



2.6 (continued) 

The questions nprimaryn and nsecondaryw a r e  questions requiring 
an evaluation of the system t o  determine what primary and/or 
secondarq- f a u l t  events can occur t o  result in  another f a u l t  event. 

A concise def ini t ion of n p r b r y n  and nsecondaFy" fai lures:  

Primary Failure: Failure i n i t i a t ed  by failures within, and of,  
the  component under oonsideration, e.g., resulting 

- from poor qual i ty  control during manufacture, 
etc., applied only t o  the  component during Fault  
Tree Analysis wher. a generic f a i l u r e  r a t e  is 
available. 

Secondary Failure: Failure i n i t i a t ed  by out  of tolerance oper- 
a t iona l  o r  environmental conditions, i.e., a 
component f a i l u r e  can be i n i t i a t e d  by f a i l u r e  
not  originating within the  component. 

These questions a l so  help t o  ident i fy  the  specif ic  f a i l u r e  modes 
of the  fault e-rent. For example, a primary f a i l u r e  mode of an 
ordncnce device would be the mode of auto-ignition. A secondary 
f a i l u r e  mode would 3e t h a t  of igni t ion due to  excessive e x t e n d  
shock o r  heat. 

The question nconrmsndn is r ea l l y  a guideline f o r  development 
through the  system. The question asks, What upstream event w i l l  
cc.z'~zr-i the ?ow-stream event t o  OCCL-?" The upstream event may 
be a priuary and/or secondary event, o r  it may be an event 
commanded by an event fur ther  upstream. 

A concise def ini t ion of ncommandnfailuref. 

Comnd Failme: * The component IJLS CG-ded/instructed t o  
f a i l  i.e., result ing from proper operation a t  
the wrong time o r  place. 

Essentially, the ltcommnd pathv1 is a chain of events delineating 
the failure path of cornnand events through a systen. The corrmnd 
p.th G t i c ~ t a l : .  r esu l t s  ( a t  the f i n i sh  o f  the analysis)  as a 
primary and/or secondary f d l t  event. Tcke fo r  example, a s e t  of 
re iay contacts f a i l i ng  closed, a s  par t  of a system function. The 
contacts m y  f a i l  closed a s  a primary fa i lu re ,  they m y  f a i l  closed 
from a secondary cmse  such a s  foreign material bridging the con- 
t ac t s ,  o r  they m y  be comunded to  close by a re lay co i l  fa i lure .  
I f  an upstrean event causes thc relay c o i l  to  be energized, the 
2ontscts a r e  effectively llcommded" t o  close as a r e su l t  of t h i s  
upstrean event. 

* Component may not always hove comms~ld f a i l u r e  mode 
(e.g. a standard bol t )  i n  which case t h i s  mode may 
be disregzrd~?. 
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The effective inter-relationship of the f ive  tlecessary deductive 
questions is shown below: 

necessity primary event 
Tree sdf ic iency  secondary event 

command event 

A s  indicated, a f a u l t  t n e  is constructed of primary events, 
secondary events and commend events through the medium of necessity 
and sufficiency. 

In developing a f a u l t  t ree  certain thought processes take place 
i n  the mind of the analyst. The steps of development a t  each 
level  of the f a u l t  t ree  delineating these thought processes are: 

1 ) Define the undesired output event; 

2) Determine what i s  %ecessary and sufficientn t o  produce 
the undesired output; 

3) L i s t  all primary events related to  the undesired output; 

4) L i s t  all secondarg events related t o  the undesired output; 

5 )  Define the undesired input event which could command the 
output event; 

6 )  Repeat steps 1 - 5 fo r  the new undesired event defined i n  
s tep 5. 

Figure C11 shows the relationship of the above steps to  tho 
structure of a f a u l t  tree. The inherent simplicity and logical 
process Ls readily apparent from this exb.mple. 
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2.6 (Continued) 

Secondary Secondary 
Faults Faults 
(PO=) ( envimmnent ) 

* \ 

I Secondary 
Faults 
(reference) 

Undesired 
output I 

Faults 
( - 0 )  

Faults Faulk 

Figure C11 
Fault Tree Relationships 



2.6 (continued) 

Figure C12 shows a logic diagram structure which portraps the 
relationship of the command event t o  the primary and secondary 
events, and also how command events lead t o  a %ommand path.n 
X t  r z t  be ranembered tha t  the c o m d  path, a s  such, i s  only 
a guideline fo r  analysis of event development through a system. 
C o m n i  events create an orderly and logical mmer of analysis 
a t  each level of the f a u l t  tree. Once an analysis is completed, 
comparison between the f d t  t ree  and signal flow diagram w i l l  
show tha t  the f au l t  t ree  "command pathw of a branch w i l l  represent 
the steps of signal flow along a single thread. 

I 
EVETJT 

C 

\ 

D 

E-ezt F comands E. Events E 
tixi D co,;;:.l;:d C, r*'..ic>i i n  tax 
comands B. 

w 
Figure C12 

Ex.r.ple CJ: C c x x x i  Path 
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2.7 THE HUMAN EZEHEST 

Any system which requires the  human element in order to perform 
its intended function must have an analyt ical  development that 
includes the human a s  part of the  system. The human element is 
a complex subsystem, and human cause and ef fec t  relat ionships 
nust be an integral par t  of the  system's fault t r e e  structure. 

An example of how the human element can be postrayed i n  a fault 
t r ee  is  shown i n  Figure C13. The top event defines any a rb i t r a ry  
human operation and i s  used merely t o  i l l u s t r a t e  the  development 
below the  event. The c i r c l e  shown as "Crew Member Fa i l s  t o  Perform 
Functionw ( the  ident i f ied  c r i t i c a l  function) represents the  
poss ib i l i ty  of inadvertent error,  usually highly improbable. The 
other two inputs t o  the top "OF,:L gate represent the  "commandn 
(no input information) development and the " secondaryw cause 
development. Either of these two branches w i l l  most l i ke ly  contain 
the dominant factors assosiated with f a i l u r e  of a crew member t o  
perform a c r i t i c a l  function. The events shown in this f a u l t  tree,. 
Figure C13, a r e  examples of the  types of causes which could r e s u l t  
i n  no act ion taken by a crew member. There a re  o ~ h e r s  which f o r  
simplici ty a r e  not  shown in  t h i s  i l l u s t r a t i on  (indicated by dotted 
l ines ) .  

2.8 DOMINANT PATHS 

A dominant path i s  the chain of events which i s  most tllikelyll t o  
r e su l t  i n  the undesired event (potent ia l  accident). In a typical  
case, tkere may be several paths of various degrees of dominance 
which ckn r e su l t  i n  a given undesired event. These chains and 
t h e i r  associated degrees of dominance a r e  most c lear ly  iden t i f i ed  
by the system safety ~ o d e l  ( f a u l t  t r e e  or  logic  diagram). Domilant 
paths and t h e i r  re la t ive  degrees of dominance a re  determined by 
event weighting (inspectfon) o r  rigorous mathematical solution of 
the model. 

Since the  dominant path is the most l i ke ly  avenue along which the 
undesired e7:ent(s) crtn occur, the most cost  ef! - : t i r e  approach i s  
t o  concentrate the i n i t i a l  prevention e f f o r t  i n  t h i s  area. It may 
be necesskry to,conslder other paths wiJdhin the model, i n  a 
des:esZiz; cr&r of aoxinsnce, i n  order to  achieve an acceptable 
level  of r i s k  fo r  the occurrence 'of a par t icular  undesired event. 

Preparing to  locate dcikiant pbths requires t ha t  the system safety 
model f o r  a given undesired event (potential  accident) has been 
developed to  t h e  extent necessary t o  identify doninant paths. A s  
a minimurn, t h e  f a u l t  t r e e  developlent, which i s  the model, nust 
encompxm a l l  thcse safe ty  features and devices which have been 
designed i n to  the system. This assures t ha t  adequate consideration 
hss bsen gl;-en t o  those areas of the systern which a r e  of the greatest 
"risk,ll s ince safety devices a r e  normally placed where the g rea tes t  
r i sk  of an undesired event o c c u r r i q  exists .  
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2.8 (continued) 

Logical inspection o r  mathematical processes determine the  degree 
of dominance f o r  those paths of the  model which contribute the 
most to  the likelihood of the undesired event. The term l l logical  
inspection" is  defined t o  mean the  log ica l  thought processes of a 
trained and experienced analyst  being applied through examination 
of the  model. These processes, associated with weighting fac to rs  
he may consider, lead t o  the resul t ing s t a t e a n t  by the analyst  
that nthese events ( ident i f ied)  and path(s) appear t o  be the most 
probable." 

The term "mathematical processtt can be a solution of the model by 
any of several  methods. Normally, a diagram with 250 events o r  
l e s s  is  solved by the  Lambda-Tau (hand calculated) method, and a 
diagram with greater  than 250 events on a d i g i t a l  computer using 
Monte Carlo simulation with importance sampling. An event i n  t h i s  
case is  defined t o  be any element of the diagram other than a logic  
gate. Since the  purpose of the quanti tat ive evaluation of a 
diagram is t o  iden t i fy  dominant paths and t h e i r  r e l a t i ve  signif- 
icance, the diegrarz i s  usually simplified by inspection t o  minimize 
the  s t ructure  t o  be simulated. This i. .pection is the  elimination 
of those events and branches which a r e  obviously ins ignif icant  
compared t o  others which a re  inputs t o  the  same gate. 

Control of dominant paths i s  accomplished by the  foll3wing: 

Establish a predetermined limit within which the  i n i t i a l  path 
se lect ion i s  bounded. This involves the  ident i f ica t ion of 
those paths which a r e  computed t o  be above any established 
limit f o r  the system. - , 

If the paths a r e  near o r  below the  limit, then they a r e  
selected by picking those which are within an "order of 
magnitude" o r  so of the limit, o r  a r e  of the  same type. 

The i n i t i a l  select ion must be divided i n to  groups f o r  which 
a s e t  of predetermined  limit^ has been established f o r  each 
grouping. The grouping of paths i s  accomplished by selecting 
those within an order of magnitude of each other or  those 
which ha-re an apparent commonality within the system. 

Deterr2k.e i f  a cc.u.on point of c e p ~ r h r e  ex i s t s  among the 
paths of each group. This e v d u t i o n  involves determining 
i f  there a r e  common f a u l t s  among the paths. Recommended 
changes t o  the system a t  these common points provides the most 
ef fect ive  wsy t o  eliminate paths, o r  a t  l s a s t  reduce them to  
an acceptable level .  

Convert the f a u l t  t r ee  dominant pstho 'n:~ grouping events a t  
log ica l  summary points. Conversion of the f a u l t  t r e e  dominant 
paths involves making a l i s t i n g  of these events which, when 
"ORu-ed, r e su l t  i n  an fn:;erim event. The method i s  t o  convert 
csch P A - ~ h  t o  a siciplified a1termiir.g "ABD," "OR 9 tt ltAIiD,tl ltiiii,tl 
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2.8 (Continued) 

5 )  Simplify the  f a u l t  t r e e  of the dominant path by logical ly  
re-diagramming. Simplification involves re-diagramming the  
relat ionships summarized i n  s tep  4. T h i s  r esu l t s  i n  a 
simplified diagram of each path which can be readi ly  correlated 
with a functional Mow diagram of the system. The paths can 
now be verif ied a s  to accuracy and the  actual  f a u l t  points 
introduced into a functional flow diagram to  show where and 
how the  fault combinations a f f ec t  system operation. 

6) Determine those events f o r  which a design change o r  the 
development of a procedure w i l l  best  and most coat ef fect ively  
reduce the  probability of occurrence of an undesired event to 
an acceptable l eve l  of r isk.  

7) Inser t  a l ternat ive  solutions as derived by s teps  1 through 6 
and repeat  the process u n t i l  an acceptable l eve l  of r i s k  is  
obtained. This s tep  involves working with designers and 
selecting several a l ternat ive  system changes t o  reduce the  . 
probabil i ty of occurrence of each path. For each a l ternat ive  
t o  be evaluated, the f a u l t  t r e e  is  changed t o  r e f l e c t  the 
change and the diagram i s  recomputed t o  determine the change 
impact. Care mst be exercised to assure t ha t  other paths or  
branches of the t r ee  which have the same event o r  f a u l t  
sequence a re  a l so  changed t o  r e f l ec t  the  change being evaluated 

8) Advise cppropriate l eve l  of management af findings and 
recommendations. 
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2.9 FAULT TREE EVALUATION 

Failure Data Develoment f o r  Fault  Tree  valuation 

Failure data is  developed a s  a tool  t o  define the effects  of 
various component f a i l u r e  modes and c lass i fy  these e f fec t s  on 
eysteun equipment o r  personnel. The fonnat in Figure C14 i s  pro- 
vided f o r  assistance and guidance in developing system safety 

f a i l u r e  data. This format can be changed according t o  various 
requirements and should be considered as an example only. 

' 
The various columns a r e  explained a s  follows: 

COLUMN I - COMPOmT 

Components a r e  defined, a t  the discretion of the  analyst,  by 
t he i r  physical o r  f a c t i o n a l  significmce.  The following guide 
w i l l  f a c i l i t a t e  understanding of the types of natural  separations 
t o  consider. It is not intended t o  be exhaustive. 

1 ) Electronic Loaic Circuits  

Many system or  subsystems a r e  made up of a number of basic 
c i r c u i t  designs which perfom an ident i f iable  purpose. These 
a r e  used as building blocks f o r  l a rger  c i r cu i t s  designed t o  
perform the required logic  functions of the system o r  subsystem. 
To minimize the analysis  required, the basic c i r cu i t s  can be 
defined a s  major components, and an analysis  made of each logic  
fmct ion.  

2) Mechanical Devices 

Mechanical devices caq be e i t he r  a single part or  an assembly 
of par ts  which perform one function. The use i n  the system 
w i l l  d ic ta te  t o  what l eve l  of d e t a i l  mechanical par ts  should 
be considered. Single par ts  which can be considered major 
components are: so l id  driveshafts, engine blocks, primary 
structure,  etc.. The majority of mechanical devices w i l l  be 
assemblies of m y  parts ana it is  more reasonable t o  t r e a t  
the assenblies as major components, f o r  example: relays, pumps, 
motors, mechsniczl s s fe ty  devices, etc.. This permits the 
majority 0," vendor-supplied mechanical devices to  be analyzed 
a s  major components. 

3) Elect r ical  Systens 

Najor coqxr~e:lts can ba *basic components of a c i r cu i t  o r  combin- 
a t ions  of components used to  perform one single function such 
as snplifiers, r ez t i f i e r s ,  o r  regulators. The leve l  of data 
de-;elopr.cnt sko'.:l.l t c  h s e d  on the importance of the par t  a s  a 
fumt iona l  element i n  the design. 
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2*9,1 (continued) 

4) Chemical Systems 

In system containing chemical compounds, the  chemicals 
should be considered as major components i f  these compounds 
can cause fa i lu res  of other components through chemical 
reaction o r  release of chemical energy. Examples of chemical 
components are: fuels ,  pressurants, coolants, and preservatives 

5) Safety Devices 

n ,  
Safety devices w i l l .  normally be considered major components 

- since they a r e  used primarily t o  protect  against  undesired 
events. 

6) Wiring 

Interconnecting wiring of major components w i l l  be considered 
a major component. In ternal  wiring w i l l  be considered a s  a ' 

pa r t  of a msjor component. Physical character is t ics  of cables 
which circumvent f a i l u r e s  between wires should be s ta ted in 
the  cable analysis. 

COLUMN I1 - COMPONENT FAILURE MODE 

Failures of m j o r  components consisting of one part require a 
l i s t i n g  of the mdes in  which t ha t  pa r t  may fai'l. Failures of 
major components consisting of more than one par t  wU.1 require a 
f a i l u r e  mode and e f fec t s  analysis  t o  determine how the  f a i l u r e  
modes of each pa r t  h f fec t  the componentat output. These par t  
t'ailure e f fec t s  will be the f a i l u r e  modas of the major c m p n e n t  
l i s t e d  i n  the syetem stifety f a i l u r e  data. All f a i l u r e  modes of 
the component should be l i s t ed .  

COLUMN I11 - COMPONENT FAILURE RATE 

The predicted r e l i a b i l i t y  of the f a i l u r e  r a t e  computed from actual  
f i e l d  ciats of prim3z-y f ~ i l u r e s  shocld be tabulated i n  t h i s  column 
fo r  each m j o r  component in each of i ts  nodes of fai lure.  T h i s  
data can be used i n  evaluating the probabil i ty of the  f a u l t  event 
or  i n  selecting which c r i t i c a l  o r  catastrophic events should be 
analyzed if  the  decision is made not t o  analyze an event so class- 
i f i ed ,  It a l so  serves a s  a data bank f o r  future  reference when the 
need a r i s e s  to analyze other undesired events a s  a r e su l t  of 
system changes. 



COLUMN IV - SOURCE OF DATA 

Thio column states the  source of the f a i l u r e  rate dab, 
It ahows the di f ferent ia t ion between f i e l d  data, t e s t  
data, calcualated data, etc.. 

COLUMW V - FAILURE STATE 

Many major components a r e  recurrently activeted during the 
system's ope ra t i o rd  l i f e .  The l eve l  of s t r e s s  on these 
componsnte w i l l  change from one system mode to anothor. The 
e f f ec t  of a f a i l u r e  i n  each mode can be differenc; f o r  example, 
compone~~ts supplied with power only during a b e t  can create 
a f a u l t  hazard only while a t e s t  is perforwd, Failures existing 
i n  one mode of system operations can a l so  adversely a f fec t  the 
system when the  mode is changed. This column thereforb should 
r e f l e c t  the environmental s t a t e  of the camponent when it failed.  . 

COLUMN VI - EFFECT OF COMPONENT FAILURE 

This column s t a t e s  the efr'ect on relay: .l system equipment and/or 
personnel due t o  the  component fa i lure .  

COLL?*% VII - REMARKS 
This column may be u c 4  t o  include addit ional  information needed 
to  c1ari;'jl o r  verify woro;aticn in other columns a s  w d . l  a s  
other information currently pert inent t o  system safety e f 3 r t s .  
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2.9.2 Epult Tree Quantitative Evahaation 

After the f a u l t  t r e e  ha8 been constructed and i n k t  da t a  acquired, 
the t r ee  csn be evaluated. The object i a  to  es tabl ish  the l i k e l i -  
hooci of occurrence o* the %andasired event5 m d  t o  evaluate the  
re la t ive  contribution of each indicated f a i l u r e  mode. With this 
information the  sefe ty  analyst  can ident i fg  tLe dominant ayetern 
f e i l w e  modes (dominant paths) and nanagement can make the decis?on 
as to whether or  not  correcfive action i a  warranted. 

Tm basic a prosches used t o  quantify f a u l t  t r ees  are 1)  calcula- 
t ion,  and 2 f' aimulction, The calculation o r  deternrinistic approach 
w i l l  be con~idered f i i l t .  For f a u l t  t r ees  where every basic input 
i n  non-repairable, c lass ica l  pr3bkbility can be used. In t h i s  case, 
each gate m r e l y  represents the  operation t o  be performed (i.e., 
union f c r  nORn gates and intersection f o r  "ANDn gates). The claas- 
ical probability approach, while simple and e f f ic ien t ,  i s  not 
adeqmte f o r  f a u l t  t reea  where the effeeLts of a basiz fa i lu ro  can 
be eliminated before causing the undes! -3 event. A ba;lic f a i l u r e  
whose e f fec t  can be renoved is c.Ued re~air.ab1.s; however, the  
usag3 of the word "repairableN is i r regular  .&cause fhe o f f s c t  u y  
be terminated without actual ly  repairing or  r :placing the fa;.led 
item. A w r e  def ini t ive  t i ne  i s  l f facl t  du ra t im  time." "Ie analysi  
of repairable systems requires apecj.al s t a t i s t i c a l  techniques. 

2.9.2.1 Computation 

h e  technique i n  the  calcualfion or. deterministic approach is  the 
" i . , ~ L ~ - ' l a i l ~ ~  Le;hod t c  a v ~ l c a t e  f a u l t  trees. In t h i s  method, 
f a i l u r e  r a t e s  must be sna l l ,  f a u l t  duration times must be small 
~ 2 t h  regard t o  miaaion l ingth ,  and redundant inputs must be ramoved, 
Redundsncies t h a t  a re  not removed may lead to  serious unbourded 
errors  i n  the answer. The f a u l t  t r e e  diagrpus are usually 
expressed algebraically and okerated on by theorem of Boolean 
algebra to renove rediindancles. The nLambda-Tauv method can be 
applied by hand or  by d i g i t a l  compater, Ho;rever, a s  the f a u l t  
t rees  get  larger  in s ize ,  the task of hand calculation becomes 
t i a a  consm!.n:, laborious and error prone. A computer program can 
write the algebraic expression and can use Boolean algebra t o  
remove t k e  rediulcimcies. However, c ~ m p u ~ e r  core storage on most 
corputsrs li-its t he  s ize  of the  t r e e  601-mble by t h i s  method. 
l!e-.-ertLel ess, sl.:ller f a u l t  t rees  c2.n be calculated accurately 
by hand o r  compdter using "Lambda-TauN methods. (See Section 2.9.3 
fo r  further dets i ls .  ) 
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Simulation 

In the simulation approach, a f a u l t  t r e e  i s  represented on 
a computer and fa i lu res  a r e  simulated over a given mission 
length. The c o m m r  pr in t s  out  the  f a i l u r e  which leads t o  
the undesired event, and the probability i s  calculated. The 
simulation approach has all the  advantages of the  calculation 
approach except f o r  the greater  amount of com~uter time needed 
to  s imdate  f a y l t  t r ees  with small probabilities. Simulation 
offers  several  advantages: namely, the  dominant paths a r e  
l i s t e d  and the computer can solve larger  diagrams (10 t h s  
larger  than nLanbda-Tault). Simulatzon Css gone through many 
stages of development. In i ts  ear ly  stages, the amount of 
conputer time required bs2ame prohibitive; however, special  
Monte Carlo variance reducing techniques (importance sampling) 
have reduced greatly the tor-puter time required. The importance 
sampling technique d i s t o r t s  the t rue  f a i l u r e  dis t r ibut ion t o  
makc events occur nore rapidly. Thus, the  number of trials ( a  
trial represents the predefined mission length of the system) 
required f o r  an acceptable s t a t i s t i c s 1  confidence i s  reduced. 
With. fewer t r i a l s  required, computer time is reduced. The 
ai s tor t ion of the distr ibution,  when using importance sampling, 
i s  compensated f o r  by calculst ion weight factors. See Kagel, P.M., 
and Schroder, R.J., "The Eff ic ient  Simulation of Rare Events i n  
Complex Systemstt, D2-714072-1, The Boeing Company. Overall, 
a imla t i on  offers more potential.and has proven to  be more effect ive  
i n  calculating accurate answers than the "Lambda-Tauu calculation 
method. , 
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2.9.3 Constant Repair o r  "Lambda Taum Method of Fault Tree M u t i o n  

2,9.3.1 Coexistence of Independent Failures 

Suppose there i s  given a group of n repairable items, and these 
items may or  may not fa i l  i n  a given time period, T, Let event 
A represent the f a i l u re  of item 1, event82 the f a i l u re  of 
ilem 2, and i n  general event Ai the f a i l u re  of item i, i= 1, 2, ..., n. These fa i lures  a r e  chance fa i lures ,  occurring a t  random 
and independent of each other. It is these chance fa i lu res  
which have an exponential distr ibution of t he i r  time t o  failure.  
Hence the probability t ha t  an item in  tha t  group v i l l  not f a i l  
may be expressed as  the re l iab i l i ty ,  

where ti i s  the given time period, and A i  is the number of 
fa i lu res  per u n i t  time. The w e l i a b i l i t y  o r  chance of f a i l u re  
i s  

This unrel iabi l i ty  may also be called the probability tha t  
item i will f a i l  during time ti, and is the probabiiity tha t  
event Ai w i l l  happen. For each item I assuse tha t  the f a i l u re  
r a t e  i and repair  time Ti are  constant. hrrtilar assume 
tha t  7 i /~ ,  X i ,  and AiTi a re  small. 

Consider an interval of t h e  from 0 t o  T as s t ~ m  in the 
figure below. 
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2.9.3.1 (continued) 

In order f o r  a f a i l u r e  to e x i s t  in the  emall time interval dt ,  
the f a i l u r e  must occur e i t he r  in the  amall in terval  d t ,  o r  i n  
some time interval from .t - ti t o  t. If the failw occurs 
W o r e  t - Ti, it w i l l  be repaired before it can exist in tha 
d t  in terval ;  and i f  it occurs a f t e r  t + dt ,  it cannot possible 
exist in the dt interval. The robabi l i ty  of event A_I happening 
in the?i period is (1 - e-*iriy. The probabil i ty of event A i  
happening i n  .the d t  time in te rva l  is Aidt. These a r e  the  only 
two ways i n  which the  event A i  can happen. The probability f o r  
all events, A1, A2, ..., An t o  coexist in the d t  in te rva l  i s  
given by 

Consider the first term i n  t h i s  formula, which i s  the probabil i ty 
t ha t  eventA1 occurs during d t  and coexists with the other 
f a i l u r e s  having occurred previous t o  t. The probabilit3 of 
event A, occurring i n  dt. i s  %dt ,  and the  probability of occur- 
rence A 2  during period f 2  previous t o  t i s  (1-e- %2?2). The 
product of these probabil i t ies f o r  events A1 through 
probsbil i ty of the  coexistence of a l l  events, where 
during dt. The second t e rn  gives the probability of the coexis- 
tence of A l Y  A c y  ... A, where only A 2  occurs during the in te rva l  
dt .  Th5 sum of these n terms equials the probabiljty of n events 
coexisting during d t  interval. 

Let f ( t )  be the probability t ha t  A1, AZ,. . .A, have not coexisted 
up t o  t i m s  t. Then f ( t  + d t )  expresses the probability t ha t  
A,, A2, ... A, have not coexisted from time 0 t o  t +  dt. This 
can be expressed a s  

f(t + d t )  = f ( t )  (1 - ~ d t )  

Where f ( t t d t )  equds  the  prodwt  of  the probability of no 
( 4 )  

coexistence of the items A1 through A from 0 t o  t, f ( t ) ,  and 
the p r o k b i l i t y  of no ooexlst.nce of ?he items A1 through An 
from time t to  t; + d t ,  (i - lid+,). 
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2e9e3.1 (Cmtinued) 

By definition, the different ial  of f ( t )  is  f(t+dt)-f (t); therefore: 

d f ( t )  = f ( t )  fi - xdt) - f ( t )  

d f ( t )  = - f ( t )  Hdt 

,d = -Hdt 

Solving t h i s  dif "erential equation by integration, 

In f(t) = - H t  + C 
( 5 )  

A t  time zero, the probability tha t  A1, A2,. ..An have not 
coexisted is equal t o  1. Then f ( t )  = 1 when W, and in ( l ) = ~ .  
Since ln(1) = 0, then, from (5) 

I n  f ( t )  = -HT (6) ' 
f ( t )  = e-HT 

The probability that  events A1 through An have coexisted a t  
some time t i s  

P(A) = 1 - f ( t )  = 1 -e' HT 

For suf f icien Lly small HT , 
(7) 

P(A)-HT. 

Hence P(A)-HT = ( ~ ~ 1 ~ 7 ~ 3 ~ ~ .  . *An?n 

+ A23?, i. . . . .,+,Tn 
. 
. 
. 
+&lw13272 Rn-lrn-4) T ( 8 )  

= %+ e.0 An ( 7 2 3  ... + 7173 

\ +.. .+ Tlr2  )T 

b 
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The form of the probability figure fo r  the coexistence of 
fai lures  A1, A2, . . . An, suggests tha% the fa i lure  r a t e  
f o r  a l l  these events is 

2.9.3.3 GATE 

Coneider a eltuation in  which events A1, A2, . . . An+j must 
coexist t o  produce an undesired event. No output w i l l  occur 
f o r  the duration of the t imern  when only events A1, A2, ..., 
A, coexist. LetAn be the fai lure  ra te  andTn the effective 
period of coexistence or' fa i lures  A1 through h. An expression 
f o r  the period \ is  derived a s  follows: 
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2.5.3.4 "OR" GATE X 

Considering the samcl group of n items, i =  1, 2, ... n, 
the  probabil i ty that none of the  events occurs during 
tims period T is given by 

Hence the  probabil i ty t h a t  any one of the events occurs is 

-(a1 + A2 + +An) T 
Cji(t) + 1 - Ri (t) = 1 - e 

Therefore the f a i l u r e  r a t e  f o r  the occurrence of any event i n  
the time in te rva l  is 2, = R1 + X2 + . . .t An from the  general 
form of the  r e l i a b i l i t y  equation. 

2.9.3.5 "OR" GATE CT 

To f i nd  the effect ive  duration f o r  the condition t ha t  any one 
of the group of items may f a i l  in the time period, consider the 
following example. Let any one of the events A1, A*, . . .A!, 
coeyist trith an event Antl. Let% an t  TU represent respectively 
the  f a i l u r e  r z t e  and efi'ectivitjr tlme obtained from the union of 
events A1 t o  %, when event A o r  A2 o r  A3, . . . A, occur i n  
the giwm time interval .  If these events A, A . . . An occur 
with event An+?, the r e s u l t  is  (TU '+"?i+l) from the 
coexistence of f a i l u r e s  discussion, and 

t : t F  = (7+; I + A A  (7 +?  ) + ... 
%%+I u fit1 I n+l 1 n+l 2 n+l 2 n+l 

Since A = ,l + + . . .+ Xr! 
u 1  2 

Then , +r )+%&+1(,72+<i+l)+ 
4 + ++. +x~)L+~(S;; +zt1 )++x+l ('"1 rat, 

-0 

Theref ore  + + r+.i ) 

4 + A 2 + -  *th 
The outputs of the AND and OR ga^,es a re  given in;tabular form 
a t  t h e  c d  of  tkis P L ~ C L ' .  
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2.9.3.6 Failures Occuring in a Given Order 

The probabil i ty expression f o r  n items f a i l i ng  in an interval 
of time i n  a given order w i l l  be derived i n  the following 
discussion, and an approximation f o r  small A?' w i l l  be shown. 

Consider a group of n items, A,, A2, . . . An, each WOrking 
a t  the beginning of an a rb i t ra ry  in terval  of time, 7 . Let 

A1, A2, . . . An be the respective f a i l u r e  r a t e s  of the n items, 
and suppose t ha t  Al :?' , . . , ;ln7 a r e  very small. Let E be the 
event which occurs when A1, A2, . . . An a l l  f a i l  in some 
specified order, e.g., A1 occurs, then A2, then A3, etc., then 

Xi -qZ3  - .* A ~ T  fl 

In previous discussion, the expression fl ! 
was obtained f o r  the probabil i ty of occurrence of n events 
A,, A2, . . . An in  a par t icular  order over a time period 7 ' .  
Using these resul ts ,  the probability w i l l  now be obtained f o r  
the occurrence of four events in  order over a time period T 
when repair  times a re  unequal 

Let four events A1, 
h. - AZi A3, A4 havr respective repair  times 
t i ,  1 2 ,  T3;T4 and fa ure r a  es 1,;L2, ~ 3 ,  24. Let the 
magnitudes of the repair  t ines  have the relationship, 
TI , r2 > 7 j )'T4, as shown below 
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2.9.3.6 (continued) 

For this par t icular  example event Al shall occur f i r s t ,  then 
A2, then A3. , then and A shall occur p r io r  

. to t and eventA4 d t  i n  38 rval. The prob- 
a b i l i t y  of A 4  occuring i n  the d t  interval is 4dt. To coexist  
with Ah in  t he  d t  i n t e n d ,  A1, A2, and A3 can occur in the  
f i v e  follovlng ways: 

a. A1 occurs i n  in te rva l  - T2, A2 occurs i n  in terval  
t2 - 73, ind A 3  occurs i n  interval l3 

b. A1 occurs in in te rva l  - 'T2 and A2 and A3 both occur in 
order in interval  7, 

c. A, and A2 both occur in  order in the  in te rva l  T2 9-73 and A3 
occurs i n  the in te rva l  7 3  

d. A occurs i n  in te rva l  (72 - 73) and A2 and A3 in 
o&der in  the in te rva l  7 3 

e. A,, and A2 and A3 a l l  occui. i n  order i n  the in terval  7 3 
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2.9.3.6 (continued) 

The t o t a l  probability, ~ ( t ) ,  f o r  the occurrence of Aq,  A2, A3 
in order is  the sum of these probabilities 

The product of ~ ( t )  and d t  therefore, gives the probability 

that A,, 
A2, A A occur i n  the given order and ccexist fo r  the 

f i r s t  ime in &e it interval. ~f f ( t )  is  defined ds the prob- 
a b i l i t y  that A1, A A , A have not occurred up to  time t in a 
given order, and f f6  d t )  4s the probability of 81, A2, A , and 
A, have not occurred up t o  time t + d t  in a given order, Zhen 
4 

f ( M t )  = f ( t )  (1 - P(t)  X4dt) 

Since P(t)  X4dt gives the probability tha t  A1, A A A occur 
in the given order, 1 - P(t)*dt gives the proba%li?G tkt they 
do not occur a s  specified. 

If P(T)$T is smsll, then the probability of the occurrence 
of this chain of events over time T, ~ (1234)  i s  
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2.9.3.6 (continued) 

By similar manipulations, the probability for the occurrence 
of A1, A2, A3, Ah kl tht order i s  

Similarly 

The sum of these probabilities is 

CI .- 
If A 3  is  the l a s t  evant, 14 takes the place of 1 3  on the 
figure and the resulting probability i s  

Similarly if A2 and A, are respectively the l a s t  events, 
associated probabilities are 

the 



2.9.3.6 (Continued) 

These prababilitiea may be added P ( 1 )  , P(2), P(3), and ~ ( 4 )  
mutually exclusive) givin; the total probability of the 
coeaietence of A,, A2, 83, and A4. 

I t  is to be noted that this is equivalent to the coexistence 
fonmila. Thue., the probability for the coexistence of events 
can be obtained as the sum of the probabilities of each ordered 
chain of events. 
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APPENDIX D - FRACTURE MECHANICS ASSES-T 

INTRODUCTION 

1.1 APPLICATION TO SAFETY ANALYSES 

One of the more hazardous elements in lnany systems is the subsystem under 
pressure. The f r a c e n t a t i o n  b a a &  of components under pressure is  
especially d i f f i cu l t  t o  analyze because l i t t l e  is understood aabout the 
physical law governing the  f a i l u r e  process. Improved accuracy of the  pre- 
dict ions of the  time o r  cycles t o  f a i l u r e  can reduce the  r i s k  of equipment 
damage -nd personnel injury. The following sections describe a m d e l  of 
f racture  mechanics which has been validated by experimental results. Use 
of this model i n  safety analyses w i l l  help t o  reduce r i s k  l eve l s  associated 
vith pressurized systems. 

- - 

1.2 DISCUSSION OF ANALYSIS METHOD 

1.2.1 symbols 

A list of symbols used in the mathematical model i s  included herein. 
Detailed descriptions of methods and derivations may be found in  the  
references l i s t e d  i n  Section 5.0. 

LIST OF SYMBOLS 

P h e  s ixain  stress in tens i ty  factqr. 

Plane strain s t r e s s  in tens i ty  fac tor  a t  initial conditions. 

Plane strain c r i t i c a l  s t r e s s  in tens i ty  fac tor  o r  f rac ture  toughness 
of the material. 

Plane s t r a in  threshold s t r e s s  i ~ t e n s i t y  level. 

Semi-iuinor a x i s  of the  e g i p s e  ' 1 or  crack depth 

Crack length of the semi-elliptical s71rface flaw. 

Thickness o-pltts (specimnl. 

Complete e:'iptical in tegral  of the second kind having modulus h 
2 2 1/2 defined as k = ( 1  - a /c ) 

Uniform s t r e s s  applied a t  i n f i n i t 7  and perpendicular t o  the plane 
or' crack. 

Maximum design operating s t ress .  
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(continued) 

Ultimate s t rength of the  material. 

Uniaxial tensile y i s ld  strength of the  material. 
2 

Flaw shape parameter = @ - 0.212 ( c / d y s )  . 
Stress in tensi tymagnif icat icn f s c to r  f o r  deep surface f l a w  based 
on Kobayashi s solution. 

Proof test f ac to r  = ~ / ( K ~ ~ / K ~ ~ ) .  

Number  of cycles. 

Time 

Ratio of Plinimun to  maximum s t r e s s  during a cycle. 

Subscripts 

a t  c r i t i c a l  conditions 

a t  initial condition 

ciperational 

1.2.2 General 

The minimum operational cyclic l i f e  of a pressure vessel a t  the maximum 
design operating s t r e s s  can be determine4 i f  the proof test f a c t o r d ,  maximum 
design operating s t r e s s  C , f racture  ;ocgAhness K1,, and the experimental 
cyclic and sustained stresgPflaw growth f o r  the  vesgel materials a re  avail- 
e j l e .  Proof t e s t  f ac to r  with 0' and K1, establishes the i n i t i a l . and  
criticzil flew size. For the cyc%s with the shcr t  hold %iws a t  tho maxiar:~ 
~ r ~ s s - a - a ,  the cyclic Zlsu growth dab d o n s  i s  sufffictent t o  predict  the 
number of cycles required t o  grou from the i n i t i a l  t o  the c r i t i c a l  f l a w '  size. 
If the vessel is  t o  be pressure cycled with t h e  .prolonged to ld  tirr.zb the 
n a x i 1 ~ ' ~  pressme, the  q rc l i c  a s  well as sustained s t r e s s  flaw ,-rowth data 2.1~3 - . ~ a e  r l i r i i~-~n r e u ~ h i n g  cyclic l i f e  of the vessel, i n  t h i s  case, is 
the nunker of cycles required t o  reach the threshold s t r e s s  in tensi ty  K . 
Knowing ii:e epplied and ant ic ipi ted pressure cycle history of the v e s s e r  
the rrinimm r e r ~ i n i ? ;  y d i c  li% of tth2 pressure vessel a t  bop c m  bs pre- 

, . . - . t ed  zr-2 t h e  zssesrEc5 of th2 vessel can be mde with regard t o  the 
f r d x r e  noae. This is  discussed i n  d e t a i l  i n  the folloving sections. 

. . Secticn 2.9 2eals  w i t h  t h e  ~ r ; a : t i o n  of the cyclic l i f e  of a thick-walled 
vessel while the t h i n - d i e d  vessel is treated i n  Section 2.0. Section 4.0 
~ i v e s  the e x p r l - . x ~ t d  jnstlr ' ication fo r  the technical rrppraach taken i n  
Sections 2.0 cnd 3.0. 

- 
SHEET D-102 



NUMBER ~2-119062-1 
REV LTR 

PREDICTION OF CYCLIC L E E  FOR A THICK-WAILED VESSEL 

Prediction of the cyclic l i f e  of a thick-walled pressure vessel  can be made 
utilizing the proof t e s t  f ac to r  and the re la t ions  between KIi/K and cycles 
t o  f a i l u r e  f o r  various values of R ( r a t i o  of the  minimum t o  & s t r e s s  
a u h g  a c y ~ l e )  f o r  the  mater3d-environment combination. This can best be 
i l l u s t r a t ed  by an exaq le .  

Suppose a l iquid  nitrogen %1-2.5Sn(ELf) titanium pressure vessel is  
successfully proof tes ted with LN2 t o  a fac tor  of 1.25 X the maximum design 
operating pressure. For i l l u s t r a t i o n  purposes, it i s  assumed tha t  the  
proof tested tank is subjected t o  the  following pressure cycles before d 
during the f l igh t .  It i s  a l so  assumed t h a t  all tts cycles a r e  applied with 
R equal to  zero. 

1. 240 loading cycles with the nmximm s t r e s s  as 90 percent of bop. 

2. 70 loading cycles with the maximum s t r e s s  a s  95 percent of dop. 

3. A long auration f l i g h t  cycle a t  Sop. 

It i s  desired t o  assess the  suructural  in tegr i ty  of the  pressure vessel 
from the  f racture  mechanics viewpoint. 

The combined sustained and cyclic s t r e s s  l i f e  cwve f o r  5A1-2.5Sn(~~X)Ti aii 
-32003' is  reproduced from Reference 8 in FigureDl. Since the  vessel i s  
proof tested K:;A '-4 = 1.23, ~i-2 wi~a pcssible K i / ~ l c  r a t i o  t h r t  couid 
ex i s t  i n  t h e  vessel a f t e r  the proof test a t  GOp YO d d be 0.80. -+ This -.-. 1s 
show by Point L in FigureD1. Hence, a t  90 percent of bop, K 2 ~ / K l c  i s  
0.72. The 240-losdir .~ zyzlss cf  0.70 Cop 2s t h e  maximum s:ress change the 
Kti/r,, r a t i o  from Point A t o  PO-%& B. Point B is 240 cycles t o  the l e f t  
i f  ~ o h t  A, with the cycles measured along the abscissa of the plot. Eence, 
the K ~ ~ / K ~ ~  r a d o  a t  the end of 240 cycles a t  0.9 Q op is  0.778. 

The s t r e s s  is  increased by 5 percent a t t s r  the end of 240 cycles a t  0.90 
Cr cr. T::e ?lr:w s ize  r e r A x  th c - , m  C.~rizg the  s t r e s s  i n c r e ~ s e .  Therefore, 

the R1i/~l r a t i o  a t  the b e g j d n g  of 70 cycles a t  0.95 Q i s  (0.95/0.90) X 
0.778 = 8.821. This is  shown by Point B in Figure Dl. 0 P 

The W a g - l e r  ct C.9 j CC ;t - rze t h ?  !tliPi; r z t i o  frcm P ~ i y t  S to P O ~ X ~  C 
vhere Point C i s  7G c y d &  t o  t i 2  l e f t  of P&t B i n  Figure Dl. K ~ ~ / K - , , ,  
r a t i o  c t  the end of 70 cycles at 0.95 d i s  0.85, Hence, K ~ ~ / K ~ ~  r a t i o  
bmed on bop i s  (1.0/0.?5) X 0.855 ='*0.895. 

The tkrechcl5 s t ress  jntensit:- v:.lcs f s ?  snst,nir.cd s t r e s s  f l ~ w  growth f o r  
the w t e r i a l  un2er environment i s  ?O p~ 2er.t uf Klc ( 8 . Since a t  the 
beginni~g of  t h e  lonALduratim f l i g h t  cycle the  Y , ] . ~ / K ~ ~  r n t i o  is  l e s s  than -. I . .  t~.yji;nlcy the vazssi i a  cansidered t o  be safe  f o r  t ie  :'light. Also, it c;ln 
be saen frovl Figure Dl t ha t  10 cyciea a t  CFCp w i l '  r a i s e  Ki !/'1:, t o  the 
l eve l  o< KT;H/ii(l,. Hencs, the s s t h a t s u  mininun remaining c y a i c  l i f e  f o r  the 
-, , .  V L G ~ C ~  - 2.3 , \A. - l",.; u ~ ~ ~ % i ~ i i  :'li$it, c ~ - d < )  cydes .  
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2.0 (continued) 

Thia is  the procedure followed i n  assessing the s t ruc tura l  in tegr i ty  of the 
thick-walled vessels. In the  first analysis  f o r  the assessment of the 
s t ructural  in tegr i ty  of the  thick-walled vessel, it is  always assumed t h a t  
al l  the pressure cycles a r e  applied a t  R = 0. Since the analysis  based on 
R = 0 w i l l  always show the  remaining cyclic l i f e  l e s s  than t ha t  based on 
the analysis of R # 0 (actual  R r a t i o s ) ,  the  prediction of cyclic l i f e  
based on the analysis  of R = 0 i s  invariably conservative. I f  the pressure 
vessel i s  shown unsatisfactory f o r  the  f l i g h t  based on R = 0, then pre-: 
dict ion arzalysis f o r  the re inahhg  cycl ic  l i f e  is  conducted based on the'. 
ac tual  R values a t  which the cycles a r e  applied. For c l a r i t y  purposes, an 
i l l u s t r a t i v e  example is  given below. 

Suppose a thick-ualled &1-4v(S'X!A) titanium helium tank is  successfully 
proof tested a t  a proof t e s t  f ac to r  of 1.50 X the d r m u n  design operating 
s t ress .  Suppose the proof tes ted tank i s  subjected t o  the following 
pressure cycles before the f l i gh t ,  which i s  a l so  shown inFigure DZ. 

1. 200 loading cycles with the  maxim s t ress  a s  90 ercent of uop and 
R = 0.1. Environment i s  Room Temperature (R.T. 7 . 

2. 4300 loadiog cycles wlth the maxirm s t ress  as  d and R = 0.7 - R.T. 3P 

3. 260 loading cycles with the maxinrum s t r e s s  as 95 percent of 6 and 
R = 0.4 2.T. OP 

4. 40 loading cycles with the maximum s t r e s s  a s  tSOp an? R = 0.1 R.T. 

The cyclic l i f e  curves f o r  6A1-~V(STA) titanium f o r  the  environment of R.T. 
air  a re  reproduced f o r  R = 0.0, R = 0.1, R = 0.4, and R = 0.7 from 
Reference (iO) in Figure 03. The difference between the  p lo t s  of cyclic l i f e  
against K ~ ~ / K ~ ~  f o r  R = 0 and R = 0.1 i$ negligible f o r  this material- 
environment combination, and hence both a r e  shown by the same p lo t  in 
Figzre33. The threshold s t r e s s  in tens i ty  l eve l  f o r  t i e  material in the 
environment of R.T. a i r  i s  90 percent of K1, (10). 

The maximm possible K, ,/K r8ts;.0 that "uld exist i n  the vessel a f t e r  tha Ic- proof t e s t  a t  Q pp is  I ~ x  - 0.667. From Figure D3, it can be seen from 
R = 0 plot  t h t  the maximum cycles t o  f a i l u r e  is  about 600 e t  CfCp i f  the 
kc16 t i x s  r ;  TL:<~z~..s s ~ r c s s  Pxe small. 1: the a rd j i n i s  ic bc;ssci oil R = 3 
instecrd o h e z t - ' c l  R, the pressu-e-cycle history chows that  the vessel i s  
c r i t i ~ a l .  I n  t k e  I'oil.swir,s, the assessment of the vessel is  rade based on 
the appropriate values of R. 

A t  th. 1':;innicg of 230 loading cycles with the mxiau s t ress  a s  0.90 bop: 
t L s  .wxir:a E ~ ~ / K ~ ~  i s  gii-ur, by 0.90 I .66? = 0.60. This p ~ i n t  is  ind icamd  
t;; E on R = . c : .  The X c )  lor.?5r.: c y : l ~ s  ct' 0.90 CI; and R = C .I ' 
change t h e  K I i / K l c  r a t i o  :ram Point E t o  Point D on the plotpof R = 0.1. 
The K ~ ~ / K ~ ~  m t i o  at the end o"00 loadin;; cyclos of R = 0.1 i s  0.63. 
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2.0 (continued) 

The s t ress  is  increased by 10 percert a t  the end of 200 cycles. Hence, 
the K i /~l  ra t io  a t  the beginning of 4,300 cycles a t  d o  and R = 0.7 i s  
(Lo/b.p) f 0.63 = 0.70. T h i s  is  shown by Point D on ?he plot of R = 0.7. 
The W O O  loading cycles a t  d -+d 93 = 0.7 c h a p  the K ~ ~ / K ~ ~  r a t io  from 
Point D to  Point C on the plot  of H = 0.7 where i ts  value is  0.78. 

The s t ress  is decreased by 5 percent a t  the end of 4300 cycles. Hence, the 
K ~ ~ / K ~ ~  r a t io  a t  the beginning of 260 cycles a t  0.95 6, i s  (0.95/1.0) X 
0.78 = 0.74 which is ahown by Point C on R = 0.4 plo!. The &O cycles 
a t  0.95 6, and R = 0.4 change K ~ ~ / K ~ ~  r a t io  from Point C t o  FbiM B on 
R = 0.4 wEere its value is 0.80. 

The s t ress  is increased by 5 percent a t  the end of 260 cycles. Hence, the 
K ~ ~ / K ~ ~  r a d o  a t  the beginning of 40 cycles a t  do is (1.0/0.95) X -80 = 
0.84 which is i l lus t ra ted  by Point B on R = 0.1 !lot. The 40 cycles a t  Q 
and R = 0.1 increases hli/~lc r a t i o  from 0.84 to  0.875 which is shown 
by Po'at A in Figure D3. 

Since the s t ress  intensity a t  the end of 40 cycles a+, 6 i s  l e s s  tha~l  the 
threshold s t ress  intensity, the vessel is considered t o  8 safe fo r  the 
f l ight ,  It w i l l  take 20 loading cycles a t  0' and R = 0.1 t o  increase 
K ~ ~ / K ~ ~  from 0.8ij to 9.50. Thus, the estima?k minimum cyclic life 
remwung for the vessel i s  20 cycles. 
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3. O - PREDICTION OF CYCLIC LIFE FOR A THIN-WALLED V E S m  

3.1 BACKGROUND 

Analysis f o r  the  prediction of the cyclic l i f e  f o r  a thin-walled vessel is 
somewhat different  than that fo r  the thick-walled vessel. The flsw depth 
becomes deep wiih respect  to  the wall thickness pr ior  t o  reaching the  
c r i t i c a l  s ize  f o r  the thin-walled vessels. The s t r e s s  in tensi ty  fac tor  
calculated by t i e  Kobayashi equation f o r  the  deep flaw i s  higher than the 
one predicted by the or iginal  Irwin equation f o r  the shallow surface flaw. 
A s  a resu l t ,  the subcr i t i ca l  flaw-growth r a t e s  f o r  the thin-walled vessels, 
having tho ssm9 flaw s i ze  and subjected t o  the same s t r e s s  a s  the thick- 
walled vessels, a re  higher than those f o r  the thick;walled vessels. Thus, 
the  t o t a l  cyclic l i f e  f o r  a thin-walled vessel i s  s h i r t e r  than t ha t  deter- 
mined frori curves of the  type shown in FigureD4andD5, t ha t  a r e  developed 
from the data of specinms where acr/t is  l e s s  than 0.5. I f  data similt.r 
to tha t  i n  ~iguresD4andDf (K / K ~ ~  against cycles t o  f a i l u r e  and 
K ~ ~ / K ~ ~  versus time t o  f a i l u r i f  can be developed from the specimens havhg 
deep flaws and the comparable thickness a s  t ha t  of the  vessel, then the 
,analysis described i n  Section 2.0 can be used t o  predict  the cyclic l i f e  
of the thin-walled vessel remaining a f t e r  the proof t e s t .  This data 
develop~ent i s  complicated and expensive since the s t r e s s  in tensi ty  magnifi-. 
cat ion factor f o r  deep surface flaws, %, is the function of a / t  a s  well 
a s  a/2c. (Variation of 0/bys has a smaller e f fec t  on MI( than the  variat ions 
of a/t.) Consequently, a large  number of specimens would be r e q ~ i r e d  t o  
so r t  out h e  e f fec t  of a / t  and a/2c. In  the  absence of these data, the follow- 
ing analysis i s  used t o  calculate the cyclic l i f e .  The main assumptions 
involved in the analysis  are: 

1. In  the thin-walled vessels, the  flaws a r e  long with respect t o  t h e i r  depth 
and conseqaenily, Q i s  assumed to be equal t o  unity i n  the Kobayashi 
equation. This, in  turn, ra i ses  s t r e s s  in tens i ty  and hence the flaw growth 
r a t e s  and gives the lower bomd of the cyclic l i f e .  

2. The flaw growth r a t e s  a r e  dependent on K ~ ~ / K  and hence, flaw growth 
r a t e s  obtained from the specimens where acr/??is l e s s  than 0.5 can be 
used fo r  the spszir.?ns vhere scr/t ippro-cnes unity. 

3. It is assumed that below the threshold level ,  flaw growth ra tes  a r e  not 
affected by the presence of the propellant. Consequently, the flaw 
grcl.&'n rztes fc.r t h e  rater-iol-propellant temperature combination a re  
simulsted by the material- teqerature combiration. 

To determine the cyclic l i f e  of a thin-walled tak, the following re la t ions  
ara required: 

The proof t e s t  fectc:., 

2. versus "aN curve, similar t o  E'igureijb, f o r  and KTH t o  determine 56 the flaw eizea a i ,  a, , end a y ~ .  The 0 versus a" curve can be 
obtained from %he folrowing equation: 
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3. K ~ ~ / K ~  versus f l ab  growth r a t e  da/dN curve t o  determine flaw' growth 
r a t e  a% any s t r e s s  in tens i ty  level .  

The flaw growth r a t e s  can be obtained by d i f fe ren t ia t ing  the  Kli/K versus i= cycles t o  f a i l u r e  curve, similar t o  t h a t  of FiguredS. This curve s 
obtained from the specimens w b r e  acr/t is  l e s s  than half. For an assumed 
muimum cyclic s t r e s s  l eve l ,  say b the given K / K ~ ~  versus - , N curve can 
be converted t o  an a/Q versus N curve by the  eq&on: 

The d o p e  of a/Q versus N curve gives the p lo t  f o r  the  f l a w  gro-Ah r a t e  
d/dN (a/Q) versus K l i / ~ l c  f o r  the s t r e s s  l eve l  Q1. 

From the above equatior f o r  a given Kli, a/Q a t  the s t r e s s  l eve l  Q 2  is 
le la ted  with a / ~  ct U1 as: 

d 

From t h i s  equation, it can be concluded that the  flaw growth r a t e  a t  any 
s t ress  level  6 i s  r e l ~ t e d  t o  the  g r ~ ~ % ~  r ~ t e  a t  d a s  follows: 

c; 

This s t r e s s  l eve l  ef fect  is  supported by the  experimental data in References 
(7), (8 ) , (lo), and (11). I f  the basic K ~ ~ / K ~ ~  versus cycle data i s  
a'Dhi?e2 I'rcn the eqer imenta l  t e s t s  where tk:e speziuens a r e  cycled a t  a 
maximum s t r e s s  a t  o r  near the expected operating s%ress l eve l s  i n  the  
vessel,  the ef fect  of s t r e s s  l eve l  need not  be co~sidtired,  The flaw growth 
r a t e  obtained i n  t h i s  mmer from Figure 7 f o r  5A1-2.5sn(~~l)  titanium f o r  
the maxim~m cyciic s t r e s s  l eve l  of 139 k s l  is  given i n  Figure 07. Also, a s  
pointed ou t  by Tsffsny, e t  a 1  ( 7 ) ,  flaw growth r a t e s  can be approximated by 
neasurins s t r f a t i ~ n  s p x i n p  on electron frsctc;r:.pt;s obtrdned from the 
f racture  face of e swfcce  flawed specimen 'cycled t o  f a i l w e  i n  t e n s i ~ ~ .  

3.2 APPROACH 

K~o::ing t h a  praof s t r e s s  ar,d K, , , the mxFmum possible ilaw s ize  tha t  can 
exist L; '5 Drocf (L.Zier the pi.%' t e s t  : ssn!:ik; rapid depressurization) c u  
ku cietermin8j. i'rom the p lo t  or' CT against  "a1' f o r  K1,-. This flaw s i ze  is  
dencted by in the i l l u s t r a t i v e  exmple of Figure 3.3. Also knowing c;T 
r.n? KIG,, ' !.e T., xi :-.T ~ ~ ? c s i ! , l e  .'law s i z e  1.k.2t -3 e x i n t  a t  3. a i n  5e 0 P 
determmed from the same plo t  f o r  K . This flaw s i ze  i s  sh%n by a,, in 
F L i ~ r e  TJ. Similarly, 61ia saxinurn 3faw size tiat c d d  ex i s t  a t  T and the 
threshold s t r e s s  in+~r.nTtv I( ... is L I ~ L L T  by =' P 
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3.2 (continued) 

If the cycles to be applied to the vessel  have shor t  hold times a t  the  
meudmum s t r e s s  ,p, then the  s t r e s s  in tens i ty  a t  Top can be allowed to 
reach the c r i t i c a l  value K l c .  In  this case, the flaw growth r a t e s  f o r  the 
vessel  a r e  arithmetically integrated using the s t r e s s  in tens i ty  magnifica- 
t ion  values from Figure D9a to calculate the number of cycles required ta 
grow from a i  t o  acr. The r e l a t i ve ly  simple procedure f o r  t h i s  integration 
is i l lus t ra ted  i n  Figure D10. I f  acr is  l e s s  than the wall thickness, then 
the  total estimated cycles to f a i l u r e  w i l l  be obtained, and i f  i t  exceeds 
the  wall thickness then.the total estimated cycles to look w i l l  be obtained 
as explained i n  Section 2.4.2, (5). The effect  of deep flow s t r e s s  in tensi ty  
magnification on predicted c r i t i c a l  flaw sizes  f o r  a typical  tank material is  
shown i n  Figure D9b, f o r  both th ick and thin-walled vessela. 

If the cycles to be applied to the vessel  have long hold times a t  the maxi- 
mum s t ress ,  the  s t sess  in tens i ty  could not  be allowed to exceed the sustained 
s t r e s s  threshold value KTH. In  this case, the  f l a w  growth r a t e s  a r e  arith- 
metically integrated using F Y  t o  calculate the  number of cycles required ta 
grow from a i  to aTH, This i s  the procedure followed in the prediction of 
the  cj-clic l i r e  i n  Volumes I1 and I11 of (5). 

The prediction of the remaining cyclic l i f e  and the s t ruc tura l  i n t eg r i t y  of 
the thin-walled vessel  can best  be demonstrated by an i l l u s t r a t i v e  example. 

3.2.1 -Thin-bJa1le.l Vessel - I l l u s t r a t i v e  Example 

Suppose a thin-walled 6A1-4V titanium (STA) propellant tank containing :i2i14 
a t  R.T. is  success,cljlly  roof tested vith water a t  R.T. to a proof t e s t  
factor  of 1.41 x the maximxu design operating s t r e s s ,  c o p e  Suppose the  
proof tested tank is  subjected t o  the following pressure cycles before the 
f l i gh t .  

1. 20 loadicg cycles w i t h  the maximum s t r e s s  a s  90 percent of bop. 

2. 12 loading cycles with the  maximum s t r e s s  as 95 percent of bop. 

3, 5 loading cycles with the maximum s t r e s s  a s  6 

It i:3 desired to sssess the s t rcc tura l  in tegr i ty  of the pressure vessel  from 
the f racture  mechanics atandpoint and estimate the minimum cyclic l i f e  remain- 
ing fo r  the vsssel  a t  u'op. This example is treated with specif ic  numbers 
since tne s t ress  &iiteiisitjr factor  has .to be corrected f o r  a/ ' t  ra t ion acc~ rd ing  
to  Fig-me DSa. The LdAcrrress of the tank i s  0.022t1 . The maxirmrm desigr, oper- 
at ing ntreas, c - ~ ~ ,  IS 17.5 ::SI. The  ater rial of t h i s  gage under the  a' o w -  
cent.ior.cd eml rs::r.on tal cor,di tlons has the m i n i ~ m  Srac ture  toughness of 37 k s i  
\",- ;.... ?;, t!;e t : ; r~;3 ' .~iJ  c :re;; l;,t,z.;sity cf SO purccct If Klc. 

The b. .jersy,s "av plo t s  are given fo r  K1 al:d = 0.60 K l c  i n  Figure 5?.. P Sir.cc rrL\sf s t r ~ s  is 1.41 x G ,, = 123.3 YSI, it i s  c lear  from Figme 2" ilia] 
the maximum possi ' le  a i  tha t  coulh ex i s t  i s  0.31431t. Xere it i s  assumed tha t  
the d~prdsscric-. ?n f r m  the  proof pressure is rapid er,o.lgh so tha t  no sigdfl-  
c ~ r t  flaw r r o w t '  . c x s  d1:rir.r t!:o dcpross;?rization. Also, a s  shown i n  F i r  :re 
D8, fo r  the  s t r e s s  level of Cop, acr i s  0.0196" end ~ T H  i s  0.016Oqte 

. - ---- - 
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3 .'2.1 (continued) 

The p lo t  of x ~ ~ / K ~ ~  versus flaw growth r a t e  f o r  bal-4V titanium a t  ROT. is 
reproduced i n  FigureMl f o r  rS = 100 k s i  from Reference 10. The 99$ 
confidence leve l  flaw growth r a t e  curve i s  used i n  the  calculation of 
cyclic l i f e .  Since the above flaw growth r a t e  curve i s  obtained from the  
cyslic Zata of R = 0.0, it i s  a s s c ~ e d  i n  t h i s  example t ha t  a l l  the 
cycles are applied a t  R = 0.0. 

Taking the effect  of s t r e s s  l eve l  on the  f l a w  growth r a t e s  i n to  account, 
flaw growth ra tes  a r e  ari thmetically integrated from ai = 0.0113n t o  
acr = 0.0196" according t o  Figure Dl0 t o  calculate the cycles t o  f a i l u r e  
f o r  t r ~ e  s t ress  l eve l  of 0 . The r l o t  of flaw depth against  cycl-es to  
f a i l u r e  f o r  the s t r e s s  lev@ of Uop i s  shown in.FigureD12 

Uhsn the maxinxum cyclic s t r e s s  is 0.95 Cop, a i  is rrtill O . O W n  but  acr is  
0,0298" and a m  = 0.0167fl from Figure Da. Based on the s t r e s s  l eve l  of 
0.95 the f l a w  growth r a t e s  a r e  integrated from a i  = 0.014311 to  
%r = O8:208~ to  calculate the cycles t o  fa i lure .  Similar procedure i s  
followed to  obtain the re la t ion  of flaw depth against  cycles t o  f a i l u r e  f o r  
the s t ress  l eve l  of 0.90 Top. These plots  a r e  shown i n  FigureatZ. 

A t  the end of the proof cycle and the  beginning of the f i r s t  cycle a t  the  
ma-ximm c ~ c l i c  s t r e s s  of 0.90 c;-, , the maximum possible flaw depth i s  
O.O1lJ1l. TMs is shown by Point 8 i n  FiyreDl2.  The 2C loading cycles with 
the naximn s t r e s s  as 0.90 6, cfisrse "A" f ron  Point D to  Point C on the 
p lo t  of 0.90 n op as  shown i n  f igure  ~12. . 

The tank well s t ress  i s  increased by 5 percent a t  the end of 20 loading 
cycles with the maximum s t r e s s  as 0.90 bop. The flaw s i ze  remake the  same 
during the s t ress  increase. This i s  shown by Point C on the  p lo t  of 0.95 Qop 
in Figure Dl2 . 
The 12 1o;ZZr-2 c p l e s  wLth ti,e rcaxim s t r e s s  a s  0.95 Oop change I1An from 
Point C t o  Point B on the p lo t  of 0.95 bop in FigureD12. 

A t  the end of 12 loading cycles with the maxim st re s s  a s  0.95 bop, the  
s t r e s s  i s  increased by 5 percent. This i s  ahom by P o i n t B  on the p lo t  of 
a ,p i n  Fi,-.re ?.I:. 

The 5 loading cycles with the mximm s t r e s s  a s  bo %ch?nge "ab from Point B 
to Point A on the plot  of i n  F i p r e D l 2  The f w aepth a t  A i s  
0.0153411. This i s  'smaller than a ~ ?  which is 0.01601'. I!ence the vessel i s  
considered to be s d e  f o r  the f l igh t .  Also from FigureQiZ, it w i l l  take 7 
cy.-=les 2% a,?, t o  i n c r a ~ s e  the flaw depth from 0.G1j3/b11 t o  0.0160". Hsnce, 

9 .  ti,= IJ~L:..~:: t ; ~  ~i~- . ; t ed  cyclic l z e  reraining f o r  the vessel is  7 cycles. 
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EXPERIMENTAL JUSTIFICATION FOR TEC-NICAL APPROACH . 

The technical approach taken in Sections 2.0 and 3.0 would need the 
jus t i f ica t ion in the following areas: 

I. ~ e p r e s e G t i o n  of cyclic l i f e  with K ~ ~ / K ~ ~ .  

It has bem shown (6, 7 ,  3, UI, 11) t h a t  the  cyclic l i f e  of surface flawed 
specimss correlates well with the maximum i n i t i a l  s t r e s s  intensiQr Kli a t  
the t i p  of the surface flaw. Also i n  Reference 10, large  number of curface 
flawed specimens of the  same thickness a r e  cycled t o  f a i l u r e  a t  four 
di f ferent  s t r e s s  l eve l s  ranging from 96 k s i  to 126 kei. The resul ts ,  
Kli/Klc against cycles t o  fa i lu re ,  a r e  c i t ed  in FigureDl.3. This shows t h a t  
f o r  a given K ~ F / K ~ ~ ,  the s t r e s s  l eve l  has l i t t l e  r e a l  influence on the 
cyclic l i f e .  

2. Use of uniaxial specimen data i n  the  prediction of the cyclic l i f e  of 
biaxial ly loaded pressure veseel. 

The cyclic l i f e  data obtained from the  preflawed S A ~ . - ~ . Z S ~ ( E L ~ )  titanium tank 
t e s t s  agree very well with the corresponding cycl ic  l i f e  data obt..ined from 
preflawed uniaxial t e s t  specimens a t  R. T. , -320°F, and -4.23'~ temperatures (7). 

The same reference a lso  shows that cycl ic  l i f e  data obtained from 2219-T87 
aluminum tank t e s t s  a t  R.T. and -3200F temperature correlate very well with 
those obtained from cniaxial  specimens. The s t r e s s  in tens i ty  versus cycles 
t o  f a i l u r e  c o ~ e l a t i o n s  f o r  2219-T87 al&hxa specimens and tanks a t  R.T. and 
-320°F are  reci ted from Ref erenze 7 i n  Figwes ;hi 315. Similar correlat ion 
i s  shown for  Ladish D&-C s t e e l  a t  R.T.in Reference 6 )  . These r e su l t s  
indicato tha t  the uniaxial  p h e  s t r a i n  cyclic l i f e  data and flaw growth 
ra tes  ce: be applied d i rec t ly  t o  the  prediction of the cyclic l i ve s  and flaw 
growth r a t e s  of the  biaxia l ly  loaded pressure vessels where the flaws grow 
under plane s t r a in  conditions. 
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Figure DIO: ARITHMETIC INTEGRATION OF FLAW GROWTH RATE DATA 
( Deep F~m,8 in Thln Wdled Vcsseh ) 

FlguroD11 'fCLIC FLAW GROWTH RATES 
(For om, = 100 Dl ) 
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CYCLES TO FAILURE 

flgure~14t STRESS INTENSITY VS. CYCLES TO FAILURE CORRELATION FOR 
2219-T87 ALUMINUM AT ROOM TEMPERATURE 

CYCLES TO FAILURE 

Flgun Dl5 STRESS INTENSITY VS. C Y C L E S  TO FAILURE CORREUTION FOR 
22 lP-TC7 ALUMINUM AT 320  OF 
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Appendix E 

FAILtW3 MODE, EFFECTS, AND CRITICALITY ANALYSIS 

1.1 APPLICATIOX TO SAFETY ANALYSIS 

Failure Mode, Effects, and Cr!.ticality Analyses (FMECA) have been 
used fo r  years as  a nethod of determinine the r e l i a b i l i t y  of a 
system. The same method may be used to determine the  degree of 
safety to be expected from a system. The adaptation of the  FMECA 
t o  eystem safety analysis  requires t ha t  a d i f fe ren t  perspective be 
adopted by the analyst. Th3 goal of r .  r e l i a b i l i t y  analysis  is the 
prevention of ''loss of mission" , nloss  uf system1', end it system 
function degradationn. The goal of a system e d e t y  analysis  i s  
the prevention of "death o r  injury of personnel1', "damage of the  
sya ternn, and "system saf "*r degra&tionl' . These system saf oty goals 
a re  achieved by c o n d 2 e r ~ y  every component f a i l u r e  mode, including 
improper conwinds t o  the component, which mi:q have potontfal ly 
damaging effects.  A l i s t  of components which a re  c r i t i c a l  t c ~  safe 
system use may be derived from the analysis, and t h e  x ? t i c a l i t y  
(o r  probability of causing personnel i n j q  or  system damage) 
calculated f o r  the appropriate f a i l u r e  modes. 

The material i n  this ay:?endix has been chiefly extracted from 
P r o c e a u ~ s  :or Failure Mode, Effects, And Cr i t i c a l i t y  Analysis 
T & 6 b w : : e n t  ncmber RA-0060013-1A, Off i c e  of Maned Space 
Flight ,  Nat imal  Aeronautics And Space Administraiion, August 1965. 
Informtion or. ap? l i? : l t io~  of the RECA metkod i s  a l so  W:cd i n  
Procedlrre fo r  Perzormincr Systems Des i~n  Aralysis , DruwLng No, 1 CM33111, 
Re:-isicn A, Geor;;a C. X.iarshdl S p u s  Flight Centsr, X A S . ,  June 1964; 
and i n  ?.&ability Stress And Failure Rate Data For Electronic 
E T Y ? ~ :  3-+, tIIL. I T X - 2 - 2 ,  2ret.x of ::I- ..!. Wo:ipor.s, Dap~rtnen6 C: 
Defense, Cacember 1965. 

- - 
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1.3.1 
- r 

(Continued ) 
- 

i s  conducted i n  two steps: The Failure Mode and Effect Analysis 
(W), and the Cri t ical i ty  Analysis. It has been .found moat 
practical t o  assume that  the effects  of each fa i lure  studied 
during t i e  andpis are not negated by the occurrence of a 
benign fai1u.m. 

1.3.2 Objectives cf Conductina FMECA 

The FMEA is accomplished t o  provide: 

a. The design engineer with a method of selecting a design 
with a high probabil.ity of safe operation, 

b. Early v is ib i l i ty  of systeni isterfac": problems, 

c. Identification of single fa i lure  points c r i t i c a l  t o  
systsm safety, 

d. Early c r i te r ia  f o r  t e s t  plavning, 

e. Qauantitative and unifomly formatted data input t o  the system 
safety prediction, assessrent, or othcr safet; study. 

A ~ ~ i i c a t i o n  Of The F'MECA Method 

An F?.!EXA &odd be ini t ia ted as  an integral psrt of the early 
design phase of s y s t a  r"w-ct ior~l  assmblies. If a Gror3 F~zarde 
Analysis has been cood~cted, the r e s L t s  caa be used t o  &de 
the developzent of the S X A .  Subsystem vhich the Gross Hazards 
Analysis h s  indicated are nost hazardous can be developed f i - s t  
in the logic diagram for  the fai lure  mode and effects  study. 
An FMECA should be performed a t  the highest system level  feasible. 
This f ac i l i t a t e s  a safety c r i t i ca l i ty  rarking of a l l  of the 
m j o r  systea e1enent.s so the FMECA effor t  can be allocated t o  
those e1ezer.'- s xhich are zost dete--3;ioact ~ p o a  overall safety . 
Proposed design chsnges can be incorporated i n  the a?~k ; s i s ,  
and the effect on system safety can be predicted. Changes which 
are proposed t u  enhance ear'ei;- s h d d  be tor-sidered frorr a l l  
aspects t c  e:;selre tiiat the r9dil"icatic:; is cost ezfective and 
thst ;%e ~;s:+2Z-:?.e-ert i s  re f lechd in the riew design. 

FKECA, E k e  a l l  analytical tools, can be condxted on 
cozpleted s j-s ter.s . Tke increased ccs t of zodifying a pkysical 
y s t . e r  i s  a m j c r  detemining f3ctor for safety i~provezents. 
A s  a 2 ,  t .  k r - ; : .  reccx.ar.ded for  coqle ted  
sgsters rxst be very cost effective. Therefore, it i s  incmbent 
on t he  anal.yst t o  be as accurate a s  possible in  the prediction of 
safety irtprovements so that safety costs can be f a i r l y  evalmted. 
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1 .3 -4 Procedure of PMECA 

PHECA ia  performed in two phases: (1 ) Fai lun Mode .and 
Effects Analysis (FMEA), and (2) Criticality Analysia (CA). 
The combination of these two phases provides (3) Failure Mode 
Effects and Criticality h l y s i s  (FMECA). Section 2 provides 
procedxre; for R.iEA; Sectics 3 proy;ides proced-as for SA; ar.d 
Section 4 combinas the FkEA and CA into the FMECA. 
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2.0 PROCEDLrRE FOR FAILLRE M3DE AND FYFFECTS ANALYSIS 

2.1 SPSTM DEFINITION 

Accomplishent of an MEA on a system consists of the following general 
steps: 

a. Obtain a l l  descriptive information available on the system t o  be 
amlped. This should include such documents as functional block 
diagrams, sys t e r n  descriptions, specificaticns , drawings, syatem 
component identification coding, operational profiles, environmental 
profiles, and reports bearing on re l i ab i l i t y  and safety such as 
feas ib i l i ty  o r  r e l i ab i l i t y  studies of the system being analyzed and 
of past similar systems. 

b. ConsCxuct a logic block ciiagsm of the system to be analyzed, similar 
t o  tha t  shoun i n  Figure E-1, f o r  each eqcipment configuration involved 
i n  the systemls use. 

The diagrams u'e developed s+artFry st the tcp level  of the system an2 
extendirg dommrd t o  th3 lowest level of system definition a t  the time 
of analysis. These logic block diagrams are  not descriptive 1.lock 
diagrm or' -khe sys-tern that show the interconnection of equipmsnts, 
The lcgic block 6iagr.m used for  an FWX show the functional inter- 
dependencies between the systes cc sonents so tbt the effects  of a 
functional fa i lure  may be readily . .aced tbrough the system. 

All redundancies or  other means f o r  preventing fa i lure  effects  should 
be shown a s  functional blocks or  no'm. 

Where certain functions are  not required in an operational time phase, 
the information may be shown by a dotted block as in the case of 
component 0.5 in Figure E-1 or by other suitable means. 

c. A t  the, lowest level  of' s p t t r n  i lefhl t ion,  ss developed from t i e  top La: : ,  
z ~ l : - z e  e:-ch f s i l - ~ " +  zcdc of the system component and i ts effect  on 
the system. Where system functional definition has not reached the 
level  of i6entification of the system fmctions w i t h  the specific % j j e  
of krbware that  will perform these lunctiocs, the EMFA s h ~ u i d  be Laseci 
upon ltilivE of the system functions giving t& general. type of haraware 
envisioned as  the basis for system design. 

Four basic conditions of component or functional fa i lure  should be 
considered: 

1) Premature operation 
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2.1.1 (continued) 

3) Failure t o  cease operation a t  a prescribed time 

4) Failure during operation. 

The RIEA assumes t ha t  only the f a i l u r e  under considerztion k s  occurred. 
Uhen redundancy o r  other means have been provided i n  the system to  
prevent undesired e f fec t s  of a par t i cu la r  fa i lu re ,  t he  reducdant element 
is considered operational and the f a i l u r e  e f f ec t s  terminate a t  this point 
i n  the  system. When the e f fec t s  of a f a i l u r e  propagate to  tho top l eve l  
of a system and cause the system t o  fail, the f a i l u r e  is  defined as a 
c r i t i c a l  f a i l u r e  i n  the system. 

When an FMEA is being performed on a systam which is already bu i l t ,  the  
analyst  may f ind cases whers redundancies o r  other means of preventing 
f a i l u r e  e f fec t s  do l i t t l e  t o  improve the  f a i l u r e  s i tua t ion  o r  where the  
red=d=cies my actual ly  worsen it. These cases should be reported 
f o r  the  next t igher  level. Where the scope of the EMEA program pkrmits, 
the redundancy o r  other f a i l u r e  e f fec t s  preventive means should no t  h a l t  
the continuation of the failure ef fec t s  analysis  toward the  top l e v e l  of 
the system. 

d. Document each potential  f a i l u r e  mode of each system component and the  
e f fec t s  of each f a i l u r e  mode on the  sa-stem by completing an F'ME4 format 
s i d a r  t o  t h z t  shown i n  Figure E-2. Instructions f o r  f i l l i n g  out  the  
FNEA format a r e  given i n  Section 2.3. 

2.1.2 Input Dc cczentstion 

The follots',r;~ documentation i s  representative of the information r q u i r e d  
f o r  system def ini t ion and analysis: 

2.1.2.1 Systen T e c h i c d  Development Plans 

To define what consti tutes and contributes to the various types of system 
fa i lu re ,  the tec'hnical development plans f o r  the system should be stui"1d. 
The plans w i l l  normally s t a t e  the  system objectives anti specify design 
requiremnis f o r  o>eritions, mintenance, t e s t ,  and a ~ t i v a t i o l ~ .  De ta ibd  
i n f o r r ~ t i c n  i n  the  plans w i l l  c o r z l l y  provide a mission or  operational 
prof i le  x d  a funntfcnal f low %look 6iecrq.m showing the gross f ' unc t io~s  
tbi; tke  ----ten t---' 

*+ * .-, perform. T im - - vcms a d  c i a r t s  used t o  describe 
system lunztionsi  sequence w i l l  a id  theaanalyst  t o  determine the t i n e  
f ea s ib i l i t y  oi' various means oi' f a i l u r e  detection and correction i n  t h e  . . - .  
O F Z - . - : , . L ~ ' ~  s;:aLe.n. Also r + . ? u i r L ~  1s a ~ d i n i t i c n  of t h e  opnr..;ic ,:1 r+nd 
e:..-iror.:.z:::..l ";-rasses tnat '"hi3 system is  ex~ec t ed  t o  mcc3rt;o arid a list of 
the acceptable cond i t i o~b  ul' furlctional f a i l u r e  under these stresses.  

2.1.2.2 Tr~ds-Of f Stuei7 Rcpor is 

and should explain. the deqign compromises and opereting conditions agreed vpor. I 
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2.1.2.3 System Description and Specifications 

The descriptions and specifications of t he  sys tem~s  internal  and in te r face  
functions, s t a r t ing  a t  the highest system l eve l  and progressing t o  the  
loves t  l eve l  of system development t o  be analyzed, a r e  required f o r  CCKI- 

struction of the  FMFA logic  block diagrams. A logic  block diagram a s  used 
i n  t h e - F a  and a s  described in P-rzgraph 2.1.l.b shows the functional 
interdependence within the  system and permits the  e f fec t s  of a f a i l u r e  t o  
be traced. System descriptions and specifications usually inclcde e i t h e r  
or both functional and equipment block ditcgrams t h a t  f a c i l i t a t e  the  con- 
s t ruct ion of the logic  block diagrams required f o r  the  FMEA. In addition, 
the system descriptions and specifications give the  limits of acceptable 
performance under specified operating and environmental conditions. 

2.1.2.4 Equipment Design Data and Drawings - - - -  - 

E q u i p m f  design data and drawings ident i fy  the  equigment configu2.ation 
perf or'mini each of the system func+,ions. 

Where functions shown on a FMU functions1 block diagram de'pend on a replace- 
able mociuie i n  the system, a s e p a ~ a t e  FMFA may be performed on the i n t e rna l  
func\+,ions of ths ~ 1 2 5 2 3 .  ?.e eZe.=% of passible coffiponent f a i l u r e  modes in 
the module on module inputs and outputs then describe the  f a i l u r e  modes of the  
nod-de when it i s  viewed a s  a system ccmponent. 

2.1.2.5 Coding Systems 

For consistent ident iXcst ion of system funcfions s d  ecpi-pent, sn approved 
coc?i~g s;-skn she132 be adhered t o  durizg the cc;l.!--sis. Use of coding 
system common t o  the overall  program a re  preferabie. 

2.1.2.6 Test Results 

Tests run oil the specir'ic equipment under the  ident ical  conditions of use a r e  
desired. When such t e s t  data a r e  not  available, the  analyst  should co l l ec t  
and analyze the data obtained from studies and t e s t s  performed during current  
and pss t  programs on equipment similar  t o  those in the system and under 
similar use conditions. 

The next s t e p  of t h e  nlEll proceiure i s  the construction of a logic  block 
diagram of the system t o  be analyzed. The general r e l i a b i l i t y  logic  block 
diagram schene f o r  a sysbem is  s1~own i n  Figure IS-1. This exirnlple system is 
fcr 3 sp-:e v;.'r,Lcle st.;;e, ard ti.e notes given explain the functional 
aependencics 01' t he  stage ca~ponents. 

A system compon~nt at any leve l  i n  the  stzge system may be treated as a 
c;;stem m a  xi:; t e  G i i z , - ~ ~ z a ~  i n  'lilr3 mmer  f o r  f a i l u r e  mode and e f f ec t s  
analysis. The resu l t s  of the c&ponentts FMEA would define the f a i l u r e  
modes c r i t i c a l  t o  the componentls opeation, L e . ,  those t h a t  cause l o s s  of 
c :c,:,i,..-,,- dAi , - i  1 : L. ,. - . ! ; 07 O L ~  j.;i;t~. T!1<': : :-:! . ill.:rc . ? C I ~ W  ?ill. kk CR U S O ~   YO 
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s c c o ~ p i i s h  the FMEA a t  the next higher system level. This procedure 
ultiroately leads t o  an FMEA f o r  t he  stage, the  space vehicle, and space 
system. 

All system redundancies o r  other means f o r  preventing f a i l u r e  e f fec t s  a r e  
shown in the logic  block d i a p m .  Thie is because i n  single f a i l u r e  analysis, 
when a means ex is t s  t o  pre-rent tb'e e f fec t s  of a fa i lu re ,  the f a i l u r e  cannot 
be c r i t i c a l  above the system'ie%l where the  preventive mans is effective. 

2. 3 FAILURE MODE AND EFFECTS ANALYSIS 

The FMEll and i t s  docummtation a r e  the  next s teps  or' the  procedure. These are 
accomplished by completing the columns of an MEA format similar  t o  that 
given in Figure E-2 as follows: 

Column . . 
Number Exribnation or  D e s c r i ~ t i o n  of Entries 

(1) Name of system f'unction o r  component under analysis  f o r  
fsilure modes and effects.  Breakdown of a system f o r  
analysis  should no rnd ly  be down t o  the lowest practicable 
l eve l  a t  the time of the FMEA. In  special  cases such a s  
electronic sys tem using in tegral  modular un i t s  a s  system 
buildbg blocks, the modules may be l i s t e d  ra ther  than l i s t i n g  
its par+,s. 

(2) Drawing number by which the contractor iden t i f i es  and 
describes each component or  module. These hawings should 
include configuration, mechanical, and e l ec t r i c a l  
characterist ics.  

Reference designation used by manufacturer t o  iden t i fy  the  
colnponent or module on the  schematic. Applicable schematic 
and wiring drawing numbers should a l so  be l i s t ed .  

I d e n t i f i c ~ t i o n  number of FHFA logic  block diagram and of  
the function. 

Concise statement of the function performed. 

Give the  sper:ific f a i l u r e  mode af"&r considering the four 
'ut;siL: A L l w e  co~di t ions :  

1) Pre!::~ t x r e  operstion. 
2) Fa i lwe  to  operite .z.t a prescribed time. 
3)  F : ~ i l w e  t o  cc-zse operation a t  a prescribed time. 
4) Failure during operation. 

Per e . c \  ?ppl ! "able f,n.Jlure h d e ,  describe the c x s e  
including operational and environmental s t rese  factors  
:.: l:~.o*,~l* 

- - - -  
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2.3 (continued) 

Column 
Number - Explanation o r  Description of Entries 

(7) Phase of mission i n  which c r i t i c a l  f a i l u r e  occurs, &go, 
Prelaunch: checkout, countdown; Flight: boost phase, 
earth orbi t ,  translunar, lunar landing, etc. Where the  
subphase, event, o r  time can be defined from approved 
operational o r  f l i g h t  profi les,  the  most ds f in i t ive  timing 
information should a l so  be entered f o r  the  assumed t i m e  of 
c r i t i c a l  f a i l u r e  occurrence. The most def ini t ive  t i m e  
information t h a t  can be determined should d s o  be given f c r  
the  f a i l u r e  e f fec t s  under the columns t i t l e d  "Failure 
Effects On." 

A br ief  statement describing the ultimate e f f ec t  of the  
f a i l u r e  on the funct!.on o r  component being analyzed. 
Examples of such statements a re  component rendered useless, 
component's usefulness marginal, or  s t ruc tura l ly  weakened 
t o  unacceptable r e l i a b i l i t y  level. Timing information as 
described under (7) s h d d  be given. 

(9 )  A br ief  description of the e f f ec t  of the  f a i l u r e  on the nex t '  
h i  her assern'dy. Tining irXomation as described under 
('77 should be given a s  t o  time of f a i l u r e  effect .  

(10) A descripticn oP the  e f fec t  of the  component f a i l u r e  on the 
system. For the major systc-LS of the overall  space system, 
these e f fec t s  a r e  divided into f a i l u r e s  sff ecting' equipment 
szf e ty  and fa i lu res  aff s ~ t t n g  personnel safety. Examples 
of fa i lu res  affecting equiment safe ty  a re  -xhic le  loss ,  
stage damage, etc. l h ~ p i e s  of fa i lu res  ' d f e c t i n g  personnel 
safe ty  a re  l o s s  of' crew, abort during f1Zc;kt, and l o s s  of 
redundancy i n  safe ty  system. For lower l eve l  systems where * 

ef fec t s  on the overall. spaoc, system are mknoun, the e;'recT;s 
of a f ~ i l ~ e  on the  system under analysis  may be described 
a s  l o s s  of system inputs o r  outputs. Examples of such 
e l ' f e r t ,~  are  l o s s  of signal  output, l o s s  of oatput pressure, 
ar.3 snortec! pcwer input. Timicg in i 'o rmt im a s  d e s c r i b ~ d  
h d e r  (7) shculd be given. 

(11) A description of the methods by which'the f a i l u r e  ccl ld  be 
detected. Identify which of the following categories the 
failure detection means falls under: 

1 )  On-board visual/audible warning devices. 
2) Automatic abort-sensing devices. 
3) Gro1r.d ope:-& t ional  support sys tern f trilure-sensing 

instrumentation. 
4) Fl ieh t  tolemetry, ground support equipmant cons l e  .. - 

LLLp..i.>, cL". 
5)  NO:^ 

I 
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2.3 (Continued) 

Column 
!iumber - -lanation or Description of Entries 

(11) Timiag inf'ormation as  described under (7) should be given 
ConM. with respect t o  the reaction time available between time 

of component failure,  time of detection, and time of 
c r i t i c a l  fa i lure  effect. 

(12) A description of what corrective actions that  the f l i g h t  
crew and the g r o d  crew could take to  circumvent the failure.  
If applicable, t h e  time available fo r  effective action and 
the time required should be coted. 

State the useful l i f e  of item under given environmental 
c ~ n d i  t ions. 
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(13) Usei'tJ. Life 

Corrective 
Action Time 

( 1 2 ) ~ v a  i lable/~ime 
m u i r e d  

Failure Detection 
(11) Method 

s L  - 
Q 

(9) S~ksysteun .--._ 
Q 
k ~ampon~nt/ 

(8) Functional 
Yi 

~5 Assezbly 
k.l 

Mission 
(7 )  Phsse 

(6) Failure Mode 
and Cause 

- - - -  

Eeliabil i  ty 
( 4 )  Lc,ic 

Dia 
l!~zber 

Drs::ing 
(3 ) Reference 

Designation 

Identif icat-lor 
(2)  Eu'5er 
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3.0 PRI)(]EIIURES FOR CRITICALITY ANALYSIS 

3.1 CRITICALITY PROCEDURE 

The Cr i t i c a l i t y  Analysis (CA) determines a system component's magnitude of 
c r i t i c a l i t y  t o  systen safety. 

The CA i s  performed in two steps: 

a. Identify c r i t i c a l  f a i l u r e  modes of all cornpo<er& in the  FMEA f o r  each 
equipmnt configuration i n  accordance with the  categories l i s t e d  i n  
Paragraph 3.2. For FMEAta of lover l eve l  systems where the e f f ec t  of 
f a i l u r e  modes on mission success or  crew safety  cannot be determined, 
the  c r i t i c a l  f a i l u r e  modes w i l l  be those t h a t  cause f a i l u r e  of one or  
more of the  systemts inputs or  outputs. 

The specific type of system f a i l u r e  i s  expressed a s  a 'tirdique loss  s ta te-  
ment. For & jor Apollo systems, example l o s s  statemen'6"are crew loss ,  
abort, and vehicle loss. For lower l eve l  systems, example l o s s  state- 
ments are  output signal  loss,  input power shorted, and l o s s  of output 
p r e s s r e .  

b, Compute Cr i t i ca l  Numbers (C ) f o r  each system component with c r i t i c a l  
f ~ i l u r e  ncdes. The method 1s given i n  Pcragraph 33.# and a format l o r  
the  data i s  shown i n  Figure E3. . 
T5e (+ fo r  a s;stm component i s  the number of system fa i lu res  of a 
specLic  type expected per mi l l io r  miscions clue t o  the corgonentfs 
c r i t i c a l  f a i l u r e s  nodes. 

Where the factors  3 golved i n  the  calculation of system component c r i t i -  
c a l i t y  numbers vary with mission time, the  mission i s  divided into mis- 
sion phases such tha t  the change i n  the factors  a re  negligible during 
each phase, A c r i t i c a l i t y  number is  computed f o r  each mission phase f o r  
a given l o s s  statement. 

The analyst responsible f o r  the CA a t  the  next higher system leve l  con- 
tinues the andrysis usine lower l eve l  C A t s .  Where the  l o s s  of an input 
o r  output of : lover level  equipaent is c r i t i c a l  t o  equipmnt operationnl 
success a t  h i s  sgstsn level ,  ec t icn should be taken t o  design the c r i t i -  
c a l i t y  o u t  of the system o r  t o  reduce its c r i t i c a l i t y  to an acceptable 
level  by imp-ovemnt.8 i n  b s i c  r e l i a b i l i t y ,  redmdancy, or  other Iceens. 

CRITICAL FAILt'RE MODE IDE!;?IFICATIOII 

Tho f i r s t  s tep of CA is  the ident i f ica t ion of c r i t i c a l  f a i l u r e  modes from the 
i+;EArs on the system. 
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Crit ical  fa i lure  modes 8% higher levels i n  the overall space uysteiii should 
be identified according to approved nonambiguoue loas statements. The 
folloving categories may be used: 

HARDWARE CRITICALITY CATEGORIES 

Category 1 - Hardware, fa i lure  of which resul ts  i n  loss  of l q e  of any 
crew member. This includes ,pomplly passive sj;steme, i.e., 
emergency detection system,._laynch escape system, etc. 

Category 2 - Hardware, fa i lure  of which resul ts  i n  damage to the e p o t e m  but 
does not cause loss  or" life. 

Category 3 - Hardware, fa i lure  of which w i l l  not resu l t  in ayeterm damage nor 
cause loss  of l i f e .  

A t  the lover system level where it is not possible t o  identiFy c r i t i c a l  failure 
nodes accordicg t o  loss  statements under the categories above, approved loss  
statements bsssd upon loss of system inputs or c :t.p~ts should be used (See . 
Paragraph 3.1.~).  Kenneijj Space Csni;sr loss  s ta temnts  can be found i n  NASA 
Kennedy Space center Publication K.CC-STD-~~~(D) , 3 Fe'wury 1965, vFailure 
Ef foc t '  A r  Gysf s G' ~ r % d  Scppcrt E,cipn?entn. Marshall Space Flight 'Center 
loss  ststements c m  be found i n  NASA Marshall Space Flight Center Drauixig 
No, l C W O l l l ,  Revision A, 26 June 1964, "Procedure fo r  Performing Systems 
Design Analjrs',~~~. 

The lone statement used t o  identif'y a c r i t i c a l  fa i lure  mde. in  a eystem should 
be prezixed w i t h  the  word "actualn, "Probablet1, wpossi?d&, or  "nonen which 
represents the anrilyst1s judgment as to  the conditional probability that  the 
los s  will  occur given tha t  the fai lure  mode has occurred. 

CRITICALITY NUMBER CALCULATION 

The secona step of the CA procedure i s  the calculation of Cri t ical i ty  Numbers 
(Cr) for  ;he syswn ccrinpomnta with c r i t i c a l  fa i lure  modes. 

A Cr for  a system ccmpmert i s  the rxn3er of system fai lures  of a specific 
type expected per million missicrna due to the component's c r i t i c a l  fa i lure  
modes. The speci'ic type of sy6;em h i l u r e  i s  expressed by the c r i t i c a l  
fa i lure  node loss statement discwaed i n  Paragraph 3.2. 

For a particular lose statement and mission phase, the C, fo r  a systelr compo- 
nent with c r i t i c a l  fa i lure  ncdcs is calculated with the following formula: 
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NUMBER D2-1l9062-1 
REV LTR 

Crit ical i ty  number fo r  the system component, 

Total number of c r i t i c a l  fa i lure  nmder in the system component 
unaer loss  statement. 

Conditional probability that  the fai lure  effects  of the c r i t i c a l  
fa i lure  mode occur given that  the c r i t i c a l  faf lure  mode has 
occurred. 

-action of a l l  fai lures  (OrAG) experienced by a component and 
that  are  due t o  the particular fa i lure  mode under consideration. 

Environmental factor which adjusts aG fo r  difference between 
environmental stresses whenXC was masured and the envirohmntal 
stresses under which the component i s  going to  be med. 

0pere.iicnal factor which adjusts AG f o r  the between 
operatlpg -stresses when AG was measured and the operating stresaer 
under which the component i s  going t o  be used. 

Generic fai lure  ra te  of the component i n  fai lures  per hour or cycle. 

0paratir.c time in ho-s or &er of operating cycles of the 
camponen t . 
An index of summation fo r  c r i t i ca l  fa i lure  modes i n  the system com- 
ponent that  fall under a particular lore  statement. 

The factor 9 is the probability of l c s s  discuesed i n  Paragraph 3.1, and 
should be limited t o  the following valuea: 

Failure Effects - 
Actual L o s ~  

Proh.b1e Loss 

p d u e  of Beta 

100 Percent 

Greater t h n  10 Percent t o  
100 Percent 

Possible Loss 0 Percent to  10 Percent 

None 0 Percent 

The expression (eqKFKAIC,t lo6) is the portion of C, f o r  the col~ponent due 
t o  ono of i ts  critics1 f : ~ i i . a o  r o i t s  mior  ,c, pxrtic;d.~r loas  s 4 ~ t e ~ n t .  
After calculation of the part  of C, due to each of the componentls c r i t i c a l  
fa i lure  modes under the loss statement, them parts a re  summed fo r  all 
c z i t i ~ a l  f ~ i l w ~  IxC.-.S C; i:.. if :, t d  try: 

SHEET &303 
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3.3 (Continued) 

A f a i l u r e  mode f a i l u r e  rate is represmted in the formula f o r  C, by the 
product of t t r  tern. s, KE, KA, endhG. These terms should be ra?h.;& 
actual  fa i lu re  mode f a i l u r e  r a t e s  determined from the t e s t  - .. prcqam as . they - 
become available. A sample calculation i s  given hiow. 

3.3.1 C, Calculation Example 

For a given mission phase: 

Given: @stem component with hG = 0.05 faFlurrr  per lo6 opentl?rg houa ,  

KA = 10, KE = 50,  

OL = 0.30 for  one c r i t i c a l  f a i l u r e  mode undor l o s s  statement, ant 

a = 0.20 f o r  the second c r i t i c a l  f a i l u r e  mode under the  same l o s s  
statement. 

Let .@ = 0.50 and t = 10  hours, 

Find: C, f o r  th4.s system component d u r i q  t h i s  mission phase. 

Solution: 

For the first c r i t i c a l  fa i lurg  mode; i,e., f o r  n = 1 

(bq KEKAnGt 1 0 ~ ) ~  = (C. 50) (0.30) (SO) (10) (0.05 X loo6! (10) (lo6) = 38 

For the aecond c r f t i c a l  fa i lu re  mode; i.e., fo r  n = 2 

(#a KEK* -0; loG), h = (0. 50)(Oa20) (50) (10) (0.05 X 1 r 6 )  (b) (lo6) 1. 25 

j = 2 and 

The colrsns or' the format ~ ' o r  Cr c a l c u l a t i o n ~  shown i n  k'igure E-3 should be 
f i l l e d  out as  followa: 
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3.3.2 (Continued) 

Ebdanation o r  Description of Entries 

These colunms duplicate the information given i n  the same 
columns of the FMEA format shcm in Figure l?&2 and are 
explained in Paragraph 2.3. 

Failure effects given fo r  the highest system level  on the 
m. 
The source of r e l i ab i l i t y  information used f o r  each calcula- 
t ion should be identified in th is  column. 

Enter the information required f o r  the calculation of the 
y r t i o n  of the component's c r i t i c a l i t y  number the t o  each 
of its c r i t i c a l  fa i lure  modes. 

Enter the component's c r i t i ca l i ty  numbers in this column. 
This i s  the sum of the porticns of the c r i t i c a l i t y  number 
entered i n  colxm (16) due t o  a pwticular Hssion  phase 
and loss  statement. 
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- -- - 

~Cmionent 
(17) Criticality 

Number, Cr 

Critical 

Operating 
Time 

(I5) Hours 
or Cycles t 

Generic Failure 
(u) Rate Failwes/ 

Hour or Cycle 
XG 

I 
I 

Operational 
(I3) Ratio i(d 

Eni-iromental 
(I2) Ratio KE 

Probability 0 7 ;  @ 
(10) of Failwe 

Effects 13 2 
Reliability Data o) 

( 9 )  Source Code 2 
4 

(8) Failure Effects 
Cr 

(7) Mission Phase I 
\ - /  

a::d Cscae 

15) Function 

Rel. Lqic Dia.pcun 
(4) K-r:ber/?.nction 

>T.. ,: ,,-.ber 
Draw i cg  r ( 3 )  Referezce 
Designation 

(2 1. Identification 
T!tlr:k.er 

:1) N w e  
# I 
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4.1 PREPARATION OF F'KECA SUMMARY 

The procedure i s  a method f o r  combining the  c r i t i c a l i t y  values by mission 
phase t o  develop an overall  summary. 

Preparation of the FMECA summary is developed from the FMEA and CA analysis 
discussed i n  S e ~ t i o n s  2 and 3 and is accomplished by completing a form 
similar  t o  t h a t  given i n  Figure E4. Instructions f o r  completing the  form 
a r e  given below. 

A c r i t i c a l i t y  l is t  is prepared. Cr i t i ca l  system compane~ts a r e  grouped 
according t o  l o s s  statement and are l i s k d  in the groups in descending order 
according t o  the  mgnitude of t h e i r  t o t a l  c r i t i c a l i t y  number f o r  the  p a r t i c u l a ~  
l o s s  statement. A system component's t o i a l  cr?. t icali ty number f o r  a part iculal  
l o s s  statenant i s  computed f r o m  the FMECA suxmmry info-mation. Exampies of 
ground rules  f o r  this a r e  given below. 

A general FMECA s m r y  form is shown ic Figure E4. The columns a r e  
completed a s  follows: 

Colwon 
Number Explsnation or  Description of Entries 

(1) - (5) Ident i f ica t ion and function of the system component u i t h  
c r i t i c a l  f a i l u r e  modes is the same as a r e  those f o r  the 
FMEA format i n  Figure E-1 which i s  described i n  Paragraph 
2.3. 

( 6 )  For each system component, enter  its c r i t i c a l  f a i l u r e  
modes and, if known, the i r .  cause. 

I 

(7) - (9) If the c r i t i c a l  f a i l u r e  mode has an: e f f ec t  during Phase I 
of the mission, i t s  e f fec t  on the s a 3 ~ d m  is given in  
Column (7) with mission time o r  eveat. The approved l o s s  
statement fo r  the e f fec t  i s  given in Column (8). The 
portion of the t o t a l  critical it:^ nmber cslculated f o r  the 
c r i t i c a l  f a i l u r e  mode according t o  the example given i n  
Paragraph 3.3.1 i s  entered ,in Column (9). 

(10) - (12) jlhere the c r i t i c a l  f a i l u r e  nocie has ?.n e f f ec t  during 
Phase 2 of t he  mission, Columns (10)-(12) a re  completed 
i n  the ssme mnner a s  in Columns (7)-(9) .  This format should 
be extended to  include a l l  mission phaszs. 

A t o t a l  c r i t i c a l i t y  nusber may be computed fo r  each system 
corcpo~e2t accor?.lzg t o  approved ground rules. An example 
of ground rules  i s  as follows: 
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4.1 (continued) 

Column 
Number - Explanation o r  Description of E n t r S ~  

Each c r i t i c a l i t y  number i n  +.he mission ph:e o0lup.n~ 
shall be multiplied by an approved importance 
weighting fac tor  f o r  its par t icular  l o s s  statewat. 

Example f o r  stage/module l eve l  FMECX:  Kills Crew = 
1.0, Damages Vehicle = 0.5, Precludes Escape = 3.4, 
Loses Protective Devices = 0.3. 

Example f o r  subsystem leve l  r?MECA: Loss of c ~ i t i c a l  
output o r  i n p ~ t  which could lead t o  crew lo s s  = 1.0, 
Loss of noncr i t ica l  input o r  output = 0.2, Annoyance 
f a i l u r e  = 0.1. 

These examples a r e  given only t o  convey the  intent.- A 
lengthy l i s t  of statements of ac-1 l o s s  may be ranked - - 
in re la t ive  importance by this means. 

A given c r i t i c a l  f a i l u r e  mde i n  a system component 
sha l l  occur only once during the  mission, assumirg no 
repair;  therefore, the l a rge s t  weighted c r i t i c a l i t y  
number f o r  a c r i t i c a l  f a i l u r e  mode a1 be selected 
from among the mission phase co1umna"i'or calculat ion 
of the componentfs t o t a l  c r i t i c a l i t y  number. 

A componentls t o t a l  c r i t i c a l i t y  number f o r  a par t icular  
l o s s  statement sha l l  be the sum of the weighted 
c r i t i c a l i t y  numbers with the  same loss  statement 
selected from the miasion phase columns according t o  
ground rule  b, preceding. 

Each total c r i t i c a l i t y  number with l o s s  s t a t e d 4 t  fo r  
a system component a s  calculated by ground f l e  c, 
above, sha l l  be entered i n  Column (13) of the FMECA 
summary forcut. 

4.2 CRITICALITY LIST 

The l a s t  s tep of the FMFXA is the preparation of the c r i t i c a l i t y  list. 
Cr i t i ca l  system components a re  grouped according t o  l o s s  statement and w e  
l i s t e d  in the groups i n  descending order according t o  magnitude of t h e l r  
t a  t;:l c r i t l ; ~ l i  q- 5:::;:ler f o r  t h e  l o s s  s t a t ~ m m f .  A sys te:n cor;po;ie>t my 
rsppear i n  mcjre thi1 one OL' the groiips. Appropriate supparting information 
and reconmenciations should be given f o r  each of the l i s t e d  components. 
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